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PROPALMY/PNINSTALLATION

PROPALMS OS

Propalms OS 3 is a security hardenedterprise class Linux Distribution derived from CentOS. Propalms OS
hosts the required services for running Propalms VPN and is maintained by Propalms Support Team.

When installed, Propalms OS has a small menu driven interface to manage host configlikatioetwork
settings modifications or reinstallation of firmware.

Propalms OS comes on an integrated installer CD or bootable USB drive. The integrated installer is a single click
OS installer which also installs the VPN software.

NB: Installing the Prpalms OSwill erase all existing data biour system without asking about details of
partition.

Propalms VPN is available agdual appliance as well assoftwareonly VPN

PROPALMS VPN VIRTWRPLIANCE

Propalms VPN is available in Open VirtualirafFormat (OVF) which is an open standard for packaging and
distributing virtual appliances to be run in virtual machines. The standard describes an "open, secure,
portable, efficient and extensible format for the packaging and distribution of softwarbet run in virtual
machines". The OVF standard is not tied to any particular hypervisor or processor architecture. The unit of
packaging and distribution is a so called OVF Package which may contain one or more virtual systems each of
which can be deploykto a virtual machine.

The Propalms VPN Virtual Appliance has been verified with VMware ESXi. The Virtual Appliance is
downloadable from the Propalms Websitbttp://www.propalms.con). Simply extract the image filend
import directly into your VMware environment and you are ready to go.

All the functionalities of the virtual appliance are the same as the software version.

PROPALMS VPN AS SWARE VPN

Propalms VPN is also available as software VPN. It is agadlata single click integrated installer CD which
installs both Propalms OS and Propalms VPN on any custom hardware. The VPN CD installer ISO can be
downloaded from the Propalms Websitietip://www.propalms.conj.

Propalms OS is a CentOS based platform, hence any hardware that supports the Linux distribution is supported
by Propalms OS. Propalms OS is available in belfit 32d 64bit versions.

The functionalities of the VPN platform are same irrespective ofuthderlying platform. Both versions ship
with a system default evaluation license allowing 5 users for 30 days.


http://www.propalms.com/
http://www.propalms.com/

STEPS FOR INSTALOATOF PROPALMS OS

Installing the Propalms VPN server is easy.

1.

2.

3.

4,

5.
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Insert Propalms VPN OS installer CD / USB

The installer screen will appear. If you are installing through usb,ugpe

Installation over serial console

To install using a CDROM, enter following and press the keu.

To install using a CDROM-TEXT mode, enter following and press the

To install using bootable USB, enter following and press the key.

install using bootable USB-Text mode, enter following and press the
ey.

Installation over comected monitor
To install using a CDROM, press the
To install using a bootable USB, enter

Installation procedure starts. Next step will ask about Regional Settings

Installation will start automatically and Wwibke approximately 10 minutes to complete, depending on

hardware.

@ propalms VPN

Please click into the map to choose a regio

America/New_York o Eastern Time

[ System clock uses UTC

‘ [ Release Notes | Next
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@ propalms VPN

Access Made Easy

Formatting / file system.

] ]
N

@ propalms\uen
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6.

| [getease Notes [

CONFIGURATION OF PPROMS OS

Welcome to Propalms OS 3 |

= Thank you for Installing Propaims 05 3.

& Propalms 05 s asecurly hardaned, enterprise-cass inux Distrbution

+ derived from ContOs.

ey propsinscom)

[

Installing tzdata-2010l-1.el5.1386 (1 MB)
Timezone data

[ Retease Notes

After completion of Installation, remove CD and restart the machine

After completion of mstallation and restart you will get a prompt to login gain access to th€ropalms OS
Consolemenu. This is also the first stage of configuration you will see if using the Virtual Appliance.

¢t KS

Propalms UPN 3.7.8.7
Propalms 0OS 3.7.8.7

:: IP ADDRESS INFORMATION ::
ethd [STATIC]
ethl [DHCP 1

[UNKNOWN]
CUNKNOWN 1

[Press CONTROL+D to refreshl
Login using console administrator account.

Default Username: consoleadmin
Default Password: adminconsole

propalmsupn login: _

I OO 2 dzy Gonsgldadmiid THedR S W!

192.168.1.188

18.37.131.3

dzf G LI &&¢2NR
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administrator has ofion to change the password for consoleadmin user. Root access to Propalms OS is
blocked completelyOnce authenticated you will see the following Propalms OS Console screen:



Propalms 03 3.7.8.7
Propalms VPN 3.7.8.7

Network Configuratiom
Propalms Administration
Network Tools

Restart UPN Service
Restart Appliance
Shutdown Appliance

Go to Shell

Select one of options above (Numerics only):

Choose a number for the configuration option you require and then type yawsate administrator
LI 84 62NRD O5SFldzA G LI a&dag2NR Aa WFERYAyO2yaz2tSQu

To get started ensure you configure the VPN with an IP address which you can access from a browser on your
PC.

NETWORK CONFIGURAY1O

In this screen you can configure the network settifgsyour VPN server.

TWORK CONFIGURATION
Hostname: propalmsuvpn

Ethernet Devices:
ethd [STATIC] [UNKENOWH 1 192.165.1.1688
ethl L 1 1.3

Conf iqure Ethernet Device
Set Hostname

Manage Hosts File

Conf igure DNS

Restart Network

Return to main menu

Select one of options above: _

The most common configuration scenarifis Propalms VPN are shown below. Depending on your chosen
network configuration you will need to setup your network interfaces to suit.

DMZ

‘ 1'%
ethd \/. eth 0 \t,»l

WAN

l\/l LAN WAN LAN



CONFIGURE ETHERNEVIBE
In the Ethernet configuration screen, select the number of the NIC you wistrniigure.
For example:

To configure theethl interface in the screen below simply tyfighen hit Enter.

Following Ethernet devices found on the system.

ethd [STATIC] [UNKENOWN 1 192.168.1.188
ethl [DHCF1 CUNKNOWN 1 19.37.131.3

Enter the device number to configure it (R to return): _

Selectl to manually configure NIC @rto configure DHCP option.

ETH1 DETAILS:
PROTOCOL: DHCP

IPADDR: 18.37.131.3
NETMASK: 255.255.255.8

DEFAULT GATEWAY:

1) Manually configure ETH1
2) Configure DHCP for ETH1
R) Return to previous menu

Select one of options above: _

Enter the relevant IP information when prompted and chogs® apply the configration. The network
service will restart and you will be prompted to press a key to continue when it is finished.

ETH1 DETAILS:

PROTOCOL: DHCP
IPADDR: 18.37.131.3
NETMASK: 255.255.255.8

DEFAULT GATEWAY:

1) Manually conf igure ETH1
Z) Configure DHCF for ETH1
k) Return to previous menu

Select one of options above: 1
ethl ifefg-ethl

Enter IP address: 18.37.131.18

Enter Netmask: 255.255.255.8

Enter Gateway: 18.37.131.2

Save and apply this configuration? (Y/N): _




 SET HOSTNAME
In this screen the administrator can configure the VPKthame.

To configure the hosthame choose opti@rthen type the fully qualified domain name that users will use to
access this VPN server and prEsger. Press any key to continue.

Ethernet Devices:
ethd [STATIC] [UNKNOLN] 192.168.1.1808
[STATIC] [UNKNOWN1 18.37.131.18

Conf igure Ethernet Device
Set Hostname

Manage Hosts File

Conf igure DNS

Restart Network

Return to main menu

Select one of options abouve: 2

Enter New Hostname: vpndemo.propalms.com_

Important: Propalms VPN resolves requests only through hostnameha&ahame should set before starting

VPN configuration. If you are changing hostname after configuration of VPN box, this will affect your whole

VPN set up and need to-cenfigure existing VPN setup.

For instructions on all other commands available frdAta O2y a2t S L) S &S O2yadzZ 4 G
Guide.

Important: Propalms VPNoes not require the administrator to have root access to the underlying operating
system All installation and configuration can be performed using both the Propalms G8I€@hown above)

or through the web based management consol®ropalms Support team may require shell access for
advanced troubleshooting but this is not common.

10
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BASICPROPALM§¥PNCONFIGURATION

VPNSERVICE STATES

The VPN service hasrte states:

1. Boot strap
2. Configuration
3. Run

BOOT STRAP STATE

On a freshly installed VPN installation, the VPN service $ystem Configuration state, also knownhaot-
strap state. During this stage, admin configures the system settings, including network, license and certificate
settings.

During this stagéhe first security office account is created.

CONFIGURATION STATE

In this state, the VPN service is in figaration mode. VPN service will not accept connedifsom any user
other than Security Officers and Administrators.

Once bootstrap state is complete, the VPN service automatically moves to Configuration state.

Administrators can bring the VPN servicenfi run state to configuration state from administrator console for
doing system wide changes.

[RUN STATE

In this state, the VPN service is fully functional. No critical system wide changes can be performed on VPN
system during run state.

VPN service does not move automatically from configuration state to run state after a fresh configuration. For
VPN service to go from Configuration state to Run state, should go to/PN Status VPNServer Statgpage
in the management consokend switchto Run State.

11



NEWVPN NSTALLATION

BOOTSTRAP STATE

After a new installation of Propalms VPN, the VPN service is running in bootstrap mode. The first screen you
see in this mode is the System Configuration page where you can configure network and Bedtirsgs.
Follow these steps to complete bootstrap stage.

1. Launch the web browser and go to URtp://vpn_gateway ip_addressér http://<vpn_hostname>/

2. Click on linkAdministrators link under sectio’/PN MANAGEMENT CONSOLE

[} ssLveN

\(-/;\ ‘ || vpndemo propalms.com

VPN MANAGEMENT CONSOLE (Only for Administrators)

nfigured authentication method to access VP nent Console is ilable only to VPN Security
Vi istrators when logged-in using their SSL

d VPN agent or choose to download
your desktop.

/PN dlien
Administrators
VPN Web Portal

nd V
launch from

Launch On-Demand VPN Agent...
6 Install VPN Client for Desktop

Other Downloads...

SSL Server CA Certificate

Copyright @ 2011, Propalms Ltd.

3. Read and click the box to accept the Software License Agreement.

4. ThePropalms VPN System Configuratioacreen appears where you can specify network and license
settings.

5. Inthe Host Configuration sectipenter the following information to configure the host settings.
a. Verify theHostnameentry in the Host Name field.
b. Type theDefault Gatewayin the Default Gateway field.
c. Type thePrimary DNS address the Primary DNS field.
d. Type theSecondary DNS address the Secondary DNS field (optional).

12


http://vpn_gateway_ip_address/

l q VPN _

VPN: System Configuration

Host Configuration

Host name |vpndemu‘pmpalms.mm | _p\ease enter proper hostname. You'll not be able to edit after the
Default Gateway |NDNE |
Primary DNS [vore |
Secondary DNS [vore |
( Interface Configuration
Interface Name IP Address Subnet Mask Gateway
ethd [192.168.1.100 |[255.255.285.0 | [more |
ethl [10.37.131.10 |[255.255.285.0 [ [mome |
( Date and Time settings
oote
Time mﬂ mu
NTP Servers
First NTP Server ‘gfedo,a.pﬂm.nm.mg |
Second NTP Server ‘ 1.fedora.pool.ntp.org |
( VPN License
Company Name | |
A system default license for 5 concurrent users valid for 30 days will be installed. Please install a new license soon.

Submit Cancel

Copyright © 2011, Propalms Ltd.

6.

In the Interface Configuration section, enter the following information to configure the interface
settings.

a. The interface name will be displayed by default in the Interface Name field, based on the
number ofnetwork cards in the system. For example, if there is only one network card in the
system, the inteflace name will be displayed &hoO, if there are two network cards, the
interface name will be displayed athl and so on.

Type thelP addressn the IP Aldress field.
. Type theSubnet maskin the Subnet Mask field

d. Type theDefault Gatewayin the Gateway field

NB: If the IP address and gateway is set at the time of installation of Linux in the system before the VPN
installation, these values will baisplayed in the Host name, Default Gateway, Primary DNS, Secondary
DNS, IP Address, Subnet Mask and Gateway fields by default. You can edit the values if required.

7.

10.

In the Date and Time settings section verify that the Date, Time and Time zone infornstorrect.
You can optionally choose to change the time servers that the VPN server uses.

Enter Company name
ClickSubmitto save the configuration details or clickncelto go back.
On clicking the Submit button, the following confirmation screempesrs, displaying the entered

values
ClickOKand Continueto accept the system configuration. System will start initializing.

13



' propalms

Copyright @ 2011, Propalms Ltd.

11. At this stage you are prompted to select the VPN installation type.

Press Continue to update your system configuration and
Cancel to edit system configuration information.

System Configuration: Confirm Settings

Host Configuration

Host name vpndemo.propalms.com
Default Gateway 10.37.131.2
Primary DNS 10.37.131.2
Secondary DNS
Interface Configuration
Interface Name IP Address Subnet Mask Gateway
ethd 192.158.1.100 255.255.255.0 MONE
ethl 10.37.131.10 255,255,255.0 10.37.131.2
Server License
License issued to company Propalms Demao
Number of valid concurrent users 5
Continue Cancel

Choose from the default

Standalone VPN server, Clugt@ VPN server (see Administrators Guide for more information on VPN
I A3K ! @FrAflIToAfAGE 2LIA2YyAa0L

2N wSaidz2NB

LING @A 2 dza

Stand Alone installationwill create a ®w VPNinstancefor installation in new environments but if

you havea previous system backup from which you wish to recover then s&estore complete
configuration from Backup filehen ClickContinue.

NB: For full system backugnd restoreto work, the hostname should not change across backup and

restore.

14



. o VPN _

— System Configuration : Installation Type

VPN Installation

@ stand Alone installaton
@ Clustered VPN installation

Enter Virtual IP Address of the duster I:l
Enter comman hostname of the duster l:l
Install first node(Load Balancer + VPN Server)
Join a duster as backup Load Balancer { also VPN Server)

Join as a VPN server

) Restore complete configuration from Backup file

Continue Cancel

Copyright € 2011, Propalms Ltd.

On completion of System Configuration, the VPN continues through Bootstrap stage, and is ready fer a one
time registration process. In Bootstrap State, first Security Officer Registration, SMTP Server configuration,
Database User configuration, and severdlays tasks are completed, including:

Register first Security Officer

Create Root Certificate Authority (CA) Certificate

Register SSL Certificate for VPN

Create Signer Certificate

Create Verifier Certificate

Create VPN database and database tables

Regster VPN Ports and Apache Ports (port 80/443, 4001, and 4002)

Create Configuration files

Enter Configuration State (this change occurs automatically after the Bootstrap process is complete)

=A =4 =4 4 -4 4 -4 -4 -4

The tasks such as creating CA certificate, Signer CertificaifieiV€ertificate, and many others take place
internally when you register the necessary details with VPN during server Bootstrap.

1. Once all of the internal tasks have been completed you will be redirected to the Certificate Authority
screen.

CA Certificate

Certificate Authority Mode
) External CA
@ Default Propalms Internal CA

Submit Reset

2. In the Cetificate Authority Mode section th®efault Propalms Internal Cfeld is chosen by default.
This enables the VPN Internal Certificate Authority and the VPN server becomes the Certificate
Authority. Choosé&xternal CAf you wish to use a%Party Cerficate Authority.

15



3. Click theSubmit button to save the changes made. On clicking the Submit button, the Certificate
Authority page appears as shown below depending on which option you selected.

a. For External CArpvide CA Certificate path, CA Private lgath and CA Private Key
Password.

Certificate Authority Information

Accepted Certificate Formats : RSA

CA Certificate
CA Private Key

CA Private Key Password |

Submit Reset

b. For Propalms Internal Certificate Authority fill out the required fields

Create SSL Certificate

Certificate Authority Information

e yName |

State [

City [
Validity (days) |

|
Country Select Country
| [~]
|
|
|

Security Officer Account

Name

Email

User ID

Password

SMTPServer  [127.0.0.1 |

SMTP Port [25 |

Submit Reset

You also need to create the Security Officer account on the VPN. This account provides administrator
access to the VPN management conselere further accounts can be created. See table below for
description of each field.

16



Certificate Authority Information

DESCRIPTION

Company Name

<Company Name>

Name of the company to which Certificate will be issued.

Country <CountryName> Name of the country where Certificate will be issued.
State <State Name> Name of the state where Certificate will be issued.
City <City Name> Name of the city where Certificate will be issued.

Validity (days)

<No. of Days>

Validity period for theCertificate.

Security Officer Account

Name < First Security Officer Name> Full name of First Security Officer.

Email <Username@domain name> Emailaddressof First Security Officer.

User ID <User Name> Basic Authentication Login ID for First Secuifjcer.

Password <Password> Temporary pssword for this accountSecurity Officer will
specify their own password on enrollment.

SMTP server <SMTP Server Name> SMTP server address to route emails generated by VPN. |
should be FQDN.

SMTP port 25 Portnumber on which SMTP service is configured to listen

4. Onclicking the Submit button, the following screen confirming the registration will appéar a
short while Propalms VPN Server emails the Root Certificate (cacert.cer) and a Passphrase to the first
{ SOdzNA (i @ -mhilTaddke§sS N@lacan Sso copy the passphrase from the registration screen
shown below.

First Security Officer VPN Security Officer 1 registered successfully.
The Passphrase is LBOGEL5CIBXUS06B

Please follow these steps:

1. Download the Propalms VPN Client from VPN home page.

2. Enroll yourself with the help of the Passphrase provided above.

3. Login into Propalms VPN.

4. Open the VPN Management Console.

5. Change the VPN server state to "RUN" mode at 'Server Configuration' - 'Server State'.

17



CONFIGURATION STATE

Upon successful complen of Bootstrap State, VPN automatically moves into Configuration State. The
following tasks are completed in Configuration State:

w Enroll First Security Officer
w Move VPN from Configuration State to Run State

NB: User Registration and User Enrollmar two different processes. During the User Registration process,
the User Name and Userngail Address are registered with VPN and a Passphrase is generated. During the
User Enrollment process, the Passphrase and a Password, supplied by the Usgistaredevith VPN, and a

user Certificate file (.cer) is generated.

Applications can be added to the server when VPN is in Configuration State. However, users cannot access
applications until VPN is in Run State.

VPN server sends an email to the first SiguOfficer account as registered previously, containing a Root
Certificate, Passphrase, and a link to the VPN home page. The Security Officer can save the Root Certificate file
(cacert.cer) in a local folder and import it to the list of Trusted Rootif@ation Authorities in the browser to

avoid seeing warnings when authenticating.

IMPORT VPN CERTIFTEAARUSTED ROOT CERCAFION AUTHORITIES)

The Root Certificate (cacert.cer) file can be downloaded by either of the two methods:

1. Download and open the file included in therail , or

2. Launch your web browser and type the URtp://<vpn_hostname>/ to access the VPN landing page.
ClickSSIServerCACertificatefrom theWh (i K S NJ 5 fedtighfoPthe RFEENGge and ope the root
certificate.

ClickInstall CertificateButton and follow instructions making sure to install the Certificateinsted root
Certificatestore location.

If the Certificate is properly installed, you can see installed Certificate in the Trusteid Gertification
Authorities list in IE. To view go to Tools menu, click Internet Options. Click on the Content tab, click
Certificates, and then click on the Trusted Root Certification Authorities tab.

ENROLL FIRST SECYRIFFICER

The first Security fiicer, whom you registered in the VPN Bootstrap State section earlier, must now be
enrolled using the Passphrase available in thmal generatedautomatically and sent to theirbt Security
Officer account. Theassword required must be supplied by tfiest Security Officer. When the Security
Officer is successfully enrolled, a user Certificate is importededocal personal certificate store.

1. Open your web browser and browse http://<vpn_hostname>
2. You can enroll a user by launchitge VPN Web Porta{Java required)using theOn-Demand VPN Agent
(Clientless ActiveX control) mrstaling theVVPN client for Desktop

NB:If you enter the URL using https:// you will be presented with the VPN Web Portal login directly.

18



LOGIN INTO VPN

Login into VPM using configured authentication method to access published applications.
‘You may use the on-demand VPM agent or choose to download the VPN dient and launch from
your desktop.

VPN Web Portal
Launch On-Demand VPN Agent...

6 install Propalms VP Client for Desktop

DOWHNLOAD VPN CLIENT INSTALLERS

Select and download the appropriate installer for your operating system.

2 B 4 O©

Windows MAC 0S X Linux 0OS Linux 0OS

{2000 and (Universal (RPM (DEB
above) Binary) installer) installer)
Readme Readme Readme Readme

ENROLL USING WEBRTAL

On the VPN Web Portal Login page choGsetificate from the Authentication Method dropdown menu. It
may take a moment for the Java Platform to initiate. ClickBheoll your SSL certificatak.

l ' propalms

Company Name

Welcome to Secure Remote Access Portal

Login into corporate VPN using selected authentication mechanisms.
Unauthorized access is prohibited. All access is logged on VPN Gateway.

Authentication Method | Certificate El |

. . Enroll your SSL certificate!
Client Certificate: | IZ”

Password | |

Sign In e

In the Pass Phrase field, type tRassphrasgou received in the-enail (if you prefer copy and paste the
Passphrase from the-mail to this field)

In the Passwordfield, type a password for your Security Officer Accouft.the Confirm Passwordield,
retype the password for confirmatio Click onSubmit to submit the enrollment information and click on
Cancelo exit from this screen without saving the changes.

Enroll new certificate.

Enter Passphrase  LBOGELSCIBXUSOG6B
New Password sssses

Retype Password eesssess

Submit  Cancel

19



ENROLL USING ONEMAND VPN AGENT

When using the Oemand VPN agent for the first time you will be prompted to install thiéoviong
Propalms VPN component.

NB:On-Demand VPN agent only available for Microsoft Internet Explorer.

This website wants to install the following add-on: *

'uaclite3707.cab’ from 'Propalms’.
What's the risk?

Install

Do you want to install this software?

. g Mame: uaclite3707.cab

Publisher: Propalms

E]More options Install ] [ Don't Install ]

While files from the Internet can be useful, this file type can potentially harm
your computer. Only install software from publishers you trust. What's the risk?

Once installed, you will see the @emand VPN agent login screen. To enroll cliciCitificate Useicheck
box.

On the Action menu choodeénroliment.

T ~
( & hitps://vpndemo.propalms.com/?mode=BA -... ElilgT & htips://vpndemo.propalms.com/?mode=BA -... | e = |
Action Actio
Enrallment
@ propqlms VPN Change Password D
Ac Mada Easy a a
Upload Script
Delete Script
User 1D I About LI
Password I Password ]
¥ Enable Logon Scripts [V Certificate User |v Enable Logon Scripts
Applications | Activity | Endpoint Security | Applcations | Actiity | Endpoint Security |
MName | Status MName | Status
Login I Logout | Login I Logout |
S— A y,

In the Pass Phrase field, type tRassphraseyou received in the -enail (if you prefer copy and paste the
Passphrase from the-mail to this field)

In the Passwordfield, type a password for your Security Officer Accouft.the Confirm Passwat field,
retype the password for confirmatiorClick onSubmit to submit the enrollment information and click on
Abort to exit from this screen without saving the changes.
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Pass Phrase | Le0GELSCIBXUS06B

Password | ExxxEE

Confirm Password | e

I~ &llow me to export the certificate for makbility

Submit | Abort

ENROLL USING DESKTOENT

To download and install the VPN client, click on the livstall Propalms VPN client for desktopChoose the
installer for your OS type.

DOWNLOAD VPN CLIENT INSTALLERS

Select and download the appropriate installer for your operating system.

2 & A 0

Windows MAC 0S X Linux 0S Linux 0S8

{2000 and (Universal (RPM (DEB
above) Binary) installer) installer)
Readme Readme Readme Readme

Double click the desktop icon f@®ropalms VPN Clierand start the client.In the Server box type theame of
your VPN serveand chooseCertificate User On the Action menu choodenrollment.

| 3 Propalms VPN Clier [ \ Propalms VPN Clier

Action

Enrollment

@ propalms v Change Password

Enable/Dizable Service

Upload Script

WPMN Server wpndemo.propalms. cam FEa S

User D About ropalms.com CA

Pazsword PEEEward
[ certificate User Enable Logon Scripts Certificate User Enable Logon Scripts

Applications | Activity | Endpeint Security | Applications | Activity | Endpoint Security |

Name Status MName Status
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In the Pagshrase field, type thePassphraseyou received in the -enail (if you prefer copy and paste the
Passphrase from the-mail to this field)

In the Passwordield, type a password for your Security Officer Account
In the Confirm Passwordield, retype the password for confirmation.

Click onSubmit to submit the enrollment information and click ofibort to exit from this screen without
saving the changes.

T ——
% Enrollment lﬁ

Pass Phrase L80OGELSCIBXUS06B

Password [

Confirm Password | seeses|

Allow me to export the certificate for mobility

[ Submit l [ Abort ]

NB:you may see a security warning if you are you using the Internal CA and have not imported the Root
Certificate into the Trusted Root Certificate store on this machine. You can proceed and login without doing
this.

Once enrolled you need to login to VPNaitzess the VPN Administration Console.

ENROLL SECOND SETYRIFFICER AND ADMINRATORS

After the first Security Officer is successfully enrolled, he or she can registéeond Seurity Officer and any
Administrator accounts.

Once registered, the second Security Officer and the Administrators must enroll themselves, following the
stepsabove substituting the second Security Officer and Administrator data accordingly.

LOGGING INO VPN

As previously documented, there are mplé ways to login to Propalms VPN; Web PortakB@mand Agent
and Full Desktop client. Propalms VPN supports two types of Authentication Mechanisms to access services
over the network:

1 Basic Authentication This is a weaker authentication mechanism. 9deg on using User ID and
Password. The Low Security Users are authenticated with this mechanism.

1 Certificate Authentication This is a stronger authentication mechanism. Users log on with Certificate
and Password. Security officers and Administratoesadso authenticated with this mechanism.

To login as a Security Officer, chodzertificate Userthe security officer certificate associated with your VPN
server should automatically be shown in the certificate field.

Type thepasswordfor the Security @icer Account and cliclogin.
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The landing page presented to the user depends on the logon method chosen.

WEB PORTAL

Propalms VPN Portal is a browser based access mode. You can access the portal by either browsing to
http://vpn_gateway ip_addressbr http://<vpn_hostname>aAnd choose VPN Web Portal linklternatively
users can browse directly using https:// and the portal login will appear directly.

Company Name
l ' propalms

Welcome to Secure Remote Access Portal

Login into corporate VPN using selected authentication mechanisms.
Unauthorized access is prohibited. All access is logged on VPN Gateway.

Authentication Method | Certificate E”
Client Certificate: | VPN Security Officer 1 E” Enroll your S5 certificate!
Password | |

Sign In Q

Copyright € 2011, Propalms Ltd.

Once you are authenticated using the VPNB/¥Rortal you will be presented with the VPN Applications screen.

If you have logged in as a Security Officer or Administrator account you cak'hbkdministration Console
in order to continue setting up the VPN.

Company Name
l ' propalms

— S VPN Applications My Profile

Click on links below to open applications via VPN. =
U= hun VPN Security Officer 1
Welcome to VPN
WEB APPLICATION Mes=nge from
administrator
E i VPN Administration Console

Unauthorized accass is
prohibited. All access is
Iogged on VPN Gateway.

VPN Client Status

Full access mode is active.
You can access portal and
local client-server
applications.
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VPN Portal shows the followirigformation to the user:

1. List of applications user has access to.

NB: User may have access to more clisatver applications which are not displayed on portal
A logon message by administration on login page

A welcome message by administration on potsaiding page

Status of VPN client

Endpoint security result

Option to change password

o0k wd

ON-DEMAND VPN AGENT &3&KTOP CLIENT

Whether you are using the Ghemand VPN agent or Desktop client the user experience is the virtually the
same. You can access the -Demand VPN agent by browsing tdtp://vpn_gateway ip _address/or
http://<vpn_hostname>and choosd.aunch OrDemand VPN Agenink. If you are using the VPN client for
Desktop you can simply lagh the client from the desktop shortcut and login using your username and
password. Choosgertificate Useiif logging in as a Security Officer, Administrator or High Security User.

i ™
LOGIN INTO VPN W Propalms VPN Client M

Action

Login into VPN using configured authentication method to access published applications.
You may use the on-demand VPN agent or choose to download the VPN dient and launch from

your desktop, @ p ropa I m

@ VPN Web Portal
@ Launch OnDemand YPM Agent...
Pazzword

6 Install Propalms VPN Client for Desktop [ certificate User Enable Logon Scripts

| WPM Server vpndemo.propalms.com

User D

Applications | Activity | Endpoint Security |

MName Status

Once authenticated you are presented with thi®N Application Launar which shows any Web Applications
published to the userlf you have logged in as a Security Officer or Administrator account you can click
Administration link in order to continue setting up the VPN.
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i cepicaion X

Options

propal ms VPN Click on links below to launch applications via VPN,

Access Made Easy

‘Web Applications

?

_

‘ ‘Web Applications

ADMINISTRATION

[~ Do nat shaw this screen after login.

Hide Logout

MNOTICE: Authorized access only.
Unauthorized access prohibited.
Disconnect IMMEDIATELY if you are not
an authorized user.

© 2011, Propalms Ltd. All rights reserved.

With both of these logon methods you will also notice that a VPN icon is placed in the system tray providing
access to extra VPN Client options.

Login

Logout

VPN Application Launchpad
TSE Web Portal

Remediation Information

Show VPN Statistics
Hide VPN Statistics

SR EFEFE O .

26/10/2

CHANGE TO RUN STATE

In order to access the VPN as a ratmin user a Security officer or Administrator negd move the server
into RUNstate. This is performed in the Administration Console under VPN Status > VPN Server State. Simply
clickRun Stateto change the status.

propalms
@ VPN STATUS
Dash Board VPN Server State

tate Current Server State is : Configuration State

I Virtual D

esktop Run State
¥J) ACCESS MANAGEMENT Configuration State
J1§ ENDPOINT MANAGEMENT

Important: Please read the Propalms VPN Administ@@uide for more information on VPN Management
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ADD AUTHENTICATIORRYER

IADD DOMAIN AUTHENAMON SERVER

In the Administration menu on the left side of the VPN console, click to expaogssManagement and then
click Authentication Servers ClickAdd to specify a new Authentication ServeChooseAD/LDAPto add a
domain authentication server.

I ' propalms
@ VPN STATUS
P2 ACCESS MANAGEMENT

Manual Help Support

Create Authentication Server

Select server type
®
¥ Local Groups % sokon:
) RADIUS
2 Applications =
B 2 ProID

i 2 8.

Support

Manual Help

@9 VPN STATUS
¥J ACCESS MANAGEMENT Create AD/LDAP Authentication Server
& VPN Domain
({ﬂ Authentication Servers Server Name | ocl
& Local Users IP Address/Host Name | 10,10, 1.1
& Local Groups Port |389

12 2pplications
tj Application Groups
i, Access Controls

Admin Bind DN

Admin Password

|cr1 =admin,cn=users,dc=propalmsdemao, dt

Base DN |dc=propalmsdemo,dc=loml
m EL2FELITERLER 2T User Search Attribute |sam.ﬁ.ccour1tName
EJ RESOURCES User Group Search Attribute |member0f
¢} HOST CONFIGURATION Enable 551
JE) HOST MAINTENANCE
MONITORING AND REPORTING Submit Reset
[ HIGH AVAILABILITY
43 REMOTE MEETINGS
 — e

Type andentifier of the External AD/LDAP Authentication SeimeBerver Namdield.

Type the IP address, host name, or FQDN of the AD/LDAP server,Hoshé&lamefield.



The default LDAP port number is displayed inRoet field. Please note that you can change this port number
as needed.

Type the admin bind DN in thedmin Bind DNield e.g.cn=admin,cn=Wers,dc=propalmdemo,dcdocal
Type your password in thidmin Passwordield.

Type the base DN in tHgase DNield e.g.dc=propalmslemo,dc=local

User search attribute is given in thiser Search Attributdield, e.g.samAccountName.

User Group search attribute for the server is displayedser Group Search Attributéeld, e.g.MemberOf
NB: The User Group Search Attribute is used to obtain the User GroupgslddAP server.
ClickSubmitto save the configuration data d&tesetto clear all data from this screen.

AD/LDAP Configuration info updated successfully message will be displayed

SPECIFYING DOMAINTAENTICATION

An administrator can add and use more than oegternal authentication serverA maximum of five
Authentication ®rvers can be configured in cascading manner usingtiogity. This means, if user cannot be
found in highest priority server, the user is will searched in the lower priority sensos al

To configure the VPN Authentication priority, open theNVRlanagement Console and expardcess
Management SelectYPN Domairfrom the submenu.

ropalms
> ¥ ©C 0 0
Manual Help Support

@ VPN STATUS
¥J ACCESS MANAGEMENT VPN Domain

Domain Mame :  DefaultDomain

Authentication Servers

Server at Priority 1 | MNative E”
m ENDPOINT MANAGEMENT Authorization Servers
k) RESOURCES Autharization Server 1 | Same as Authentication Server E”

4ifp HOST CONFIGURATION

Simply use the drop down list in the Authentication Servers box to specify the priority order for authenticating
users to the VPN.

You can delete servers from the grity list by using théelete Serveoption.

NB: Deleting servers from this list does NOT remove the authentication servers from the system.
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ADDINGAN APPLICATION

Propalms VPN supports a wide range of mupdtit TCP/UDP applicationshe following sections will take you
through adding Propalms TSE/VDI as an application and providing user deoessore in depth information
2y FRRAY3 LI AOlIGA2ya aSS GKS ztb ' RYAYAAGN) G§2NDa Dd

ADDPROPALMSSE AS AN APPLICAY 1O

Propalms VPN sedessly integrates with Propalms TSE allowing secure access to TSE applications through the
VPN gateway. VPN can be used as a replacement for the Single Port Relay service that is built into TSE allowing
greater scalability, security and stability.

Once auser logs into the VPN, if there is a Propalms TSE LaunchPad application assigned to them then they are
authenticated to TSE using their VPN credentials and seamlessly delivered access to their authorized TSE
applications. How this is presented to thesuss dependent on the method of VPN access.

Go toAccess Management > Applicatioasd chooseAdd.

. EXAMPLE CONFIGURATIO

Create application rules for TSE following these examples.

Basic Options
Type Propalms TSE - Web
Application Name TSELaunchpad

Application Display Mame™ |T‘SE WEB|

Description |

Server Address® |ise1.prupalms.lucal

Port™ [a0

Protocol | TCP lz”

Web URL* |htm:;’,ﬂsel.propalms.localﬂaunﬁpad |
Hidden Application ]

Hide Access Pop-up [}

Basic Options

Type Propalms TSE - Application Server
Application Mame TSEAPP

Application Display Mame™ |T‘SE APP |

Description | |

Server Address® tse2.propalms. local|

Port® [3389 |
Protocol | TCP IZ”

Hidden Application [}

Hide Access Pop-up [}

You need to create a TSE Application Server rule for each TSEmprole installed. If TSE Printing is used
then a TSE Print rule is required for each app server also. HyperPrint does not need this rule for it to work.
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Basic Options

Type Propalms TSE - Print

Application Mame TSEPrint

Application Display Mame™ | TSE Print |
Description | |
Server Address™ |mez.propalms.local |
Port® [2880 |
Protocol [Tce =]

Hidden Application [}

Hide Access Pop-up

ADD PROPALMS VDIAN$ APPLICATION

Propalms VPN seamlessly integrates with Propalms VDliadja&cure access to VDI hosted desktops through
the VPN gateway.

Go toAccess Management > Applicatioasd chooseAdd.

EXAMPLE CONFIGURAYIO

Create an application rule for VDI following this example.

Basic Options
Type Propalms VDI
Application Mame vdi

Application Display Mame™ |vdid:|

|
Description | |
Server Address® |\rdid3.propalms.|ocal |
Port™ [s0 |
Protocol [Tce =]
Hidden Application [}
Hide Access Pop-up [}

To ensure a seamless logon experience for the,usake sure you configure the Single Sagnsetting
correctly.

You can optionally specify display and local resource options or leave it to user discretion.
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User Options
Enable Single Sign-On
Use VPN Credentials

Domain | propalms. local

User can Reboot VM?
Display Options

Let user choose [

Resolution | Full Screen IZ”

Colors | True Color(24 bit) lz”

Performance | High IZ”

Local Resources
Let user choose [
Printers |:|
Drives |:|
Ports |:|
Smart Card [
Plug-nPlay [

Program Name

Let user choose [}

Program path and file ‘ |
name

Startin following folder ‘ |

ADD APPLICATIONS Al APPLICATION GROUP

Go toAccess Management > Application Grougsd chaseAdd.

Give the Application Group a name and clB®{ect Applicationsin the above example we are addinglr 8E
Application Group calleSE_ACCESS

Select the relevant Applications to be included in the Grand ald them to theSelectedApplicationslist.
Replace TSE with VDI for providing access to VDI desktops.

NB: The High Security Level is for certificate based authentication users.
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