What's New in Propalms VPN 3.77?

on with PropalmgDI
New Propalms OS 3 (CentOS Distribution).
64-bit Hardware Support.
VPN Portat Kiosk Mode....
Device Authentication
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File Share Support for Windows. 7.

Secure LDAP Server Suppart

Internet Explorer 9.0 Support.
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NEW APPLICATION LACONER IN VPN @G&GNT

FEATURE DETAILS

The Application launcher of VPN Client is improved to add more applications with a better user interface. After
login, the Application Launcher is shown to the user with the list of applications the user has access to.
Following applictions are shown to the user:

Propalms TSE applications

Virtual desktops from Propalms VDI
Web applications

Remote Desktop Connections
Remote Meeting
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Options

@ propal ms VeN Click on links below to launch applications via VPN,
. Access Made Easy

TSE Applications
@ TSE Applications

I virtual Desktops ’E ‘E! |OTC|] m D

Microsoft Access Microsoft Excel Microsoft Outlook Microsoft Word Solar Accounts
ﬂ Web Applications 2010 2010 2010 2010

':I.'l Remote Desktops
Ir:ll Remote Meeting i ]

Windows Desktop

[ Do nat shaw this screen after lagin.

[ Hide ] [ Logout

MNOTICE: Authorized access only.
Unauthorized access prohibited.
Disconnect IMMEDIATELY if you are not
an authorized user,
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ONLINE LICENSE SERVE

FEATURE DETAILS

A new online license activation service is added in this reléd@e.license acquisition is a real time, secure
automated system.

With the VPN software image/virtual appliance, the customer will get a Serial Key which will be used to

retrieve the actual license. Before the administrator can use the Serial Key toget lecense, the

administrator must register himself/herself and the organization with Propalms License Server. After
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Propalms License Server.
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licenses from VPN version 3.7 onwards.

License Status

License Feature Details Status Expiration Date
Concurrent Users Production 25 Users License Never expires.
Endpoint Security - License not available -

Cluster = License not available
Silver Support - License not available
Gold Support - License not available
Get New License Update Profile

TIGHT INTEGRATIONWI PROPALMS VDI

FEATURE DETAILS

In this release, if a user is provisioned a virtual dgsktom Propalms VDhe/shecan see the virtual desktop
directly on VPN Portal and the new application launcher scrébere is no need for any additional VDI client
O2y TAIdzNI G A2y 2 vl fdatkirEs adzir®NEd Qy tie ¥YBPNROEl ahd¥tRN Client.

VPNAdministrator must configure an application rule for Propalms VDI acdemsingle sign-on to work the
credentials for VPN must be same as credentials for Propdibh$oreach user. This can be achieved if VPN is
configured to use theame domain conbller for authentication as VDI

Administrators can see which virtual machine is assigned to the user on the VPN management console. There
isa new screen added under VPN Statastion on VPN Management console.

Options

: propal ms Click on links below to launch applications via VPN.
Access Made Easy

Virtual Desktops
@ TSE Applications

u Virtual Desktops | I

win7-001
0 ‘Web Applications

't.- Remote Desktops

If:_.l Remote Meeting

[ Do nat shaw this screen after lagin.

[ Hide ] [ Logout

MNOTICE: Authorized access only.
Unauthorized access prohibited.
Disconnect IMMEDIATELY if you are not
an authorized user,
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Manual Help Support

@ VPN STATUS
Virtual Desktop

List of Vdi Sessions

# Application Name User Name IpAddress portumber
¥4 ACCESS MANAGEMENT O PROVDI_demo2_8378 demo2 10.10.1.40 3389
J1§ ENDPOINT MANAGEMENT I checkall
) RESOURCES Delete

¢ HOST CONFIGURATION

NEW PROPALMS OS ETOS DISTRIBUTION)

FEATURE DETAILS

The new VPN runs on CentOS based Linux distribution. Certt@3nost commonly used free distribution
derived from RHEL distributions. The new 3.7 VPN ISO contains the new hardened OS with an improved

graphical installe

Welcome to Proplams OS 3 !

.
*  Thank you for installing Propalms 05 3.

Propalms OS is a security hardened, enterprise-class Linux Distribution
% derived from CentOS.

64-BIT HARDWARE SUPPORT

FEATURE DETAILS

The new VPN ISO based on CentOS is available for both 32bit as well as 64bit hardware platforms. There are
two different ISOsvailableandthe customer must install the correct ISO on ithgpecific hardwareThe ISO

for 32bit hardware can be installed on 64bit hardware though. With support for 64bit platform a large amount
of RAM and CPU power can be made available to VPN gateway for scalable deployments.
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VPN PORTA¢ KIOSK MODE

FEATURE DETAILS

Kiosk modéas a new mode on the VPN portal such that users can access applications without requiring
installation of the VPN client which requires user to have admin rights for first time.

Kioskmode supports following type of applications published over VPN Portal

Remote Desktop Connections

File Transfer Protocol Applications
VNC Applications

File share Application

SSHTrelnet Application

Propalms VDTSE

Citrix Web (including Citrix ICA)
Remote Meeting

MyDesktop
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In current release, after login into VPN, the Portal detects the bfgpplications user has access to. If user

has access to applications supported by Kiosk Mode, then the portal starts working in Kiosk mode. In case user
has access to any other application out of those mentioned above, the portal works in full acalsd mibat

case full VPN client will be downloaded and installed if the latest compatible VPN client is not installed already.

DEVICE AUTHENTICANIO

FEATURE DETAILS

Device Authentication is a newly integrated two factor authentication feature in Propalms VPN. Device
authentication requires user to register their device with Propalms VPN Gateway. Each user receives an
activation code in their email that they can userégister their device. Propalms VPN integrates with

EZMCOM authentication server which stores a unique identification of the user device. User must also create a
device PIN which user must remember and use again during login process.

During login processiser needs to enter their domain username, domain password and device PIN.

If the device PIN matches with the device PIN created during device registration, the VPN Portal generates a
unigue onetime-password using the user registration information. Twenain username, password and the
one-time-password is then sent to Propalms VPN gateway which verifies the details with EZMCOM server. If all
the details are correct, user can login.
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Arcess Made Easy

— — Welcome to Propalms VPN login

Unauthorized access is prohibited. All access is logged on Propalms VPN Gateway.

Authentication Method | Device Authentication |Z||
Register the Device!
Username:
Password | |
Device Pin |

Sign In e

Register device.

Activation Code: 98384028486081

Device Pin: ey

Confirm device Pin:  sessss|

Submit  Cancel

Welcome to Propalms VPN login

Unauthorized access is prohibited. All access is logged on Propalms VPN Gateway.

Authentication Method | Device Authentication E”
Username: | harry | Register the Device!
Password |aaaaaaaaa.. |

Device Pin |oooaoa| |

Sign In e

SSO FOR CITRIX XERAP

FEATURE DETAILS

If there is a Citrix XenAmpplication published, on user login, Single Kigns enabled for Citrix web portal.
User need not authentication to Citrix XenApp portal after login into VPN.
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VIRTUAL IP ADDRESSRFFTP APPLICATION

FEATURE DETAILS

In last releaseFTP application edd not work on Internet explorer 8 when Virtual IP address is enabled for this
application. To make FTP application work, we needed to disable the virtual IP address. This release fixes this
by implementing an application layer gateway for FTP applicatiBmP application can now be accessed with
Virtual IP address feature turned on.

IMPROVED USER INTBERIE

FEATURE DETAILS

The web user interface has been improved across all modules
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