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PROPALMSOS

Propalms OS is a Linux 2.6 kernel based hardened platform which hosts the required services for running
Propalms VPN. Propalms OS is a customized Fedora 9 distrissutié® maintained by Propalms
Support Team.

When installed, Propalms OS has a small menu driven interface to manage host configuration like
network settings modifications or reinstallation of firmware.

Propalms OS comes on an integrated installer CD ambtoUSB drive. The integrated installer is a
single click OS installer which also installs the VPN software.

NB:Installing the Propalms Q#ll erase all existing data byour system without asking about details of
partition.

Steps for Installation of Propalms OS
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2. Insert Propalms VPN OS installer CD / USB

3. The installer screen will appear. If you are installing through usb, type usb

4, Installation procedure starts. Next few steps will ask#ttOS language and keyboard layout
5. Installation will start automatically and will take up to-18 minutes to complete.

6. After completion of Installation, remove CD and restart the machine



Configuration of Propalms OS

After completion ofsuccessfulnistallation and restart you will get a blue setup screen with following
options=

Propalms UPN 3.4.83

Hostname: propalmsuvpn

IP Address Information
ethd [STATIC] 192.168.1.188
ethl [DHCPF1 18.18.1.38

Please choose one of options below

hange Hostname

Change IP Address

Modify Hosts File

Modify DNS Configuration
Restart Appliance
Shutdown Appliance
Reinstall Firmware

Go to shell

-0 W N

<Cancel>

1. Change Hostname Set Propalms VPN Server hostname

2. Change IP Address Change Iddress and net mask of your VPN Server.

This will show available Ethernet cards in the system. We set default IP address 192.168.1.100. For
changing this select the menu Item (UdBand DOWNarrow keys) and predsnter.

| Select A Device |

ethB (ethB) - Advanced Micro Devices [AMD] ?79c978 [PCnet32 LANCE]
<New Device>

{Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen



Enter new static IP, network mask address and gateway of the network.

Navigate using arrow keys, seledK and pressEnter. This will redirect you to previous menu
(Network device). Selequit button andEnter. VPN network service will restart.

Network Configuration

Name
Device
Use DHCP
Static IP
Netmask

{Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen

3. Modify Hosts File - Modify VPN Server local hoseffbor name resolution in case a DNS
server is not available

This menu will be useful sometimes for accessing VPN application through application name.
For maodifying VPN device host file entry, select optidiadlify host file and presEnter.

Navigate using arrow keys then sel&@sthen OK

Current Hosts File is:

127.8.8.1 localhost.localdomain localhost
192.168.9.2081




Make sure you enter the hosts
conf iguration in following format.

IPAddress Hostname.Domainnae Hostname

Edit host file and pres®K

You are modifying setc/hosts file. ¢

Tdomain localhost

< 0K > <Cancel>

A confirmation window appears

Hosts file is modified.




4. Modify DNS Configuration- Select the DNS Servers your Propalms VPN will use

Select Menu itenand pres€nter
SelectYesbutton and pres€nter. Information about DNS entry details will appear

Current DNS setting configuration is:

Do you wish to modify the DNS configuration?
<No >

ClickOKto edit

Make sure you put the DNS server IP
address in following format

Nameserver <IPADDRESS>




5.

6.

~

0.

Add your DNS Server details and olidk

Hlease enter the nameservers IP address in following format.

nameserver 4.4.4.2

< 0K > <Cancel>

A confirmation screen will appear

Restart Appliance
Shutdown Appliance

Reinstall Firmware

Go to Shell

DNS configuration is modified.

Choose this option to restart yotropalms VPIdppliance
Choose this option to shutdown thieropalms VPN

Allows to reinstall the VPN software on the appliance

Go to Linux shell for advancedrmainistration



VPN STATES

The VPN service has three states:

1. Boot strap
2. Configuration
3. Run

Boot strap State

On a freshly installed VPN installation, the VPN service is indiaqt state. During this stage, admin
configures the system settings, including network, license and certificate settings.

During this stage first security office account is created.

Configuration State

In this state, the VPN service is in configuration mode. VPN service will not accept connection from any
user other than Security Officers and Administrators.

Once bootstrap state is complete, the VPN service automatically moves to @atiig state.

Administrators can bring the VPN service from run state to configuration state from administrator
console for doing system wide changes.

Run State

In this state, the VPN service is fully functional. No critical system wide changes canfidomed on
VPN system during run state.

VPN service does not move automatically from configuration state to run state after a fresh
configuration. For VPN service to go from Configuration state to Run state, you should go to Server
Configuration>Servestate and switch to Run State.
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NEWVPN INSTALLATION

After a fresh installation of VPN OS and VPN service, the VPN service is running in boot strap mode.
Follow these steps to complete bootstrap stage.

1. Launch the web browser and go to URlp://vpn_gateway ip_address/

2. / t AO1 Adninistrato ] diy RSNJ 480G A2y al yI38YSyid O2ysazt$

3. hy (KS ySEiclitkheiedS D2 A Fpot @k tdsdNBetwork settings and license
settings.
a. This willopen the SYSTEM CONFIGURATION screen.

4.

11

[ Network Configuration - Microsoft Internet Explorer

File Edt View Favorites Tools Help

eaack > \_J |ﬂ @ »b /D Search *Favorizes @ C/J)v ; ] -~ L"Jl A_:‘a 'Eﬁ 3

\ddress

‘:@] http:{{demo. propalmsvpn.com/fes-binfpreboot. cgi

@ propalms VPN

Access Made Easy

VPN Management Console

Propalms ¥PN: System Configuration

Host Configuration

Host name derno.propalmsvpn.com
Default Gateway NONE
Interface Configuration
Interface Name IP Address Subnet Mask Gateway
etho 192.168.9.201 255.255.254.0 INONE
Date and Time setting
[Day [t ¥ vear ]
Time [Hour [ Minute
Time Zone Select TimeZone ~
Server License
Leerse ey " —" —

Company Name

|

In the Host Configuration section, enter the following information to configure the host settings.

a.

b.
c.
d

Type theserver namen the Host Name field.

Type thedefault gatewayin the Default Gateway field.

Type theprimary DNS addresm the Primary DNS field.
Type thesecondary DNS address the Secondary DNS field.


http://vpn_gateway_ip_address/

5. Inthe Interface Configuration section, enter the following information to configure the interface

settings.

a. The interface name will be displayed by defanlthe Interface Name field, based on the
number of network cards in the system. For example, if there is only one network card in the
adaidsSyzr GKS AYyGSNFFOS yIYS gAatf 0SS RAALII &SR
interface name willbe digpl @ SR & aSiKmMé |yR a2 2y o

b. Type thelP addressn the IP Address field.

c. Type thesubnet maskin the Subnet Mask field

d. Type thegatewayin the Gateway field

NB: If the IP address and gateway is set at the time of installation of Linux in the bg&teenthe VPN
installation, these values will be displayed in the Host name, Default Gateway, Primary DNS, Secondary
DNS, IP Address, Subnet Mask and Gateway fields by default. You can edit the values if required.

6. Inthe Date and Time setting secti@nter the following information to configure the date and time

settings.

a. To set the date, click on the drafown arrows and select thBate, Month, and Yeafrom the
list, corresponding to the Date field.

b. To set the time, click on the dregown arrows andelect theHours and Minutedrom the list,
corresponding to the Time field.

c. Click on the drolown arrow corresponding to the Time Zone field and select the applicable
time zonefrom the list.

7. Inthe Server License section, enter the following informafar license verification.
a. Type thePropalms VPN license kdyeceived with the server box) in the License Key field.
b. Type yourrompany namen the Company Name field.

8. ClickSubmitto save the configuration details or click reset to clear the fields

9. Onclicking the Submit button, the following confirmation screen appears, displaying the entered
values
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A Network Configuration - Microsoft Internet Explorer.

File Edt View Favorites Tools Help
Z A L - [ Z @
QBack > \ﬂ \;1 0|/ Search <t Favorites 6_‘7 - &8 ﬁj % /| a v ﬁ .;“

Address Q http}:Hdemu.p(qpqlmsvpn.con?If?s;l?lnfprpbopt,;gl

System Configuration

Host Configuration

Host name demo.propalmsvpn.com
Default Gateway 192.168.9.201

Primary DNS 4.44.2

Secondary DNS NONE

Interface Configuration

Interface Name IP Address Subnet Mask Gateway
etho 192.168.9.201 255.255.254.0 192,168.9.201
Server License
License issued to company propalms
Nurnber of valid concurrent users 10

Commit Cancel

10. ClickCommitto save the details or click Cancel to change the System Configuration values.

BOOTSTRAP STATE

On completion of System ConfiguratiofN moves into Bootstrap State, and is ready for atone
registration process. In Bootstrap State, first Security Officer Registration, SMTP Server configuration,
Database User configuration, and several others tasks are completed, including:

Registeffirst Security Officer

Create Root Certificate Authority (CA) Certificate

Register SSL Certificate for VPN

Create Signer Certificate

Create Verifier Certificate

Create VPN database and database tables

Register VPN Ports and Apache Ports (port 80/4@31, and 4002)

Create Configuration files

Enter Configuration State (this change occurs automatically after the Bootstrap process is
complete)

= =4 =4 4 -4 4 -8 -8 4

The tasks such as creating CA certificate, Signer Certificate, Verifier Certificate, and many others take
placeinternally when you register the necessary details with VPN during server Bootstrap.

After the details have been saved, a redirection screen will appear which redirects you to the Enterprise
Server screen.
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Propalms Administration Page - Microsoft Internet Explorer

fle  Edit ‘iew Favorites Tools Help
@Back - \) iﬂ @ i’h psaarch *Favorites @ S' :; ] - :J ﬁ 8 ﬂ

ddres ; | . -bir .cqi
lress ’5] http:ffdemo.propalmsvpn. comjfes-binfbootstrap.cai

@ propalms VPN

Access Made Easy

VPN Management Console
Enterprise Server
Server Version: 3.4
CA Mode
() Propalms Internal CA with external CA Certificate

() External CA
® Default Propalms Internal CA

In the CA Mode section, the Default Inteh@A field is chosen by default. This enables the VPN internal
Certificate Authority and the VPN server becomes the Certificate Authority.

Click theSubmitbutton to save the changes made and click Reset to cancel the changes made to the
page.

On clickinghe Submit button, the Bootstrap page appears as shown below.
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ClickSubmitto register the data, or click Reset to clear all data from this screen.

After clicking the Submit button, the following screen confirming the registration will appear.

First Security Officer sol registered successfully

NB: If the message given in the above screen does not appear, please check your Bootstrap registration
data carefully.

+tb {SNISNI SYIAfA w220 / SNUAFAOIGS 60O GeaNI ®OSND
address.

Important: The first Security Officer must download the Root Certificate and import it to the browser in
the list of Trusted Root Certification Authorities.
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