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PROPALMS OS 
 

Propalms OS is a Linux 2.6 kernel based hardened platform which hosts the required services for running 

Propalms VPN.  Propalms OS is a customized Fedora 9 distribution and is maintained by Propalms 

Support Team. 

When installed, Propalms OS has a small menu driven interface to manage host configuration like 

network settings modifications or reinstallation of firmware. 

Propalms OS comes on an integrated installer CD or bootable USB drive. The integrated installer is a 

single click OS installer which also installs the VPN software. 

NB: Installing the Propalms OS will erase all existing data off your system without asking about details of 

partition. 

 

Steps for Installation of  Propalms OS 
 

1. aŀƪŜ ȅƻǳǊ ǎȅǎǘŜƳΩǎ ŦƛǊǎǘ ōƻƻǘŀōƭŜ ŘŜǾƛŎŜ ¦{. ƻǊ /5  

2. Insert Propalms VPN OS installer CD / USB 

3. The installer screen will appear. If you are installing through usb, type usb  

4. Installation procedure starts. Next few steps will ask about OS language and keyboard layout 

5. Installation will start automatically and will take up to 10-15 minutes to complete. 

6. After completion of Installation, remove CD and restart the machine 
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Configuration of Propalms OS  
 

After completion of successful installation and restart you will get a blue setup screen with following 

options:- 

 

 

1. Change Hostname - Set Propalms VPN Server hostname 

Important: Propalms VPN resolves requests only through hostname. VPN hostname should set before 

starting VPN configuration. If you are changing hostname after configuration of VPN box, this will 

affect your whole VPN set up and need to re-configure existing VPN setup. 

 

2. Change IP Address - Change IP Address and net mask of your VPN Server. 

This will show available Ethernet cards in the system. We set default IP address 192.168.1.100. For 

changing this select the menu Item (use UP and DOWN arrow keys) and press Enter. 
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Enter new static IP, network mask address and gateway of the network. 

NB: Keeping VPN device with static IP is always a good practice  

 

Navigate using arrow keys, select OK and press Enter. This will redirect you to previous menu 

(Network device). Select quit button and Enter. VPN network service will restart. 

 

 
 

 

3. Modify Hosts File - Modify VPN Server local host file for name resolution in case a DNS  

server is not available 

 

This menu will be useful sometimes for accessing VPN application through application name. 

For modifying VPN device host file entry, select option 3 Modify host file and press Enter. 

 

Navigate using arrow keys then select Yes then OK 
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Edit host file and press OK.   

 

 
 

A confirmation window appears 
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4. Modify DNS Configuration - Select the DNS Servers your Propalms VPN will use 

 

Select Menu item and press Enter 

Select Yes button and press Enter. Information about DNS entry details will appear 

 

 
 

Click OK to edit 
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Add your DNS Server details and click OK 

 

 
 

A confirmation screen will appear 

 

 
 

5. Restart Appliance  - Choose this option to restart your Propalms VPN appliance 

 

6. Shutdown Appliance - Choose this option to shutdown the Propalms VPN 

 

7. Re-install Firmware  - Allows to reinstall the VPN software on the appliance 

 

 

0. Go to Shell   - Go to Linux shell for advanced administration 
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VPN STATES 
 

The VPN service has three states:- 

1. Boot strap 

2. Configuration 

3. Run 

 

Boot strap State  
 

On a freshly installed VPN installation, the VPN service is in boot-strap state. During this stage, admin 

configures the system settings, including network, license and certificate settings.  

During this stage first security office account is created. 

 

Configuration State  
 

In this state, the VPN service is in configuration mode. VPN service will not accept connection from any 

user other than Security Officers and Administrators. 

Once bootstrap state is complete, the VPN service automatically moves to Configuration state. 

Administrators can bring the VPN service from run state to configuration state from administrator 

console for doing system wide changes. 

 

Run State 
 

In this state, the VPN service is fully functional. No critical system wide changes can be performed on 

VPN system during run state.  

VPN service does not move automatically from configuration state to run state after a fresh 

configuration.  For VPN service to go from Configuration state to Run state, you should go to Server 

Configuration>Server State and switch to Run State. 
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NEW VPN INSTALLATION 
 

After a fresh installation of VPN OS and VPN service, the VPN service is running in boot strap mode. 

Follow these steps to complete bootstrap stage. 

 

1. Launch the web browser and go to URL http://vpn_gateway_ip_address/ 

 

2. /ƭƛŎƪ ƻƴ ƭƛƴƪ άAdministratorέ ǳƴŘŜǊ ǎŜŎǘƛƻƴ aŀƴŀƎŜƳŜƴǘ ŎƻƴǎƻƭŜ 

 

3. hƴ ǘƘŜ ƴŜȄǘ ǇŀƎŜ ŎƭƛŎƪ ƻƴ άclick hereέ ǘƻ Ǝƻ ǘƻ ǇǊŜ-boot page to do network settings and license 

settings. 

a. This will open the SYSTEM CONFIGURATION screen. 

 

 

 

 

4. In the Host Configuration section, enter the following information to configure the host settings. 

a. Type the server name in the Host Name field. 

b. Type the default gateway in the Default Gateway field. 

c. Type the primary DNS address in the Primary DNS field. 

d. Type the secondary DNS address in the Secondary DNS field. 

http://vpn_gateway_ip_address/
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5. In the Interface Configuration section, enter the following information to configure the interface 

settings. 

a. The interface name will be displayed by default in the Interface Name field, based on the 

number of network cards in the system. For example, if there is only one network card in the 

ǎȅǎǘŜƳΣ ǘƘŜ ƛƴǘŜǊŦŀŎŜ ƴŀƳŜ ǿƛƭƭ ōŜ ŘƛǎǇƭŀȅŜŘ ŀǎ άŜǘƘлέΣ ƛŦ ǘƘŜǊŜ ŀǊŜ ǘǿƻ ƴŜǘǿƻǊƪ ŎŀǊŘǎΣ ǘƘŜ 

interface name will be dispƭŀȅŜŘ ŀǎ άŜǘƘмέ ŀƴŘ ǎƻ ƻƴΦ 

b. Type the IP address in the IP Address field. 

c. Type the subnet mask in the Subnet Mask field. 

d. Type the gateway in the Gateway field. 

NB:  If the IP address and gateway is set at the time of installation of Linux in the system before the VPN 

installation, these values will be displayed in the Host name, Default Gateway, Primary DNS, Secondary 

DNS, IP Address, Subnet Mask and Gateway fields by default. You can edit the values if required. 

 

6. In the Date and Time setting section, enter the following information to configure the date and time 

settings. 

a. To set the date, click on the drop-down arrows and select the Date, Month, and Year from the 

list, corresponding to the Date field. 

b. To set the time, click on the drop-down arrows and select the Hours and Minutes from the list, 

corresponding to the Time field. 

c. Click on the drop-down arrow corresponding to the Time Zone field and select the applicable 

time zone from the list. 

 

7. In the Server License section, enter the following information for license verification. 

a. Type the Propalms VPN license key (received with the server box) in the License Key field. 

b. Type your company name in the Company Name field. 

 

8. Click Submit to save the configuration details or click reset to clear the fields. 

 

9. On clicking the Submit button, the following confirmation screen appears, displaying the entered 

values. 
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10. Click Commit to save the details or click Cancel to change the System Configuration values. 

 

 

BOOTSTRAP STATE 
 

On completion of System Configuration, VPN moves into Bootstrap State, and is ready for a one-time 

registration process. In Bootstrap State, first Security Officer Registration, SMTP Server configuration, 

Database User configuration, and several others tasks are completed, including: 

¶ Register first Security Officer  

¶ Create Root Certificate Authority (CA) Certificate  

¶ Register SSL Certificate for VPN 

¶ Create Signer Certificate  

¶ Create Verifier Certificate  

¶ Create VPN database and database tables  

¶ Register VPN Ports and Apache Ports (port 80/443, 4001, and 4002) 

¶ Create Configuration files  

¶ Enter Configuration State (this change occurs automatically after the Bootstrap process is 

complete) 

The tasks such as creating CA certificate, Signer Certificate, Verifier Certificate, and many others take 

place internally when you register the necessary details with VPN during server Bootstrap. 

After the details have been saved, a redirection screen will appear which redirects you to the Enterprise 

Server screen. 
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In the CA Mode section, the Default Internal CA field is chosen by default. This enables the VPN internal 

Certificate Authority and the VPN server becomes the Certificate Authority. 

Click the Submit button to save the changes made and click Reset to cancel the changes made to the 

page. 

On clicking the Submit button, the Bootstrap page appears as shown below. 
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Click Submit to register the data, or click Reset to clear all data from this screen. 

After clicking the Submit button, the following screen confirming the registration will appear. 

 

 

NB: If the message given in the above screen does not appear, please check your Bootstrap registration 

data carefully. 

±tb {ŜǊǾŜǊ ŜƳŀƛƭǎ wƻƻǘ /ŜǊǘƛŦƛŎŀǘŜ όŎŀŎŜǊǘΦŎŜǊύ ŀƴŘ ŀ tŀǎǎǇƘǊŀǎŜ ǘƻ ǘƘŜ ŦƛǊǎǘ {ŜŎǳǊƛǘȅ hŦŦƛŎŜǊΩǎ Ŝ-mail 

address. 

Important: The first Security Officer must download the Root Certificate and import it to the browser in 

the list of Trusted Root Certification Authorities. 

 
















