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PROPALMS 0OS

Propalms OS is a Linux 2.6 kernel based hardened platform which hosts the required services for running
Propalms VPN. Propalms OS is a customized Fedora 9 distribution and is maintained by Propalms
Support Team.

When installed, Propalms OS has a small menu driven interface to manage host configuration like
network settings modifications or reinstallation of firmware.

Propalms OS comes on an integrated installer CD or bootable USB drive. The integrated installer is a
single click OS installer which also installs the VPN software.

NB: Installing the Propalms OS will erase all existing data off your system without asking about details of
partition.

Steps for Installation of Propalms OS

1. Make your system’s first bootable device USB or CD

2. Insert Propalms VPN OS installer CD / USB

3. The installer screen will appear. If you are installing through usb, type usb

4, Installation procedure starts. Next few steps will ask about OS language and keyboard layout
5. Installation will start automatically and will take up to 10-15 minutes to complete.

6. After completion of Installation, remove CD and restart the machine



Configuration of Propalms OS

After completion of successful installation and restart you will get a blue setup screen with following
options:-

Propalms UPN 3.4.83

Hostname: propalmsuvpn

IP Address Information
ethd [STATIC] 192.168.1.188
ethl [DHCPF1 18.18.1.38

Please choose one of options below

| IChange Hostname
Z

Change IP Address

Modify Hosts File

Modify DNS Configuration
Restart Appliance
Shutdown Appliance
Reinstall Firmware

Go to shell

<Cancel>

1. Change Hostname - Set Propalms VPN Server hostname

2. Change IP Address - Change IP Address and net mask of your VPN Server.

This will show available Ethernet cards in the system. We set default IP address 192.168.1.100. For
changing this select the menu Item (use UP and DOWN arrow keys) and press Enter.

| Select A Device |

ethB (ethB) - Advanced Micro Devices [AMD] ?79c978 [PCnet32 LANCE]
<New Device>

{Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen



Enter new static IP, network mask address and gateway of the network.

Navigate using arrow keys, select OK and press Enter. This will redirect you to previous menu
(Network device). Select quit button and Enter. VPN network service will restart.

Network Configuration

Name
Device
Use DHCP
Static IP
Netmask

{Tab>/<Alt-Tab> between elements i <Space> selects i <F12> next screen

Modify Hosts File - Modify VPN Server local host file for name resolution in case a DNS
server is not available

This menu will be useful sometimes for accessing VPN application through application name.
For modifying VPN device host file entry, select option 3 Modify host file and press Enter.

Navigate using arrow keys then select Yes then OK

Current Hosts File is:

127.8.8.1 localhost.localdomain localhost
192.168.9.2081




Make sure you enter the hosts
conf iguration in following format.

IPAddress Hostname.Domainnae Hostname

Edit host file and press OK.

You are modifying setc/hosts file. ¢

localdomain localhost

< 0K > <Cancel>

A confirmation window appears

Hosts file is modified.




4. Modify DNS Configuration - Select the DNS Servers your Propalms VPN will use

Select Menu item and press Enter
Select Yes button and press Enter. Information about DNS entry details will appear

Current DNS setting configuration is:

Do you wish to modify the DNS configuration?
<No >

Click OK to edit

Make sure you put the DNS server IP
address in following format

Nameserver <IPADDRESS>




ol

6.

0.

Add your DNS Server details and click OK

Hlease enter the nameservers IP address in following format.

nameserver 4.4.4.2

< 0K > <Cancel>

A confirmation screen will appear

Restart Appliance

Shutdown Appliance

Re-install Firmware

Go to Shell

DNS configuration is modified.

Choose this option to restart your Propalms VPN appliance

Choose this option to shutdown the Propalms VPN

Allows to reinstall the VPN software on the appliance

Go to Linux shell for advanced administration



VPN STATES

The VPN service has three states:-

1. Boot strap
2. Configuration
3. Run

Boot strap State

On a freshly installed VPN installation, the VPN service is in boot-strap state. During this stage, admin
configures the system settings, including network, license and certificate settings.

During this stage first security office account is created.

Configuration State

In this state, the VPN service is in configuration mode. VPN service will not accept connection from any
user other than Security Officers and Administrators.

Once bootstrap state is complete, the VPN service automatically moves to Configuration state.

Administrators can bring the VPN service from run state to configuration state from administrator
console for doing system wide changes.

Run State

In this state, the VPN service is fully functional. No critical system wide changes can be performed on
VPN system during run state.

VPN service does not move automatically from configuration state to run state after a fresh
configuration. For VPN service to go from Configuration state to Run state, you should go to Server
Configuration>Server State and switch to Run State.
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NEW VPN INSTALLATION

After a fresh installation of VPN OS and VPN service, the VPN service is running in boot strap mode.
Follow these steps to complete bootstrap stage.

11

Launch the web browser and go to URL http://vpn gateway ip address/

Click on link “Administrator” under section Management console

On the next page click on “click here” to go to pre-boot page to do network settings and license
settings.

a.

This will open the SYSTEM CONFIGURATION screen.

[ Network Configuration - Microsoft Internet Explorer

File Edt View Favorites Tools Help

eaack - ‘\J @ @ ih pSeavch *Favorizes 8 ‘\ng ‘; ﬂ] - \\_)Jl l% 'lﬁ ﬁ

wddress | ] http:/{demo. propalmsvpn.comffes-binjpreboot.cgi

@ propalms VPN

Access Made Easy

VPN Management Console

Propalms ¥PN: System Configuration

Host Configuration
Host name

Default Gateway
Primary DNS
Secondary DNS

Interface Configuration
Interface Name
ethd

Date and Time setting
Date
Time

Time Zone

Server License

License Key

Company Name

demo.propalmsvpn.com
ONE

IP Address

192.168.9.201

Day ¥ vear ¥]
Hour v
Select TimeZone v

255.255.254.0

=
1

H

|

Gateway

In the Host Configuration section, enter the following information to configure the host settings.

a.

b
c.
d

Type the server name in the Host Name field.

Type the default gateway in the Default Gateway field.

Type the primary DNS address in the Primary DNS field.
Type the secondary DNS address in the Secondary DNS field.


http://vpn_gateway_ip_address/

5. Inthe Interface Configuration section, enter the following information to configure the interface
settings.

a. The interface name will be displayed by default in the Interface Name field, based on the
number of network cards in the system. For example, if there is only one network card in the
system, the interface name will be displayed as “ethQ”, if there are two network cards, the
interface name will be displayed as “eth1” and so on.

b. Type the IP address in the IP Address field.

c. Type the subnet mask in the Subnet Mask field.

Type the gateway in the Gateway field.

NB: If the IP address and gateway is set at the time of installation of Linux in the system before the VPN
installation, these values will be displayed in the Host name, Default Gateway, Primary DNS, Secondary
DNS, IP Address, Subnet Mask and Gateway fields by default. You can edit the values if required.

6. Inthe Date and Time setting section, enter the following information to configure the date and time

settings.

a. To set the date, click on the drop-down arrows and select the Date, Month, and Year from the
list, corresponding to the Date field.

b. To set the time, click on the drop-down arrows and select the Hours and Minutes from the list,
corresponding to the Time field.

c. Click on the drop-down arrow corresponding to the Time Zone field and select the applicable
time zone from the list.

7. Inthe Server License section, enter the following information for license verification.
a. Type the Propalms VPN license key (received with the server box) in the License Key field.
b. Type your company name in the Company Name field.

8. Click Submit to save the configuration details or click reset to clear the fields.

9. On clicking the Submit button, the following confirmation screen appears, displaying the entered
values.
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A Network Configuration - Microsoft Internet Explorer

File Edit View Favorites Tools Help
= N ~ '\ = v
@Back > Lﬂ @ l\‘ /7 Search V\ Favorites 6:‘? - &g ﬁj 2 ‘ ,a X ﬁ ‘i‘

Address Q http:/jdemo.propalmsvpn.com/fes-bin/preboot.cgi

System Configuration

Host Configuration

Host name demo.propalmsvpn.com
Default Gateway 192.168.9.201

Primary DNS 4.44.2

Secondary DNS NONE

Interface Configuration

Interface Name IP Address Subnet Mask Gateway
etho 192.168.9.201 255.255.254.0 192,168.9.201
Server License
License issued to company propalms
Nurnber of valid concurrent users 10

Commit Cancel

10. Click Commit to save the details or click Cancel to change the System Configuration values.

BOOTSTRAP STATE

On completion of System Configuration, VPN moves into Bootstrap State, and is ready for a one-time
registration process. In Bootstrap State, first Security Officer Registration, SMTP Server configuration,
Database User configuration, and several others tasks are completed, including:

e Register first Security Officer

e Create Root Certificate Authority (CA) Certificate

e Register SSL Certificate for VPN

e C(Create Signer Certificate

e Create Verifier Certificate

e Create VPN database and database tables

e Register VPN Ports and Apache Ports (port 80/443, 4001, and 4002)

e (Create Configuration files

e Enter Configuration State (this change occurs automatically after the Bootstrap process is

complete)

The tasks such as creating CA certificate, Signer Certificate, Verifier Certificate, and many others take
place internally when you register the necessary details with VPN during server Bootstrap.

After the details have been saved, a redirection screen will appear which redirects you to the Enterprise

Server screen.
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Propalms Administration Page - Microsoft Internet Explorer

fle  Edit ‘iew Favorites Tools Help
eﬁack - \\) \ﬂ @ i’h psaarch *Favorites @ Sv :; ] - :J ﬁ 8 ‘zs

ddres ; | . -bir .cqi
lress '5] http:ffdemo.propalmsvpn. comjfes-binfbootstrap.cai

@ propalms VPN

Access Made Easy

VPN Managemel
Enterprise Server
Server Version: 3.4
CA Mode
() Propalms Internal CA with external CA Certificate

() External CA
® Default Propalms Internal CA

In the CA Mode section, the Default Internal CA field is chosen by default. This enables the VPN internal
Certificate Authority and the VPN server becomes the Certificate Authority.

Click the Submit button to save the changes made and click Reset to cancel the changes made to the
page.

On clicking the Submit button, the Bootstrap page appears as shown below.
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B Propalms Administration Page - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help
eBack 5 \J B @ (b /'t)Seavch *Favorites @ 'L;«zv :;. ] - J 'l‘.;% *lﬁ 8 '8

sddress (] http://d I com/fes-binfbootstrap.cai

@ propalms VPN

Access Made Easy

ole

Certificate Autharity Information

Company Name

Country ] Indlia v
State

ity

Validity (days)

Security Officer Account

Name -

Email imnt@derno.propalmsvpn.com
User ID 1501

Password [ssnnee

Biomettic data required []

SMTP Server |127.00.1
SMITP Port 25

Click Submit to register the data, or click Reset to clear all data from this screen.

After clicking the Submit button, the following screen confirming the registration will appear.

First Security Officer sol registered successfully

NB: If the message given in the above screen does not appear, please check your Bootstrap registration
data carefully.

VPN Server emails Root Certificate (cacert.cer) and a Passphrase to the first Security Officer’s e-mail
address.

Important: The first Security Officer must download the Root Certificate and import it to the browser in
the list of Trusted Root Certification Authorities.

15



FIELD

VALUE

Certificate Authority Information

DESCRIPTION

Company Name

<Company Name>

Name of the company to which Certificate will be issued.

Country <Country Name> Name of the country where Certificate will be issued.
State <State Name> Name of the state where Certificate will be issued.
City <City Name> Name of the city where Certificate will be issued.

Validity (days)

<No. of Days>

Validity period for the Certificate.

Security Officer Account

Name

< First Security Officer Name>

Full name of First Security Officer.

Email <Username@domain name> Email ID of First Security Officer.
User ID <User Name> Basic Authentication Login ID for First Security Officer.
Password <Password> Password for this account.

Biometric data required

Check this field to enable biometric authentication for the First
Security Officer.

SMTP server

<SMTP Server Name>

SMTP server address to route emails generated by VPN. It should be
FQDN.

SMTP port

25

Port number on which SMTP service is configured to listen.

CONFIGURATION STATE

Upon successful completion of Bootstrap State, VPN automatically moves into Configuration State. The

following tasks are completed in Configuration State:

e Enroll First Security Officer

¢ Move VPN from Configuration State to Run State

NB: User Registration and User Enrollment are two different processes. During the User Registration
process, the User Name and User E-mail Address are registered with VPN and a Passphrase is generated.
During the User Enrollment process, the Passphrase and a Password, supplied by the User, are registered

with VPN, and a user Certificate file (.cer) is generated.

Applications can be added to the server when VPN is in Configuration State. However, users cannot

access applications until VPN is in Run State.

VPN sends an email to the first Security Officer account, as registered on the Enterprise Server page,
containing a Root Certificate, Passphrase, and a link to the VPN home page. The Security Officer must
save the Root Certificate file (cacert.cer) in a local folder and import it to the list of Trusted Root

Certification Authorities in the browser.
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Import VPN Certificate (Trusted Root Certification Authorities)

The Root Certificate (cacert.cer) file can be downloaded by either of the two methods:

1. Download and open the file included in the e-mail , or
Launch your web browser and type the URL http://<IP address of VPN> to access the VPN landing
page.
Click Server Certificate from the ‘To Download’ section of the VPN page and open the root

certificate.

Click “Install Certificate” Button and follow instructions making sure to install the Certificate in “Trusted
root Certificate” store location.

If the Certificate is properly installed, you can see installed Certificate in the Trusted Root Certification
Authorities list in IE. To view go to Tools menu, click Internet Options. Click on the Content tab, click
Certificates, and then click on the Trusted Root Certification Authorities tab.

Enroll First Security Officer

The first Security Officer, whom you registered in the VPN Bootstrap State section earlier, must now be
enrolled using the Passphrase available in the e-mail generated automatically and sent to the first
Security Officer account. The password required must be supplied by the first Security Officer. When the
Security Officer is successfully enrolled, a user Certificate is imported to the local personal certificate
store.

1. Open your web browser and browse to http://<IP address of VPN>

The following landing page should open...

@ hitp://demo

pall .com/ - Windows Internet Explorer ==
@ O - ‘g. http://demo.propalmsvpn.com/ - | +5 ‘ b 4 | ‘ Google B v|

Eile Edit View Favorites Tools Help
— . = »
v ke [@ http://demo.propalmsvpn.com/ ] l @ = ~ fmh w |:-hPage v (57 i} Tools v

@propaim

To Download... Login into VPN...
® Server Certificate ® using On-Demand VPN Agent....
#® Propalms VPN Client Setup ® download VPN dient

® Propalms VPN Client Setup for
98
Management Console (Only for Adminstrators)

® Directory Service Client for 93
® Administrator

© 2009, Propalms Ltd. All Rights Reserved.

Done [@ « Trusted sites | Protected Mode: OFff #100% ~
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2. Inorderto enroll a user you must install the VPN client.

To download and install the VPN client, click on the link “download VPN Client” from the right side
screen or click on “Propalms VPN Client Setup” link in the left side panel.

Click “Run” on the following screen and complete the installation of client.

File Download - Security Warning [$_<|

Do you want to run or save this file?

Mame: PropalmsYPHClientSetup.exe
Type: Application, 1.16 ME

Fram:  demo.propalmsypn,com

Lalt ][ Save ]| Cancel |

patentially harm pour computer, IF you do not tust the source, do not

@ ‘While fileg from the Interet can be uzeful, this file type can
run o zave this zoftware. What's the rizk?

3. Double click the desktop icon for Propalms VPN Client and start the client.

In the Server box type the name of your VPN server and choose “Certificate User”

Propalms VPN Client (5]
Action

Q@ propalms VPN

Access Made Easy

WM Server demo. propalmsvpn.com

Certificate l v

FPagzzword

Certificate User Enable Scripts

Applications | Activity | Endpoint Security |

Mame Status

4. On the Action menu choose Enrollment.

18



Propalms VPN Client =

Action

Enrcliment

Change Password

Enable/Disable Service

Upload Script

om

Delete Script

About
Fazzword

Certificate User Enable Scripts

Applications | Activity | Endpoint Security |

MName Status

5. Inthe Pass Phrase field, type the Passphrase you received in the e-mail (if you prefer copy and paste
the Passphrase from the e-mail to this field).

In the Password field, type the password you set for the first Security Officer Account

In the Confirm Password field, retype the password for confirmation.

Click on Submit to submit the enroliment information and click on Abort to exit from this screen
without saving the changes.

p 5
Enrollment ﬁ
Pass Phrase 2086300A0X5360Z6
Password I
Confirm sssnnnnes
[ Submit ] ’ Abort ]
L i~y

Login to VPN

Propalms VPN supports two types of Authentication Mechanisms to access services over the network:
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e Basic Authentication: This is a weaker authentication mechanism. Users log on using User ID and
Password. The Low Security Users are authenticated with this mechanism.

e C(Certificate Authentication: This is a stronger authentication mechanism. Users log on with
Certificate and Password. Security officers and Administrators are also authenticated with this
mechanism.

To login as a Security Officer, choose “Certificate User” and use the dropdown list under certificates to
choose the certificate imported during the Enroliment phase.

Type the password for the first Security Officer Account and click login.

Propalms VPN Client 3]
Action
@ p p Access Made Easy
WPN Server demo.propalmsvpn.com
Certificate [A!unKumar -
Pazzmard senen

Certificate User Enable Scripts

Applications | Activity | Endpeint Security |
MName Status

The details of the applications and the activities available for this certificate user will be displayed in the
Applications and Activity tab screens respectively, and the VPN moves to the systray as an icon.

VE = T14 PM
®® «¢» Thursday

/B 7/2/2009

You can now access the VPN Management Console by browsing to http://<IP address of VPN>

Choose the “Administrator” link under Management Console to administer the VPN.
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Enroll Second Security Officer and Administrators

After the first Security Officer is successfully enrolled, he or she can register the second Security Officer
and any Administrator accounts.

Once registered, the second Security Officer and the Administrators must enroll themselves, following
the steps above, substituting the second Security Officer and Administrator data accordingly.

Important: Please read the Propalms VPN Administrator Guide for more information on VPN
Management
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Appendix A - Procedure to make USB drive bootable with Propalms ISO

NB: If your installation media is CD drive, please ignore following steps

1.

Connect the USB drive to Linux system and format it with following command. Make sure you
modify the device accordingly.

mkfs.vfat /dev/sdb1l

Make the USB bootable with the Propalms ISO build.

livecd-iso-to-disk --noverify --reset-mbr <path to iso>/PropalmsVPN-1.0.0.2.iso /dev/sdb1
If it fails with parted error, run following commands to write the mbr of USB drive.

parted /dev/sdb [replace the device accordingly]

toggle 1 boot

quit

Mount the USB drive.

mount /dev/sdbl /mnt/disk

Copy the ISO to USB drive.

cp <path to iso>/PropalmsVPN-1.0.0.2.iso /mnt/disk

ro q I ms Propalms, Inc. is a leading global provider of application delivery solutions for Terminal
‘/ Services and Virtual Desktop Infrastructures. Delivering to Enterprises of all sizes we offer
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www.propalms.com reliable, scalable and affordable solutions that simply work. Our belief is that application
delivery solutions should be flexible, dynamic and above all, simple to use.



