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CHAPTER

INTRODUCTION

OVERVIEW

Propalms VPN is an applicatibased solution providing secure remote access to your applicatodsprivate

network resources through a secure SSL connection. Propalms VPN allows you to access applications securely over
the Internet without reengineering. Propalms VPN is a highly secure, clientless and client based SSL VPN
application providing acas to a wide variety of applications. Propalms VPN provides secure registration and
enrollment for all network resources.

This Administrator Guide provides instructions for configuring, deploying and managing the Propalms VPN Server.
This document is inteded for network and security administrators who are familiar with Ethernet and IP
configuration.

WHAT IS SSL?

The Secure Socket Layer protocol was created by Netscape to ensure secure transactions between web servers and
browsers. The protocol usesthird party, a Certificate Authority (CA). SSL uses a cryptographic system that uses

Gg2 1Sea G2 SYONBLII RIFGF b F LdzoftAO (Se& l1yz2ey (2 SOSNE
of the message. SSL technology is embedded in all poptdarsers and engages automatically when the user

connects to a web server that is SSlabled. When your browser connects to an SSL server, it automatically asks

the server for a digital Certificate of Authority (CA). This digital certificate positiuthemticates the server's

identity to ensure you will not be sending sensitive data to a hacker or imposter site. The browser also makes sure

the domain name matches the name on the CA, and that the CA has been generated by a trusted authority and
bears avalid digital signature. Once the handshake is completed, your browser will automatically encrypt all
information that you send to the site, before it leaves your computer.

[PROPALMS VPN

Propalms VPN providesflexible and secure way to extend networkiregsources to virtually any remote user with

access to the Internet and a Web browser. Remote access based on SSL VPN delivers secure access to network
resources by establishing an encrypted tunnel across the Internet using a broadband or ISP dialufjocorsfet

VPN does not require a client for accessing corporate LAN from remotely. The connectivity in between user and
corporate network will happen through SSL tunnel. SSL VPN adatimistan limit access of a user by usaugess

controls in SSWPN.SSL VPN acts as an application gateway in between user and Corporate LAN. That is when a



user accesses an application, request will go to SSL VPN Server and server will route connectivity of user and

requested Application.

| PRODUCT FEATURES

DEPLOYMENT SCALABILITY

=

AUTHENTICATION FEATURES

1

ENDPOINT MANAGEMENT

1

= —a - —a

Scalable to 200,000 users 1
ActiveActive N+1 cluster

Resource based VPN Load balancing with multi
load balancer

Session Persistence: Users do not need te
authenticate

Authentication based on user identity, endpoin T
identity, endpoint trust level
Multiple  User authentication options: static
passwords, client certificates, External two factc
authenticationsolutions

Local database with full customization per use
password policies, password reset support T
Fully integrated clientertificate based two factor
authentication server with automatic CA ani
certificate provisioning T
Email based user provisioning

Authentication method based application acces T
control T
Integrates with AD/LDAP/RADIUS

Automatic fetching of group information from
AD/LDAP/RADIUS T
Support for multiple Authentication Servers witl
cascading mode

Support for External Authorization Servers

=

Support for checking for Antivirus, Firewall an

Antispyware products T
Real time status check for
[¢] Virus signature DAT file version T
o Last update time T
[ Last scan time
o Real time protection check

Support for more than 1100 products

Support for checking for MAC ID and IP address
Application control based on device profile T
Mandatory profile for noravoidable policy checks
on all endpoints

Quarantine profile for deviceshat fails all other
profile

Option to block endpoints that fails to comply tc
required policies or option to allow them to login b'
putting them in quarantine profile Ll
Real time updates about latest virus signature D, §
file releases by AV/FW vendors areshed to VPN g
gateway every hour to protect corporate networl
against any zero day attacks
LYGiSaNI G§SR 6AlGK
Automatic remediation of endpoints

ht{z!¢cn

APPLICATION SUPPORT

All web based, TCP and UDP based tefierver
applications

Windows File Shares and Drive Mapping
Dynamic port based applications

Special support for RDP virtual channels
Application load balancing

Session Caching for load balanced applications
Per application based compression switch

AUTHORIZATION FEATURES

Publish applications rather than subnet or network
Simple access control mechanism
Access control based on

o Device identity and profile
o User Authentication method
o User Role

Dynamic policy evaluation based on run tim
information abou device, authentication method
and user role

Display of allowed applications and availability of tr
application server to users

Time based restriction policies

Auto-detection of applications running in corporate
network

Scheduled account expiry

Block speific groups

ACCESS MODES

Web Portal for easy access by end users
Clientless VPN with a browsegent for seamless
access to applications
No configuration required on end user machines
Client platforms supported

o Windows 98/XP/Vista/Windows7

o Windows server 2003/2008

[¢] Linux OS

o MAC OS X PPCl/Intel 10.4 and above
Site to Site access

GATEWAY FEATURES

Runs on hardened Linux based platform

Menu driven console interface for easy configuratiol
Can run on any standard or custom hardware

Runs on Virtualization  platforms, VMware,
XenServer, Hypev

ACCESSECURITY FEATURES

1

SSL 3.0and TLS 1.0

Encryption: Strongest available: DES, 3DES, AES(
RC4

Authentication: MDB5, SHAL, RSA 1024, RSA 2048
Internet network masking and IP address/hostnarn
mangling

Application level gateway and not layer 2 bridging
Hardened Gateway Operating System

AUDITING FEATURES

T Complete reporting of user logons and activity
Al Information logged includes
[¢] Time of access
[} Username
[¢] MAC Address of endpoint
[¢] IP address of endpoint
[¢] Application accessed
[ Device Profile
T Logging of endpoint security scans
T Detailed logging per device scans including
o Policies evaluated for user sessions
[¢] Current profile of endpoint
[¢] List of failed policies
[¢] List of policies for which remediation
information is sent to user
T Extract logs in CSV format for feeding to third pe
report generation
i Auto-archiving of logs
Al Monitor and disconnect live users
MANAGEMENT
T Web based management console
T Dashboard with graphical reporting
T Menu driven console interface for systen
configuration
T Wizard driven installation procedure
1 Self signed certificate generation
i CLI
T Delegated administration
T Certificate  based strong authentitan for
administrators
T Auto checking for configuration errors
/ haLbD {hhbX
T Kiosk based application portal
1 Layer 2 VPN mode
T Integrated 2 factor authentication feature for OTI
and SMS based authentication
1 Endpoint security for Linux and MAC OS X
1 VPN client for WinCE and iPhone



CHAPTER 2

PROPALMYPN ©MPONENTS

PROPALM®S

Propalms OS is a Linux 2.6 kernel based hardened platform which hosts the required services for running Propalms
VPN. Proglms OS is a customized Feddistribution and is maintained by Propalms Support Team.

Wheninstalled, Propalms OS has a small menu driven interface to manage host configuration like network settings
modifications or reinstallation of firmware.

Propalms OS comes on an integrated installer CD or bootable USB drive. The integrated inssitigtescick OS
installer which also installs the VPN software.

NB:Installing the Propalms Q@ll erase all existing data byour system without asking about details of partition.

PROPALMYPN &RVICE

Propalms VPN service is a highly scalable sethvétgrovides secure access to corporate applicatimmsncoming
users. The VPN service is responsible for:

Encryption/Decryption of all VPN traffic
Session Management

Application Proxy

Policy Management

Audit logging

aprwbdPRE

The Propalms VPN service is hightalable in terms of number of users it can handle. It can go from 10 to
thousands of users utilizing minimum amosaof hardware resources.

The VPN service uses locally installed Apache service to deliver web pages and a My SQL database to store
configuraion settings.

PROPALMYPN MANAGEMENT CONSOLE

The VPN has a web based management console for easy and centralized user management, session management,
policymanagement and server configuration control. The constdeprovides a graphical dashboastiowing live

users, license usage, resource usage and important VPN informaReports of user activity can lgeneraed

and downloa@d. The management console has built in granular administrative roles. There are two types of

9



administrators namely Sedty officers and Administrators. Both security officers and administrators must login
using certificates generatefdlom the VPN console

PropalmsVPNmanagement console can be accessed from Propalms VPN home page. Currently Internet Explorer
7.0, 80 and frefox 3x are supported andested browsers.

PROPALMYPN HDMEPAGE

When the IP address or hostname of the VPN gateway is browsed, it gives the Prdffitheme page. This
provides access tdPN ordemand agentVPN client installerandadministrationconsole

The home page can be access on bifgl://vpngateway ip_addressér http://<vpn_hostname>/

PROPALMYPN CIENT

There are two ways to login frogour client computer to Propalms VPN.
1. Clientkess Access (Via ActiveX) callsddemand VPN Agent

For Clientless access, you can use Internet explorer browser and automatically download Piéplims
ActiveX control to your local machine and provide connectivity without using any installable applicatio

2. Client Access (Via Propalms VPN ClieNu need to install Propalms VPN client in local machine.

Propalms VPN Client is a small footprint self upgrading VPN client that is required to login into Propalms
VPN server.The VPN client can be installsdm Propalms VPN Home page.

Propalms VPHNlientis currently suppded onthe following platforms:

Microsoft Windows - Windows 98, 2000, XP JRista, Windows @and Windows 2003 platforms.
Linux OS - Redhat, Fedora 9,10,11, SUSE, Ubuntu, Debian
MacOS - OS X 10.4, OS X 10.5 (Both PPC and Intel architecture are supported)

NB:at time of writing Mac OS X 10.6 had not been tested but may work

10
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CHAPTER 3

VPNINSTALLATION

Propalms VPN is available agidual appliance as well assoftwareonly VPN

PROPALMS VPN VIRTUWRPLIANCE

Propalms VPN is available agMwareVirtual Appliance that can be rion VMware Player, VMware WorkStation,
VMware Server and VMware HEXXiServers. Thé/irtual Appliances downloadable from Propalms Website
(http://www.propalms.conj. Simply extract the image file and import directly into your VMware environment and
you are ready to go.

All the functionalities of the virtual applianege the same as the software version.

PROPALMS VPN AS SORRE VPN

Propalms VPN is also availablesafware VPN. It is available as a single click integrated installer CD which installs
both Propalms OS and Propalms VPN on any custom hardware. The VPN CDI8Gtalebe downloaded from
Propalms Websitehftp://www.propalms.conj.

Propalms OS is Linux 2.6.xx kernel based platform, hence any hardware that supports Linux is supported by
Propalms OS. Currently Propalms OS supports only x86 based hapdatboem.

The functionalities of the VPN platform are same irrespective of the underlying platform.

STEPS FOR INSTALOATOF PROPALMS OS

1. al 1S @2dNJ ac2adsSyQa FANRG o022Gl0fS RS@AOS | { 2NJ / 5
2. Insert Propalms VPN OS installer CD / USB

3. The installe screen will appear. If you are installing through usb, type usb

4, Installation procedure starts. Next few steps will ask about OS language and keyboard layout

5. Installation will start automatically and will take up to-16 minutes to complete.

6. After completion of Installation, remove CD and restart the machine

11
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CONFIGURATION OF PROMS OS

After completion of mstallation and restart you will get a prompt to login to gain access toRh@palms OS

ConsoleY Sy dzd ¢ KS | OcdasdpadmiTheRS TR dzf @ LI & a6 2 NARImMy DRI ATRE SR OO 2 dz
administrator has option to change the password for consoleadmin user. Root access to Propalms OS is blocked
completely.Once authenticated you will see the following Propalms OS Console screen:

Propalms 035 3.5.8.6
Propalms UPN 3.5.8.6

Hoztname: propalmsvpn

Ethernet Devices:
eth@ [STATIC] 192.168.1.188
ethl [DHCP1 .18.1.34

Network Configuration
System Configuration
Propalms Administration
Restart nAppliance
Shutdown fAppliance

Go to Shell

Select one of options above (Numerics onlyd: _

Choose a number for the configuration option you require and then type your console administrator password.
05STldzA G LI aag2NR A& WFERYAyO2yaztsSQo

NETWORK CONFIGURATTIO

In this screen you can configure the Ethernet devices for your system. Choose bpgtioconfigure Ethernet
interfaces or2 to restart the network. Typ&to return to the previous menu options.

The most common configuration scenarios for Propalms VENshown below. Depending on your chosen
network configuration you will need to setup your network interfaces to suit.

DMZ

[A\J\w 6th0 “y eth1 — ‘:!
WAN \J LAN WAN Q LAN

12



RK CONFIGURAT

Ethernet Devices:
eth@ [STATIC]
[DHCF1

1) Configure Ethernet Device
Z) Restart Network
R) Return to main menu

Select one of options above: _

In the Ethernet configuration screen, select the number of the NIC you wish to configure.
For example:

To configure theethl interface in the screen below simply tyfighen hit return.

Following Etherwnet dewices found on the system.

ethd [STATIC 192.164.1.1688
18.18.1.34

Enter the device number to configure it (R to return):

Selectl to manually configure NIC @rto configure DHCP option.

ETH1 CONFIGURATIDN
ETH1 DETAILS:
PROTOCOL: DHCP
IPADDR: 18.18.1.34
NETMASK: 255.255.255.8

DEFAULT GATEWAY: 168.18.1.254

1) Manually configure ETH1
Z2) Configure DHCP for ETH1
R) Return to previous menu

Select one of options above: _

Enter the relevant IP information when prompted and chogge apply the configuration. The network service
will restart and you will be prompted to press a key to continue when it is finished.

13



ETH1 CONFIGURATION

ETH1 DETAILS:

PROTOCOL : DHCP
IPADDR: 18.18.1.34
NETMASK: 255.255.255.8

DEFAULT GATEWAY: 18.18.1.254

11 Manuwally configure ETH1
2) Configure DHCP for ETH1
R) Return to previous menu

Select one of options abowve: 1
ethl ifcfg-ethl

Enter IP addres=: 1A.18.1.186R

Enter Netmask: 255.255.8.8

Enter Gateway: 18.18.1.254

Save and apply this configuration? (Y-N): _

SYSTEM CONFIGURATION

In this screen the administrator can configure the VPN hostname and name resolution configuration.

Hostname: propalmswvpn

1) Set Hostname

£) Manage Hosts File
3) Configure DN3

R) Return to main menu

Select one of options above: _

1. Set Hostname
Set Propalms VPN Server hostname. To configure the hostname choose lotiteantype the fully qualified
domain name that users will use to access this VPN server andgntess Press any key to continue.

2. Manage Hosts File
Modify VPN Seer local host fildor name resolution in case a DIS8rver is not availableType2 to manage
hosts file, thenl to Add hosts entry o2 to remove hosts entry.

14
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Current HO3STS FILE:

# Do not remove the following line, or wvarious programs
# that require network functionality will fail.
127.8.8.1 propalmsvpn localhost.localdomain

1 localhost6. localdomaind localhostb

1) Add Hosts
Z) Remowve Hosts
R) Return to previous menu

Select one of options above: _

Enter thelP AddressspaceFQDN<space>Hostnameand pres€Enter. Typey to confirm.

Select one of options above: 1

<IP> <FQDN> <HOSTHAME>
Enter Hosts entry in above format (B to returw): 18.18.1.188 webvpn.propalms.com
webwpn_

To remove Host entries simply type the line number you wish to delete and confirm.

Configure DNS

If your DNS servers have not been picked up by DHCP you can add them her& toTA&dd DNS server arid
to delete a DNS serverTo add type thdP addressof the DNS server and preEsiter. To remove a DNS
server, choose the line number for the DNS server entry you wish to remove andgmtess

DNS CONFIGURATION

Current DNS C iguration:

1) Add DN3 Servers
21 Remove DN3 Server
R) Return to previous menu

Select one of options above:




PROPALMS ADMINISTRAY

In this section the administrator can performrtan system/account recovery options for Propalms VPN.

1) Reset Administrator Account

Z2) Change Console Administration Password
3) Reinstall Firmware

R) Return to main menu

Select one of options above: _

1. Reset Administrator Account
This feature resets the Security Officer / Administrators certificate on VPN management console and sends a
new passphrase to the registered email ID of the account.is Téature can be used in case where
administrator certificate is lost or a user forgets their password.

2. Change Console Administration Password
t NELJIfYa ztb &KALJW 6AliK consoléadii® dz yi R ORKA@IAcHNBANTIRDO D 2 W/ S
administrator is strongly advised to change this generic password to something secure.

3. Reinstall Firmware
Choose this option to reset your Propalms VPN installation to factory defaults.

OTHER CONSOLE OPHON

4. Restart Appliance
Choose this option to reatt the Propalms VPN server.

5. Shutdown Appliance
Choose this option to shutdown the Propalms VPN server.

0. Goto Shell
Go to Linux shell for advanced administration or troubleshooting.

Important: Propalms VPNoes not require the administrator to haveot access to the underlying operating
system All installation and configuration can be performed using both the Propalms OS Console (shown above)
or through the web based management console. Propalms Support team may require shell access for
advanced toubleshooting but this is not common.

16



CHAPTER 4

CONFIGURATION

VPNSERVICE STATES

The VPN service has three states:

1. Boot strap
2. Configuration
3. Run

BOOT STRAP STATE

On a freshly installed VPN installation, the VPN serviceSgstem Configuration state, also knownbet-strap
state. During this stage, admin configures the system settings, including network, license and certificate settings.

During this stagéhe first security office account is created.

CONFIGURATION STATE

In this state, the VPN service is in configuration mode. VPN service will not accept corsfeatioany user other
than Security Officers and Administrators.

Once bootstrap state is complete, the VPN service automatically moves to Configuration state.

Administrators can bring the VPN service from run state to configuration state from administrator console for
doing system wide changes.

[RUN STATE

In this state, the VPN service is fully functional. No critical system wide changes can be performedsyst®iaN
during run state.
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VPN service does not move automatically from configuration state to run state after a fresh configuration. For VPN
service to go from Configuration state to Run statey should go to/PN Status VPNServer Statgpage in the
management consoland switch to Run State.

NEWVPN NSTALLATION

BOOTSTRAP STATE

After anew installation ofPropalmsvPN, the VPN service is runnindpootstrapmode. The first screen you see in
this mode is the System Configuration page where you can configure network and license sétbliga. these
steps to complete bootstrap stage.

1. Launch the web browser and go to URtp://vpn_gateway ip_addressér http://<vpn_hostname>/

2. Click on linkdAdministratorslink under sectiolvPNManagement console

€ Propaims VPN Home

€ ! g, http://webvpn.propalms.com/

< Favorites | (@ Propalms VPN Home Page fir v v ] dE v Page Sefetyv Toolsv @

@propaims

loads... LOGIN INTO VPN

Login inta VPN using configured authentication method to access published applications.
® 550 Server CA Certificate You may use the on-demand VPN agent or choose to download the VPN dient and launch from your desktop.

« Propalms VPN Client Setup for
Windows 98 @ Launch On-Demand VPN Agent...

6 Install Propalms VPN Client for Desktop

!

VPN MANAGEMENT CONSOLE (Only for Adminstrators)

WPN Management Console is available only to VPN Security Officers and VPN Administrators when logged-in using their SSL
Certificates.

g Administrators

/" Trusted sites | Protected Mode: Off o v ®100% -

3. Read and click the box to accept the Software License Agreement.

4. ThePropalms VPN, System Configuratioscreen appears where you can specifgtwork and license
settings.

5. In the Host Configuration section, enter the following information to configure the host settings.
a. Type theserver namein the Host Name field.
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http://vpn_gateway_ip_address/

b. Type thedefault gatewayin the Default Gateway field.
c. Type theprimary DNS address the Primary DNS field.
d. Type thesecondary DNS addregs the Secondary DNS field.

=1
EE =
2N F . 3 =l
L€ 3 | £ http://webvpn.propalms.com/fes-bin/preboct.cgi - | & |42 | X | ©© Bing P -
n - - — »
7. Favorites |§ System Configuration ﬁ - ~ [] mm - Page~ Safety~ Tools~ @v
Q@ propal Tow B
de Easy Help | Support
Propalms VPN: System Configuration
Host Configuration
Host name Please enter proper hostname. You'll not be sble to edit after the installation.
Default Gateway 10.10.1.254
Primary DNS
Secondary DNS
Interface Configuration
Interface Name IP Address Subnet Mask Gateway
eth 192,168.1.100 255,255,255.0 | [nomE |
eth1 10.10.1.34 255.255,255.0 | [10.10.1.254 | =
Date and Time settings
Date 23 ¥ 03 v 2010 ¥
Time B v 14 v
Time Zone (GMT-05:00) Eastern Time =
VPN License
Conpany Nane
@ Use System Default License Provides evaluation license for 5 concurrent users for 20 days
) Use New Licznse Key
Submit Cancel
©2010, Propalms Ltd. All Rights Reserved, ~
+ Trusted sites | Protected Mode: Off 45 v ®100% -

6. Inthe Interface Configuration section, enter the following information to configure the interface settings.

a. The interface name will be displayed by default in the Interface Name field, based on the number
of network cards in the system. For example, if there is only one network card in the system, the
AYGSNFIOS ylIYS gAtt 0S5 RA dewbrk @8R the idterfaceSriaiden ¢ = A F
gAfft 0S RAALX ISR Fa aSGKmé YR a2 2y o
Type thelP addressn the IP Address field.

. Type thesubnet maskin the Subnet Mask field
d. Type thegatewayin the Gateway field

NB: If the IP address and gateway is set at theetbf installation of Linux in the system before the VPN
installation, these values will be displayed in the Host name, Default Gateway, Primary DNS, Secondary DNS, IP
Address, Subnet Mask and Gateway fields by default. You can edit the values if required.

7. In the Date and Time setting section, enter the following information to configure the date and time
settings.

a. To set the date, click on the dragpwn arrows and select thBate, Month, and Yeafrom the
list, corresponding to the Date field.

b. To set the ime, click on the droglown arrows and select thElours and Minutesfrom the list,
corresponding to the Time field.

c. Click on the droglown arrow corresponding to the Time Zone field and select the applicable
time zonefrom the list.



8. Configure VPN License

VPN License

Company Mame

0 Use System Default License Provides avaluation licensa for 5 concurrent usars for 20 days

@ Use New License Key If you need a New License Key, please send this Product ID "24286509289856322" to info@propalms.com

a. Type yourrompany namedn the Company Name field.
Use System Default License. This is an evaluation license whichallsess for 30 days
Use New License Key. Choose this option if you have purchased a license for your VPN Server.

You are required to email the generated product keyirtto@propalms.conin order to receive
your license key.

9. ClickSubmitto save the configuration details or clickncelto go back.

10. On clicking the Submit button, the following confirmation screen appears, displaying the entered values

System Configuration - Windows Internet Explorer

o =5
B Bing o~ ‘
- E3
i Favorites | {@ system Configuration - - [ @ v Pagew Safety~ Tools~ @~
@propalms 2|
e Easy Help | Support
System Configuration
Host Configuration f
Host name webvpn. propalms.com
Default Gateway 10.10.1.254 i
Primary DNS 10.10.1.1 [l
Secondary DNS
0 |
oo
Interface Configuration
Sreriaccliane L 4 Press Continue to update your system configuration and
etho HESIGHE Y LIA Cancel to edit system configuration information.
ethl 10.10.1.34
e
License issued to company Propalms
Number of valid concurrent users 5
VPN Installation
@ Create anew VPN Instance
() Restore complete configuration from Backup file

Continue Cancel

Done /" Trusted sites | Protected Mode: Off dn v W100% v

11. At this stage you can eith&@reate a New VPN Instandéer when you are instéing a new VPN server or if

you have a previous system backup from which you wish to recover then deéstbre complete
configuration from Backup filehen ClickContinue.
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On completion of System Configuratiche VPNcontinuesthrough Bootstrapstage and is ready for a oreéme
registration process. In Bootstrap State, first Security Officer Registration, SMTP Server configuration, Database
User configuration, and several others tasks are completed, including:

Register first Security Officer

CreateRoot Certificate Authority (CA) Certificate

Register SSL Certificate for VPN

Create Signer Certificate

Create Verifier Certificate

Create VPN database and database tables

Register VPN Ports and Apache Ports (port 80/443, 4001, and 4002)

Create Configwtion files

Enter Configuration State (this change occurs automatically after the Bootstrap process is complete)

=A =4 =4 4 -4 4 -4 -4 -4

The tasks such as creating CA certificate, Signer Certificate, Verifier Certificate, and many others take place
internally when you registeihe necessary details with VPN during server Bootstrap.

1. Once all of the internal tasks have been compleyed will be redirectedto the Certificate Authority
screen.

@ propalms

Access Made Easy

VPN Gateway Version: 3.5

Certificate Authority Mode
@ External CA

1 Default Propalms Internal CA

2. In the rtificate Authority Mode section, theDefault Propalmsinternal CAfield is chosen by default.
This enables the VPN internal Certificate Authority and the VPN server becomes the Certificate Authority.
ChooseExternal CAf you wish to use a’%Party Certificate Authority.

3. Click the Submit button to save the changes ade. On clicking the Submit button, th€ertificate
Authority page appears as shown below depending on which option you selected.
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@propalm

Access Made Easy

Certificate Authority Information

Accpeted Certificate Formats @ RSA

CA Certificate Browse...

CA Private Key Browse...
CA Private Key Password

a. For External Cprovide CA Certificate path, CA Private Key path and CA Private Key Password.

b. For Propalms Internal CA filut the required fields

@propalms

Access Made Easy

Certificate Authority Information

Company Name

Country Select Country -
State

City
Validity (days)

Security Officer Account

If you are not sure please

The Passphrass information will be displayed on the screen also,

SMTP Server 127.0.0.1
SMTP Port 25

4. You also need to create the Security Officer account on the VPN. This account provides administrator

access to the VPN management console where further accounts can be credesdtable below for
description of each field.



Certificate Authority Information

DESCRIPTION

Company Name <Company Name>

Name of the company to which Certificate will be issued.

Country <Country Name> Name of the country where Certificate will be issued.
State <State Name> Name ofthe state where Certificate will be issued.
City <City Name> Name of the city where Certificate will be issued.

Validity (days) <No. of Days>

Validity period for the Certificate.

Security Officer Account

Name < First Security Officer Name> Full name of-irst Security Officer.
Email <Username@domain name> Email ID of First Security Officer.
User ID <User Name> Basic Authentication Login ID for First Security Officer.
Password <Password> Temporary pssword for this accountSecurity Officer will

specify their own password on enroliment.

Biometric data

Check this field to enable biometric authentication for the

required First Security Officer.

SMTP server <SMTP Server Name> SMTP server address to route emails generatet/By. It
should be FQDN.

SMTP port 25 Port number on which SMTP service is configured to lister

5. Onclicking the Submit button, the following screen confirming the registration will appfar a short
while. Propalms VPN Server emails Root Certificate (cacert.cer) and a Passphrase to the first Security
h ¥ T A OiNdddiessS You can also copy the passphrase from the registration screen shown below.

@ propalms

First Security Officer Sec1 registered successfully.
The Passphrase is 38U9G3FC36125U18

Flease follow these steps:

1. Download the Propalms VPN Client from VPN home page.

2, Enroll yourself with the help of the Passphrase provided above.

3. Login into Propalms VPN,

4, Open the VPN Management Console.

5. Change the VPM server state to "RUN" mode at 'Server Configuration' -> 'Server State',



CONFIGURATION STATE

Upon successful completion of Bstrap State, VPN automatically moves into Configuration State. The following
tasks are completed in Configuration State:

w Enroll First Security Officer
w Move VPN from Configuration State to Run State

NB: User Registration and User Enrollment are tvfereint processes. During the User Registration process, the
User Name and Userraail Address are registered with VPN and a Passphrase is generated. During the User
Enroliment process, the Passphrase and a Password, supplied by the User, are regigtev&Nwiand a user
Certificate file (.cer) is generated.

Applications can be added to the server when VPN is in Configuration State. However, users cannot access
applications until VPN is in Run State.

VPN sends an email to the first Security Officer account, as registered on the Enterprise Server page, containing a
Root Certificate, Passphrase, and a link to the VPN home page. The Securitycaffiaare the Root Certificate

file (cacert.cer) in a lad folder and import it to the list of Trusted Root Certifioa Authorities in the browser to

avoid seeing warnings when authenticating.

IMPORT VPN CERTIHIEARUSTED ROOT CERAFION AUTHORITIES)

The Root Certificate (cacert.cer) file can be dmaded by either of the two methods:

1. Download and open the file included in therail , or
2. Launch your web browser and type the URlp://<vpn_hostname>/ to access the VPN landing page.
ClickServer Certificatdrom theW ¢ 2 5 2 geftioritHe PN pge and open the root certificate.

/ t Alestall Qertificaté . dzi 2y |yR F2ftft2¢ AyadNHzOGA 2y @rusted rpok y I & dzNJ
Certificat¢ &G 2NB t 201 A2y ®

If the Certificate is properly installed, you can see insta@edtificate in the Trusted Root Certification Authorities
list in IE. To view go to Tools menu, click Internet Options. Click on the Content tab, click Certificates, and then
click on the Trusted Root Certification Authorities tab.

EENROLL FIRST SECYRHFICER

The first Security Officer, whom you registered in the VPN Bootstrap State section earlier, must now be enrolled
using the Passphrase available in thmail generatedautomatically and sent to thart SecurityOfficer account.

The password requied must be supplied by the first Security Officer. When the Security Officer is successfully
enrolled, a user Certificate is imported tiwe local personal certificate store.

1. Open your web browser and browse tittp://<vpn_hostname>
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3.

25

In order © enroll a useyou must instdlthe VPN client or loginsingli K S 58y y R +t b ! ASy i Q

ActiveX control).

To download and install the VPN client, click on the dimistall Propalms VPN client for desktép You will
need to download and runthe Windows Client to login using certificate based authentication for
Administrator access.

DOWHNLOAD VPN CLIENT INSTALLERS

Select and download the appropriate installer for your operating system.

My 5 A %
vV G AV a9

Windows MACO0S X Linux 05 Linux 05
{RPM installer) (DEB installer)
Readme Readme Readme Readme

/]t ARDE @y G(KS F2ft26Ay3 4ONBSY FyR O2YLX SGS GKS

File Download - Security Waming‘ [

De you want to run or save this file?

@ MName: VPNClientSetup.exe
Type: Application, 1.98MEB

From: webvpn.propalms.com

Run ] [ Save ] [ Cancel

| -2 While files from the Intemet can be useful, this file type can
g) potentialty ham your computer. i you do not trust the source, do not
run or save this software. What's the rsk?

Double click the desktop icon f@ropalms VPN Clieraind start the client.In the Server box type theame of
your VPN serveand chooseCertificate Uset.

LT @2dz I NBREZMAYR HAKE WAFY (I Q

i KS
L x ..I

Propalms VPN Clien

Action

@ propalms VPN

WM Server webvpn.propalms.com

User IO
Paseward

[ certificate User Enable Logon Scripts

Applications | ActiviEyTErdpa Security

MName Status

ASNUSN g f dz8 R2S8a
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4. On the Action menu choogenrollment

Propalms VPN Client ‘
Action

Enrollment

Change Password

Enable/Disable Service

Upload Script

Delete Script

[¥] Certificate User [¥]Enable Logon Scripts
Applications | Activity | Endpoint Security

MName Status

5. In the Pass Phrase field, type tRassphraseyou received in the enail (if youprefer copy and paste the
Passphrase from the-mail to this field)

In the Passwordield, type apasswordfor your Security Officer Account

In the Confirm Passwordield, retype the password for confirmation.

Click onSubmitto submit the enrollment information and click ofbort to exit from this screen without
saving the changes.

Pass Phrase 33USG3IFC3G125018

Password [

Confirm . ......l

[ sibmit | | abort |

NB:you may see a security warning if you are you using the Internal CA and have not imported the Root Certificate
into the Trusted Rootettificate store on this machine. You can proceed and login without doing this.

LOGIN TO VPN
Propalms VPN supports two types of Authentication Mechanisms to access services over the network:

1 Basic Authentication: This is a weaker authentication mechanldsers log on using User ID and
Password. The Low Security Users are authenticated with this mechanism.
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1 Certificate Authentication: This is a stronger authentication mechanism. Users log on with Certificate and
Password. Security officers and Administratare also authenticated with this mechanism.

To login as a Security Officer, chod&ertificate Usef and use the dropdown list under certificates to choose the
certificate imported during the Enroliment phase.

Type thepasswordfor the Security OfficeAccount and cliclogin.

Propalms VPN Client ‘

WPM Server webvpn.propalms.com

Certificate [Secl - ]

Paszword LTI

[¥] Certificate User [7]Enable Logon Seripts

Applications | Activity I Endpaint Security

Mame Status

T

The details of the applications and the activities available for this certificate user will be displayed in the

Applicationsand Activity tab screens respectively, and the VPN moves to theesysay as an icon.

N B al s 13:24

CHANGPASSWORD

You are recommended to change your password.

Your password must be between six and 15 characters long and can contain alphanumerical characters

2dz OFy OKIy3s$
YIEyF3asySyie

Return to the VPN login screen.
appears.
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On the Action menu, click Change Password. The Change Password screen



ange Password

Old Password: sevene
New Password: Iy
Confirm Password: ssensssen

[ 0K ][ Cancel ]

Click on OK to save the changes made and click cancel to exit the screen without making any changes in the
password. Ta following screen will appear after you have changed the password.

=)

Information [

Password changed successfully, Please login again with new password

" 4

Click the OK button and the user needs to login again using the new password, to continue using VPN

Important: If you accidentally lose your password, contact your VPN Administrator.

You can now access the VPN Management Console by browsing to<hip _hostname

Choose th@Administratorse link underVPNManagement Console to administer the VPN.

VPN MANAGEMENT CONSOLE (Only for Adminstrators)

a Administrators

ENROLL SECOND SETYRIFFICER AND ADMIMNRATORS

After the first Security Officer is successfully enrolled, he or she can regiserond Seurity Officer and any
Administrator accounts.

Once registered, the second Security Officer and the Administrators must enroll themselves, following the steps
abow, substituting the second Security Officer and Administrator data accordingly.
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CHAPTER 5

VPN MANAGEMENT

OVERVIEW

To perform VPN management function, first login to the VPN as an Administrator or Security Officer then click on
Administrators from the VPN Management Console section of the VPN page

NB:A Security Officer or an Administrator logged onto VPN with Basic Authentication will not have access to VPN
Administration commands.

The VPN Management Console will appear as shown belowcoFisele is organized into a navigation tree on the
left hand side which is logically grouped into the following management sections:

1 VPN Status - Displays reatime information about the VPN

1 Access Management - Provides User, Group and Authentication dgafation options
1 Endpoint Management - Configure Endpoint Security control and enforcement

1 Resources - Miscellaneous settings for use with other admin tasks

1 Host Configuration - Server specific settings and configuration

1 Host Maintenance - VPN backup,pgrade and licensing options

1 Monitoring and Reporting Reports on User, Admin and Endpoint activities

@ p ropq I mr’s_ Made Easy ¥ »

Manual | Support

¥ Propalms VPN Menu

: —  Dash Board
El-@% VPN Status
-8 Dash Board
- % Active Users
- @ VPN Server State VPN Version : 3.5.0.4
I'_—'IQ Access Management 0S5 Version : 3.5.0.4
g Endpoint Security Last update time: Disabled
9 VPN Domain
¢ Authentication Servers
m‘. bz waEw License Information Resource Usage
& Local Groups
12 Appiications License Type : System Default 100%)
-] Application Groups License expires on Sun Feb 28 13:55:14 2010 90%
Access Controls 80%
Hm Endpoint Management 70%
- Endpoint Security £0%
-4} Host Scan Polices 5 S0
{2 Device Profiles Used, 20%

40%
[=1-&&) Resources
.IJ 30%

| LAN IP Range 1

Remote Chain Certificate 20%
~—= Accese Filters Unused, 80% 10%
[ Restricted Ports 0%

-5k Host Configuration

= MNetwork Configuration ®cpu ®pisk Space ®Memory
‘ Route Configuration
1 SMTP Server
B @ Client Logout Time Last 5 Important Messages ... go to admin logs VPN Information
;’) Password Expiry Time
g Database Password ne }"9 ”Fz“"g Authentication Servers : 0
} 0 log foun
#Er Fonﬁgurahon B Mo log found Users: 1
g---g' Host Maintenance Mo log found User Groups : 0
H m Backup And Restore Mo log found
¥ Upgrade License Endpoint Security : License Not Available
3 o Hnet Sran Policies : 0

© 2010, Propalms Ltd. All Rights

Throughout the console, administrators can use thdine help feature to assist them with their configuration.
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VPN Managemerttasks caronly be perbrmed by Administrators and Security Officeés®@me of he administrative
functions include:

() Creating/AddindJsers

W Creating User Groups and organizing Users into User Groups

W CreatingApplications

W Creating Application Groups and organizing registekpplications into Application Groups
() Creating Endpoint Securityost ScarPolicies andevice Profiles

() Assigning Endpoint Securljost ScarPolicies © Device Profiles

() Organizing registered Applications into Securitgfiles

w Specifying timébased access restrictions (Access Filters)

w Assigning Application Groups to User Grofiipe (Access Control Lists)

User Groups and Application Groups make it easier to administer access controls. It is much more efficient to
create UseiGroups and Application Groups, and then specify privileges for entire groups instead of specifying for
individual users or applications.

NB:When a user logs on, the Access Control Lists specified for the subscribed User Groups are activated. This
enablegshe user to securely access applications in the assigned Application Groups.

Other administrative functions include updating selsttconfiguration parameters registered during Bootstrap
State (such adletwork settings,Database password, SMTP, and Preagver details)specifying authentication
settings,setting client logout time, and specifying IP ranges for auto configuration of applications. These and other
functions are explained in more detail within this chapter.

VPN STATUS

The VPN status sectiaf the console is provided tdeliver reaitime, relevant information to the administrator to
assist them to monitor the VPN and user activity on the server as well as force user logout and change system
configuration state.

DASHBOARD

Thedashboardserves as the default homepage when launching the VPN Management Consdlspldysthe
following information about Propalms VPN server:

Live Users No. of users currently logged into VPN
Maximum Allowed Maximum concurrent users allowed as peelise
VPN Version VPN Gateway Software Version
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OS Version VPN Gateway OS Version

Endpoint Security Last update Time when Endpoint Security Product signatures were updated from live

update server

License Information License details. Pie chahows license usage

Resource Usage Chart shows hardware resource usage. The chart is updated every 5 seconds.

Latest data is on the right side.

Latest 5 Important Messages  Last 5 administrative changescurringon the VPNjateway.

VPN Information A summary of VPN configuration including hyperlinkssfzecific areas of the
system.
System Information System time and time since last reboot

ACTIVE USERS

From theActive Usersvindow, you can see all concurrent usens the VPN An Administrator hathe power to
forcefully log out a user from existing session.

@ propalm 7

Access Made Easy Manual | Support

@ Propalms VPN Menu
(1% VPN Status
) Dash Board

Active Users

Total Users: 1
3] VPN Server State # Rec # User Name/ID P Wan IP Mac ID
¥l Access Management r 1 Sect 10.10.1.26 10.10.1.26 00:1B:77:8C:96:8C

E_E Endpoint Management
U Resources

[+1-4} Host Configuration
2 Host Maintenance

Force Logout

VPN ERVERTATE
PropalmsVPN server has twanningstates:Run stateand Configuration state

When the system is in configuration state, you can do system wide changes like changingseatabsword,
upgrading license, etcWhen the server is in configuration state, users cannot log into the semverallactive
users are disconnected

In Run state, the VPN s@r is running in normal mode andgsers can login into the systenfystem wide changes
cannot be done in Run state

In the VPN management console, chdRN Status > VPN Server Staféne Server State screen appears.
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@ propalms

Access Made Easy

U: Propalms VPN Menu VPN Server State
=I-@% VPN Status

@ Dash Board

_‘% Active Users Current Server State is : Run State
11 VPN Server State
EJ Access Management
.',I,X, Endpoint Management
U Resources

Run State
Configuration State

Toggle the server state froRun Stateo Configuration Stateby clicking on the desired link.

A success messagonfirms the Server State change. (It may take a few seconds to change the server state.)

After changing the server state, the user has to logout from VPN and then login again to continue with the VPN
activities.

ACCESSANAGEMENT

The Access Managemesction is focused on configuring user authentication and application access through the
VPN gateway.

LOCALUSERS

An Administrator must register the users who need to access applications securely over the network. VPN supports
multiple user roles angermission grouping. The security privilege of users depends on the role they perform. The
different user roles are:

w
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Security Officer (SO)The most privileged of all VPN users. A Security Officer can create, delete, and
modify other SOs, Administratorsligh Security, and Low Security Users. An SO can also manage the
Access Control Lists (ACL) for User Groups, as well as manage applications. Only a Security Officer can
change the Server State, Database Password, and Basic Authentication Method andCiseiiee SSH.

Administrator (Admin):Administrator can create, delete, and modify other Administrators, High Security,

and Low Security Users. They can also administer Applications, User Groups, and Application Groups, and
manage the Access Control Liétd / [ Qa0 F2NJ ! &SNJ DNRdzZLJA® ! RYAY dza SN&
Security Officer

High Security UsersHigh Security Users are Power Users who are authenticated with the stronger
Certificatebased authentication mechanism. Security Officers addiAistrators are Power Users by
default.

Low Security Userd:ow Security Users can be Native, LDAP/ ADS, or RADIUS users who are authenticated
with the weaker Basic Authentication mechanisnif. you wish to have users login with their Active
Directory credentials then you do not have to create them an account on the VPN. See configuring
Authentication Servers for more information.

Machine Class Users: Machine Class Users are created only in the context of configuring chained VPN.



NB:Security Offices, Administrators, and High Security Users can also log ¥Rdwith Basic Authenticatiorub
they will NOT have the Power User privileges when they log on with Login ID and Password.

You can integrate VPN with LDAP, ADS or RADIUS authentication.séhverallows the users registered with

these servers to log on to VPN with their LDAP, ADS, or RADIUS user accounts. There is no need to create user
accounts in the VPN server (Native Database) for these users. However, the LDAP, ADS, or RADIUSamgrs have
Low Security User privileges. For High Security User privileges, you must create an account for the user in the VPN
database.

_ADD USERS

In the Administration menu on the left side of the VEbhsole clickto expandAccessManagement and then
clickLocalUsersand Add.

@ propalms

Access Macde Easy

¥ Propalms VPN Menu

4 Create User
[E-@% VPN Status

@) Dash Board
""" 82, Active Users User Name [ |
----- 2 VPN Server State ;

El@ e User E-mail Address [ |
{2 VPN Domain Administrator E-mail Address | |
----- 4 Authentication Servers Class User .
----- . Local Users
----- & Local Groups Role Low Security User hd
""" ) Applications Hostname [127.0.0.1
----- Application Groups
..... Access Controls User must change password at next logon [

[,]"'m Endpoint Management Password never expires r

[zl Resources

1-45 Host Configuration Account is disabled r
) r T Account expires on DD + MM  » ¥Y¥ w
Login details

User ID | |

Password [ |

Subscribe User to User Group

Subscribed User Groups

Submit Reset

Username:Enter tseQf@ll name
User Email Address:9 y (i S NJ -oizil &dddesa. S
Administrator Email Address: EnterAdministratoQ &ma$) Address.

Class:From the Class dregown menu selecli K S  dza SN & OSelect BserfiftRating t Ksér. Maghingi ®
Classs relevant only for Chained VPN.

Role: On the Role drolown menuseleé G KS dza SNRA NRBf S SedumyOffiteKkS f Aadod / K22
Administrator, High Security User, or Low Security User. The defaulsrbbw Security User.
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Hostname: The Hostname field is editable only if the Class selected is Machine. A default value 127.0.0.1 is
displayed for this field otherwise.

User must change password Irext logornt Check if users wants to change passwairtéhgin, otherwise keep it
unchecked

Password never xpires: Set for password to not expire.

Account is dsabled: Administrators can keep an account in disabled state for a time period. Check or uncheck the
box and change the account statais necessary.

Accountexpires on Administrator can set a date when the account will automatically expire. After the given date
theud SNJ I OO2 dzy G A.arhisioftion isiapplicatife/orylfa haSicRaéthentication and certificate users.
This option is not apfable to security officers and administrators.

User ID Enter usernaméthis will be used by the user to login as Basic Authenticated User). This field is available
to all types of users except Machine Class User.

Password:¢ @ LJS ( KS dza StivIPasswold fiell.o 2 NR A Y

Subscribed User GroupsSubscribe user to a User Group. (Refer Add User to User Group section for more
information).

ClickSubmitto create user or clicResetto clear the data entered in the fields.
A success message confirms ttieg user has been created.

NB: All High Security Users must enroll in order to access VPN. All users must download the root certificate
(cacert.cer) and import it to the browser, in the list of Trusted Root Certification Authorities.

 EDITMODIFYUSER
In the VPN management consolelickAccessManagementand choosel.ocalUsers.

Type the user name you want to edit in the Search Users field. If entering multiple names, separate hames with a
comma.

ClickShowto display the search results.

Click on the chechkox for the user you want to edit and clidlodify. The Modify User screen appears. Modify
values you want to edit and click submit button to save the changes.

 DELETE USER

On the LocaUsess screen, check the boxes for the user(s) you want to deleteselexrt all users in the table, click
on the Check all box below the table.

ClickDeleteto delete the selected user(s).

When prompted for deletion confirmation, cli€kKto delete user(s) or clickanceto abort.
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NB: Security Officers and Administratoesinot delete their own accounts.

RESET PASSPHRASE

This option allows the administrator r@issue a certificate passphrase to usdise new passphrase will be sent
G2 dzaSNR&a NBEIAAG§SNBR SYFAf L5

NB: Pagshraserecovery is available only for Certificatsers.
On the Localsess screen, click on the check box for the user who ngeissphraseecovery.
ClickReset Passphrase

The following confirmation screen will appear.

f— —— —| 52 |1

Message from webpage J

- -

% ouwant to reset the passphrase of user localuser. A new passphrase
"' will be generated and sent to user's registered email ID.

ClickOKin the confirmation window taeset the passphraser clickCancelo exit.
A success message confirms that a new Passphessbeen mailed to the specified user.

While reenrolling into VPN the user mustaithe newly emailed Passphrase amshter a new @ssword to
generate a new Certificate.

The User can noVegininto VPN, using the new certificate andgsword.

[LOCAL GROUPS

User Groups allow you to organize Users on the basis of function, logistics or any criteria that suits your
organization.

Propalms VPN has three default User Groups:

1 SYSTEM
1 DEFAULT_USER_GROUP
1 DEFAULT_BA_USER_GROUP

The Security Officers and Administrators belong to SYSTEM group. The other Celidfsemte(High Security
Users) users belong to DEFAULT_USER_GROUP. And the Native Basic Authentication Users (Low Security Users)
belong to DEFAULTABUSER_GROUP.

Propalms VPN Administrator can create other User Groups of the following types:
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1 HS User Group
1 BA User Group

The Native Basic Authentication Users can be subscribed to BA User Group while the High Security Users can be
subscribed to both HS drBA User Groups.

NB: The User Groups for the LDAP/ADS users are obtained from the LDAP/ADS servers. The RADIUS users belong to
DEFAULT_RADIUS_USER_GROUP group.

CREATE USER GROUP

In the Administration menu on the left side of the VPN console, sledesdManagement > Local GroupsChoose
to Add Local Group.

@ propalms

Access Made Easy

¥ Propalms VPN Menu

£} @9 VPN Status Create User Group

) Dash Board
----- 2, Active Users User Group Mame |
----- 3] VPN Server State -
EIQ T User Group Description |
{2 VPN Domain Security Level [ High

i Submit Reset
-z Local Groups

----- ﬁ Applications
----- Application Groups
----- Access Controls

Type the group name in thdser Group Naméield.

Type the group description in tHéser Group Descriptiofield.

To create 1S User Groupxlick on the check box fétigh Security To create 8AUser Group leave it empty.
ClickSubmitto create the User Group or cliekesetto clear all data in this screen.

A success message confirms that the User Group has been created.

EDELETE USER GROUP

In the LocalGroups screen, click on the box for tHeéser Group(s)you want to delete. To select all groups, click on
the Check albox below the table.

ClickDeleteto delete the selected group(s).

When prompted for deletion confirmation, cli€Kto delete the group(s) or clidRkanceto abort.
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. ADD USER T@SER GROUP

Low Security Users belong to DEFAULT _BA USER_GROUP by default, and High Security Users to
DEFAULT_USER_GROUP.

Security Officers and Administrators belong to SYSTEM group by default.

Propalms VPN Administrator can create other User Groupspef S (High Security) User Growap BA (Basic
Authentication) User Groupand add the registered users to these groups.

A Low Security User can belong to multiple BA User Groups while a High Security User can belong to multiple HS
and BA User Groupblsers can access the Applications in the Application Groups assigned to the Users Groups to
which they belong.

_ADD LOW SECURITY RISEO USER GROUPS

While in theCreate Userscreen orModify User screen, click on th&ubscribe User to User Grodmk. The
Add/Delete user group screen appears.

Add/Delete User Group to User

Basic Security User Groups User Groups
TestGroupBA

Add ==

Delete <<

Submit cancel

— e

Select the User group(s) in tiB&A User Grouptable to which this user should be subscribed, and did#. The
selected user group(s) move froBA User groupsable to theUser Groupdable on the opposite side dhe
screen.

ClickSubmitto subscribe the user to the selected user groups or €iakceto abort.

The group name(s) will be listed in tBebscribed User Group ligty G KS dza SNRa | 002dzyi aONBS

Subscribe User to User Group

Subscribed User Groups TestGroupBA

Submit Cancel
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EADD HIGH SECURITERS TO USER GROUPS

While in the Create Userscreen orModify User screen, click on th&ubscribe User to User Grodmk. The
Add/Delete user group screen appears.

(& saé/etee ser grovp - Windons inemet spiore QUL == -]

I Add/ Delete User Group to User 3

»

High Security User Groups User Groups
TestGroupHA
Add »> =
Delete <<
Basic Security User Groups User Groups | 4
TestGroupBA
Add »>
Delete <<

Select theHigh Security User Group(s) the HS User Grouptable to which this user should be subscribed, and
clickAdd. The selected user group(s) move frét8 User grouptable to theUser Groupgable on the opposite
side of the screen.

Select theBA User Group(dh the BA User Grouptable to which this user should be subscribed, and éidé
The selected user group(s) move fr@@AUser Goupstable to theUser Groupgable on the opposite side of the
screen.

ClickSubmitto subscribe the user to the selected user groups or €akceto abort.
The group name(s) will be listed in tBebscibed User Group lise y (G KS dza SNRa | 002dzyi aONBS

Subscribe User to User Group

Subscribed User Groups TestGroupHA
TestGroupBA

Submit Cancel

NB: Subscription to user groups is not applied until after you have completely saved Create User/Edit User data.

MODIFY SUBSCRIPTIINUSER GROUP

In the Modify User screen, click on ttgubscribe Useto User Grouplink. The Add/Delete user group screen
appears (this screen varies, depending on the user type).
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To remove the user from any User Groups, selectdahlescribed User group(ffom which the user should be
removed in theUser Groupgable andclickDelete. The selected group(s) move from tbiser groupgable to the
BA User Groupsr HS User Groupsble on the opposite side of the screen.

ClickSubmitto update the list of selected user groups or clzinceto abort.

The group name(s)ilwbe listed in theSubscribed User Group ligty (G KA & dza SNRa az2RAF& | ASNJ

AUTHENTICATION SERSE

As well as having a local database of users who can authenticate to the VPN, you can configure authentication
servers which will allow integratiowith LDAP based directories such as Active Directory or RADIUS based
authentication systems.Once configured, these Authentication Servers become active in the VPN Domains and
Access Control pages.

ADD AUTHENTICATIOBRYER

In the Administration menu onhe left side of the VPN console, click to expa@mtess Managementand then
clickAuthentication Servers ClickAddto specify a new Authentication Server.

@ propalms

¥ Propalms VPN Menu
(I VPN Status
| ‘& Dash Board

% Active Users

3] VPN Server State
EQ Access Management ) AD/LDAP
Q VPM Domain
.~/ Authentication Servers

Create Authentication Server

Select server type

) RADIUS

AD/LDAP:

@ propalms

Access Made Easy

'E 'f;;ﬂ;l;“;él“ Menu Edit AD/LDAP Authentication Server
= 5
@8 Dash Board
-8, Active Users Server Name |Prnpalms |

il VPN Server State
El'-g Access Management
-4 VPN Domain Port 89 |
4l Authentication Servers

IP Address/Host Name [10.10.1.1

Admin Bind DN ||:r| =vypnadmin,cn=users,dc =prupa|ms,dc|
-~ & Local Users
- Local Groups Admin Password |¢ooouo |
Applications Base DN |dc=prapalms,dc=local |
-4 Application Groups
ol Access Controls User Search Attribute [samAccountiame |
& -1l Endpoint Management User Group Search Attribute [memberof |
--U Resources
(-4 Host Configuration
E‘ < Modify Reset

-J& Host Maintenance
- Monitoring and Reporting

Type andentifier of the External AD/LDAP Authentication SeimeBerver Namdield.

Type the IP address, host name, or FQDN of the AD/LDAP serverHaosthidamefield.
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The default LDAP port number is displayed inRoet field. Please note that you can change this port number as
needed.

Type the admin bind DN in thedmin Bird DNfield e.g.cn=administrator,cn=ers,dc=propalms,dc=com
Type your password in thiédmin Passwordield.

Type the base DN in tHgase DNield e.g.dc=propalms,dc=com

User search attributés given irthe User Search Attributdield, e.g.Samaccountame.

User Group search attribute for the senisrdisplayed itJser Group Search Attributéeld, e.g.MemberOf
NB: The User Group Search Attribute is used to obtain the User GroupgslddAP server.
ClickSubmitto save the configuration data d&tesetto clear all data from this screen.

AD/LDAP Configuration info updated successfully message will be displayed

RADIUS:

@ propalms

Access Made Easy

¥ Propalms VPN Menu
(@ VPN Status

@8 Dash Board
82, Active Users Server Mame |
- VPN Server State
H@ Access Management

Create RADIUS Authentication Server

1P Address/Host Name [

(& VPN Domain Port [1812

i A e Shared Secret |

- Local Users

- Local Groups

b Applications Submit Reset
--_J Application Groups

“els Access Contraols
Type andentifier of the ExternaRADIURwuthentication Servein Server Namdield.
Type the host name, or FQDN of the RAB#drver, in thélost Namefield.

The default RADIUS port number (1812) is displayed iRtinEfield. Please note that you can change this port
number as needed.

Type the administration password of the RADIUS server iSttaeed Secrefield.

ClickSubmitto save the configuration data ¢tesetto clear all data in this screen. Radius configuration info
updated successfully message will be displayed.

NB: TheAD/LDAP and RADIUS users must download the root certificate (cacert.cer) and import itisb dfe
Trusted Root Certification Authorities.
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VPN DOMAIN

The VPN Domain page in the management console provides allows the administrator to define the authentication
and authorization scheme for the VPN, termed as VPN domain. In future versiond, iewossible to add
multiple VPN domains each with own AAA scheme.

AUTHENTICATION SERSE

An administrator can add and use more than oegternal authentication serverA maximum of five
Authentication 8rvers can be configured in cascading manner gusire priority. This means, if user can not be
found in highest priority server, the user is will searched in the lower priority senaos al

To configure the VPN Authentication priority, open the VPN Management Console and eRgaeds
Management Selet VPN Domairfrom the submenu.

@ propalms

s Made Easy

G: Propalms VPN Menu VPN Domain
[1-#% VPN Status

-8 Dash Board

----- 5}, Active Users

..... ] VPN Server State Domain Name :  DefaultDomain
EEJ Access Management
----- VPN Domain

----- 4 Authentication Servers Server at Priority 1 Propalims -

Authentication Servers

""" & Local Groups Server at Priority 2 Native w Delete Server

----- m Applications
—

Simply use the drop down list in the Authentication Servers box to specify the priority order for authenticating
users to the VPN.

You can delete servers from the priority list by usingEtedete Serveoption.

NB:Deleting servers from this list does NOT remove the authentication servers from the system.

AUTHORIZATION SERYER

In case the authentication server cannot provide role/group information for an incoming user, a separate
authorization server can be specilievhich will be used to provide user role information. Authentication servers

like OTP tokens or RSA SecurelD servers may not provide role information to VPN gateway. VPN gateway requires
dzA SNR& NBfS G2 Faaiady | LILX A OladiliicRa) exterdal autiiektiBatiodzaeS/alJor 2 A i K
native groups can be used to decide the role of the user.

The authentication is done with the external authentication server and then the username is searched in the
configured external authorization server.

Authorization servers can also be configured in cascading manner usingribity. A maximum of two
authorization servers can be configured. Selecting the option 'Same as Authentication Server' will cause the
authorization to happen with the authenticaticerver through which theser is authenticated.
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Authorization Servers
Authorization Server 1 Propalms -

Add another Authorization Server

Simply add your chosen Authentication serwgrich is to be used for Authorization search on login.

LOCAL GROUPS

The Administrator can specify a list of native/local groups that are not allowed toildgithe VPN gateway. This
feature can be used when the external authentication server cannot provide any role information and VPN local
groups need to be used to put users into particular roles. In that case specific local groups can be blocked to login
into VPN.

[ APPLICATIONS

Propalms VPN supports services for a wide range of 1maiti TCP/UDP applications. For a lissofmesupported
services, please see Appendix Supported Applications. You can register the services manually or with Auto
Configuraton of Standard Applications. Propalms VPN can automatically detect standard services running on
machines within a given subnet range and list them for service configuration.

While creating new applications, it is common to set a hostname for Applicatiorersor the URL which is not
resolvable from VPN gateway. This can happen either the hostname typed is not correct or the DNS server is not
configured correctly or there is no DNS server at all. In v3.5 when creating applications, the VPN will cleeck if th
hostname specified as Application Server hostname and the hostname/domain name in the Web URL is resolvable
from VPN gateway or not. An error is displayed if the name cannot be resolved. The Administrator can fix the
hostname or they can create host fiatry for the hostname.

CREATE APPLICATION

In the VPN management consglelick AccessManagement > Applications and then clickAdd. The Create
Application screen appears.

Select Auto Configuration of Standard Applicationso automatically scan the LAN and configure available
applications. This option requires LAN range configuration uRESOURCESAN IP RANGE.

Application Name: Application Identifier.
Application Description: Application description.

Application Type: Type of application. This is used to categorize the application under different section when
displaying the application list to users. It is advisedet the correct applicatiotype for the coming up VPN Portal
feature.

Application Address:Hostnameof IP address of the application server. Make sure VPN gateway can resolve the
hostname of the application server. Specify a comma separated list if multiple application servers exists for same
application, along with clustered application option as ddseutibelow.
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Application Port: TCP/IP port on which application server is listening for connections

@ propalms

Access Made Easy

¥ Propalms VPN Menu

. Create Application
=% VPN Status pp
-8 Dash Board
..... #2, Active Users {Auto Configuration of Standard Applications)
""" ] VPN Server State Application Name «Type in Application Mame |
I'_—'IQ Access Management
..... VPN Domain Application Description | |
----- 4 Authentication Servers application Type OTHERS -
----- + Local Users
..... % Local Groups Application Server Address | |
""" m Applications Application Port | |
----- Application Groups
----- Access Controls Web URL | |
[_]---m Endpoint Management Clustered Server -
[#-hil Resources ) )
"‘fﬁf Host Configuration Enable session caching r
J;,‘ Host Maintenance IUses Compression r
[#-{ Monitoring and Reporting Uses Dynamic TCP Port r
Uses Dynamic UDP Port -
Protocol TCP -
Chained Application -

Remote Chained Server Name | |

Add Application to Application Group

Selected Application Groups

Web URL Full URL of the target web server in case the application is a web application. If the URL is specified, the
application will be listed on apipation portal opened on user's machine.

IMPORTANT: The hostname in the URL must be same as application server address specified above or it should
match the application name without spaces.

Clustered Server:Select this option if there are multiple algation servers present in LAN to seri@mote users
and VPN should do round robin based load balancing among the application servers for this application. Multiple
application servers can be specified as a comma separated list in "Application SenessAdiéid.

EnableSession Caching:Select this option to enable sticky session feature when the application is running in
clustered mode.

Uses CompressionEnable compression for this application

Uses Dynamic TCP Porlf the application clientequires connecting to random TCP ports on application server,
select this option to allow all reserved and ephemeral ports to be opened for the specified application server. The
port range can be restricted by creating a restricted port range list unBEQRIRCERESTRICTED PORT RANGE

Uses Dynamic UDP Potf:the application client requires connecting to random UDP ports on application server,
select this option to allow all reserved and ephemeral ports to be opened for the specified application $aever.
port range can be restricted by creating a restricted partge list under RESOURSIRESRICTED PORT RANGE
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Protocot Select application protocol TCP or UDP from the list.

Chained Application Select if the application exists behind a remote VRMwWay and is available over a st
site connection

Remote Chained Server Namein case of chained application, enter hostname/IP address of remote VPN
gateway

You can add this application to an Application Group by clicking oAddeApplication b Application Grougdink.
Please see the Add Application to Application Group section that follows for more information.

ClickSubmitto create the application or clidResetto clear all data from this screen.
A success message confirms that the applicets created.

NB If the applications are created by putting the host name (FQDN) or the IP address of the server in Application
Address and if one of the applications requires a dynamic port, then access of the applications may give erroneous
results. Thus while registering the applications, either use the host name (FQDN) or the IP address in Application
Address consistently. (It is recommended to register the applications, using the host name).

APPLICATION TYPES

APPLICATION TYPE DESCRIPTION

FILESHARE File Share servicedrovides secure access to shared remote folder to the usery

File Transfer Protocol serviceg\llows users to exchange files and perform vario|

FTP ] :
file management operations

Secure Socket Shell serviceallows users to exaite commands/programs in a
SSH remote machine. SSH provides strong authentication and secure channel for
remote access.

Terminal Emulation servicesAllows users to log on to a remote computer and

TELNET
execute programs/commands.

VNC Virtual NetworkComputing services Allows users to access the remote desktop
At any given point of time, there can be only one active VNC session.

WEB Web serviceg Provides secure access to Intranet and Outlook Web Access

Windows Terminal ServerProvides Windws desktop interface on the terminals
WTS GKIFG R2yQd K 08 (KSas OF LI obased (A 54
applications through this interface. Unlike VNC, any number of WTS clients cal

OTHERS Any supported serviceot of the types described above

AUTO CONFIGURATION ®TANDARD APPLIONS

On the Create Application screen, clickAumo Configuration of Standard Applicatiorimk. The defined IP ranges
appear on the screen in thBelect IP Rangkst. Please see thRESOURCESAN IP RANGEection later in this
manualfor additional information on defining IP ranges.

Click on a range in the list. The available IP addresses in the selected range appe&eieché® Address lisin
the opposit side of the screen.
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@ propal ms

'E| :;D:;L“Z;:JN SR Auto Configuration of Standard Applications
- 5
@) Dash Board
g Active Users Select IP Range Select IP Address
- 3l VPN Server State
EQ Access Management
& VPN Domain 10.101.1/10.10.1.20 10.101.2
’j]' Authentication Servers 101013
i Local Users 10.10.1.4
- Local Groups
9 Applications 10.10.1.5
-4 Application Groups 10.10.1.6
~nls Access Controls 10.10.1.9
[_]---m Endpoint Management 10.101.10
- Resources —
- [E] LAN P Range 10.10.1.20

Click on anlP Addressn the list. The standard applications running on the machine appear on the screen.

@ propalms

Access Made Easy

@ Propalms VPN Menu
=% VPN Status

@8 Dash Board

% Active Users
3] VPN Server State
£-F4 Access Management I
@ VPN Domain

'j‘ Authentication Servers F |ht1:p |80 |'|'Cp |_
- Local Users

4 Local Groups |'—:' |5‘T“D |25 |TCP |_
D LTS F |\oc sry |135 |TCP |—
--_J Application Groups - -

iy Access Controls |-—:- |m\croso&_ds |445 |TCP |—

o Erbortvensgenent [© Pesrmre = —

Auto Configuration of Standard Applications
1P Address: 10.10,1,2

Operating System:

Standard Application | Pert | Protocol |Dynamic Protocol

% LAN IP Range F|‘"‘E |3389 |'|'Cp |_
-] Remote Chain Certificate -

--—i Access Filters

-3 Restricted Ports

-4} Host Configuration

& Host Maintenance Select |
(- Monitoring and Reporting

Click on the radio button for the application you want to configure and 8alkctor clickCancelto abort. The
applicaions that have been already configured aret available for selection.

The Create Application screen appears.

Type theapplicationname in theApplication Namefield.

Update the other details as required. Please see the Create Application sectionfabadelitional information.
ClickSubmitto create the application or clidResetto clear all data from this screen.

A success message confirms that the application is created.

NB: It may take few seconds to locate and list the IP addresses and appéicatio
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MODIFYAPPLICATICGN
In the VPN management console, chdcesdManagement> Applications

Click on the check box for the application you want to edit and ®fcklify. The Modify Application screen
appears.

Modify application details as needed. Refo Create Application section while making the entries.

Modify Application Groupsy clicking on théddd/Delete Application Group to Applicatiofplease see the Add
Application to Application Group section that follows).

ClickSubmitto save changes alickResetto cancel the changes made.

DELETE APPLICATION

In the Applications screen described above, click on the box for the Application(s) you want to delete. To select all
applications, click on th€heck alcheck boxes below the table.

ClickDeleteto delete the selected application(s).

When prompted for deletion confirmation, cli€kKto delete the application(s) or cligkancelto abort.

EADD APPLICATION TRPAICATION GROUP

An administrator can organizapplications into Application Groups. Please see the next sedtonmore
information on defining Application Groups. The Application Groups must be created before you can add
Applications to Application Groups.

In either the Create Application screem the Modify Application screen, click on the Add/Delete Application
Group to Application link. The Add/Delete Application Group to Application screen appears
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-
’_é Add/Delete Application group - Windows Internet Explorer = XS |

I Add/ Delete Application Group to Application

I High Security Application Groups Application Groups

server
HS_APPGROUP
Add >>

Delete <<

Basic Security Application Groups Application Groups
EBA_APPGROUP

Add >>

Delete <<

Submit Cancel

L

To add the Application tblS Application Groupsselect theHS Application Group(sh the HS Avplication Groups
table to which this application should belong, and chcld. The selected Application Group(s) move from HS
Application Groups table to the Application Groups table on the opposite side of the screen.

To add the Application tBA Applicéion Groups select theBA Application Group(sh the BA Application Groups
table to which this application should belong, and cAdk. The selected Application Group(s) move from BA
Application Groups table to the Application Groups table on the oppasile of the screen.

ClickSubmitto update the list of selected Application Groups or cligiceko abort.

The Application Group name(s) will be listed in 8edected Application Groups ligy G KA & | LI AOIF GA2Y Q
Application and Modify Applation screens.

NB: Subscription to Application Groups is not applied until after you have clicked the Submit button on the Create
Application or the Modify Application screen.

VAPPLICATION GRGUP

Application Groups allow you to organize applicationsttes basis of function, logistics or any criteria that suits
your organization. VPN Administrator can create two types of Application Groups:

1 HS Application Group
1 BA Application Group

The registered applications can be added to multiple Application Grofipgny type. The User Groups and
Application Groups make it easier to administer access controls. When creating Access Control Lists, the BA User
Groups can be assigned only BA Application Groups whereas the HS User Groups can be assigned both BA and HS
Application Groups.
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CREATE APPLICATIGROGP

In the VPN management console, clidcessManagement> Application Grou. The Create Application Group
screen appearsClickAdd.

A propalms

Access Made Easy

@ Propalms VPN Menu
[]-@% VPN Status

@ Dash Board

""" 82, Active Users Application Group Name  [HS_APPGROUP
----- 3 VPN Server State
E-¥d Access Management Security Level ¥ High
Q VPN Domain

Create Application Group

Select Applications

----- + Local Users Selected Applications %

----- B Applications

----- E Application Groups
----- Access Controls
[_]---Hé Endpoint Management
[=l-hs) Resources :
FE % LAN IP Range Submit Reset

Remote Chain Certificate

Type the group name in th&pplication Group Namdield.
To create aSApplication Group click on the check box fétS To create 8A Application Groupleave it empty.

Click on theSelect Applications linkko add applications to this group (see the next section Add Applications to
Group for more information).

ClickSubmitto create the Application group or cli®esetto clear all data from this screen.

A success message confirms that the Application Group has been created.

ADD APPLICATIONSGROUP
When creating an Application Group, you can add applications to it tissg steps:

On the Create Application Group screen, click on 8etect Applicationdink. The Add/Delete Applications
to/from Application Group screen appears.

@ Add Applications - Windows Internet Explorer | = | = |

Add/ Delete applications to/from application group =

Applications Selected Applications

Intranet

server
Add >> f

Delete <<

m

(To select multiple Applications, press and hold down the CTRL key while dicking on individual
Applications.)

Submit Cancel
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Select theapplicationsn the Applications table that you want to apply to this group aflickAdd. The selected
applications move from the Applications table to the Selected Applications table on the opposite side of the
screen.

ClickSubmitto select the applications for this group, or click Cancel to abort.

The popup window will close aride name of the applications will appear in tBelected Applicationdox on the
Create Application Groupage.

ClickSubmitto save changes or clietesetto remove all data from the screen.

NB: Changes to Application Groups are not applied until afterhave clicked the Submit button on the Create
Application Group or the Modify Application Group screen.

MODIFYAPPLICATION GROUP

In the VPN management consplexpand Access Management Application Group. The Modify Application
Group screen appears.

@ propalm

Access Made Easy

%_Z;D:;E;;m L Application Groups
@ Dash Board
----- 2, Active Users Search Application Groups
----- 3] VPN Server State | | Show
I'_—'IEJ Access Management
Q VPN Domain Enter comma separated Application Group names or (*) for all Application Groups
----- 4/ Authentication Servers List of Application Groups
----- + Local Users # lication G Na s ity L 1
----- ‘& Local Groups L TOUP Tamne by
..... ) applications r BA_APPGROUP Basic
----- E Application Groups I HS_APPGROUP High
----- Access Controls r )
server High
[_]---HA Endpoint Management
- Resources [ Checkall
-2~'| LAN IP Range 3
Add Mod Delete
|| Remote Chain Certificate gay ==
i Access Filters

Type the Application Group name in ti8=arch Applicationdield. If entering multiple names, separate names
with a comma. Typet] to view all Application Group names.

ClickShowto view the search results.

Click on the check box for the Application Groou want to edit and clicklodify. The Modify Application Group
screen appears.
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@ propalms

Access Made Easy

¥ Propaims VPN Menu . L.
£1-@9 VBN Status Modify Application Group

@) Dash Board
- % Active Users
- aﬁ VEN Server State Application Group Mame : HS_APPGROUP

El@ Access Management Applications Selected Applications
= @ VPN Domain Intranet gerver

- & Local Users
g Local Groups
) appications Delete <<
~1_] Application Groups

& E Access Controls

E]--m Endpoint Management

Add ==

Resources

Submit G |
% LAN TP Range o =S
~["1 Remote Chain Certificate

To add application(s) to the group, select names fromAbpelicationstable and clickAdd. Added applications will
be listed in theSelected Applicationsable.

To delge applications from the Application Group, select applications from3b&ected Applicationgable and
clickDelete. The applications will return to the Applications table on the opposite side of the screen.

ClickSubmitto update the list of applicatiomfor this group or clickanceto abort.

DELETE APPLICATIGROGP

When in theApplication Groupscreen, click on the checkbox for the Application Group(s) you want to delete. To
select all Application Groups, click on fBkeck alcheckbox below the tale.

ClickDeleteto delete the selected Application Group(s).

When prompted for deletion confirmation, cli€kKto delete the group(s) or clidRancelo abort.

VACCESS CONTROL

Access Controls manage the availability of services to users in accondgha®rporate policies. Access Controls

are specified for User Groups. A User Group is assigned one or more Application Groups as needed. This gives the
Users in the User Groups access to Applications in the assigned Application Groups. When creaing dxtoal

Lists, Access Filters can be applied for imposing-tastictions on access to applications.

Access Controls can be created for Native, LDAP/ADS, and RADIUS User Groups. The Native User Groups include
the default User Groups, and all other Bi®l BA User Groups created by VPN Administrator. Please see the User
Group section for more information on User Groups.

The Access Control Lists for BA User Groups, LDAP/ADS User Groups, and DEFAULT_RADIUS_USER_GROUP car
include only BA Application Groupthe Access Control Lists of HS User Group can include both BA and HS
Application Groups.
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When a user logs on, the Access Control Lists specified for the User Groups to which he belongs are activated so
that the user can have access to permitted applmagi

Local Active Directory
VPN User VPN User

8

Local Group ADGroup

Application
Groups

v

NB: When a High Security User logs on with Certificate and Password, the Access Control Lists specified for the
subscribedHS Users Groups are activated. And when he/she logs on with Login ID and Password, the Access Control
Lists specified for the subscribed BA User Groups are activated.

ECREATE ACCESS CONTRO

In the VPN management consolelick Access Managemenand then ©iooseAccess ControlClick on theAdd
button.

The bllowing default groups can be used for authorization when usiogl database(Native).

DEFAULT_USER_GRQAJRisers and groups
SYSTEMAIl Seclity Officers and administrators.
DEFAULT_BA_USER_GRQ@U users authenticating with basic username/password/token

The following default group can be used for authorization when usiig. DAPserver:

All GroupsAll groups exiting on Ad/LDAP server. In this case the application group would be avaialyleiser
authorized by AD/LDAP server.

The following default group is used for authorization when uBA®IUServer:
DEFAULT_RADIUS USER_GRAIUers authenticated and authorized by RADIUS server.

Select the authorization server to fetch the groligi. Select "Native" to use the VPN local database groups or
dropdown the list to select a previously configured authentication server.

Click on the Select User Group drgwn arrow and select thelser Grougrom the list.
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Create Access Control Create Access Control

Select Authorization Server to get Group List Propalms - Select Authorization Server to get Group List Mative -
Select User Group WPNusers - Select User Group TestGroupBA -
Select Application group and Access filter Select Application group and Access filter
# Application Group Access Filter # Application Group Access Filter
r BA_APPGROUP ANY_TIME = r BA_APPGROUP ANY_TIME -
Submit Cancel Submit Cancel

Click in the check box for thapplication Group(Application Group column) to which you want to apply access
control (you may select multiple groups at one time). The Application Groups already assigned to a User Group are
not shown in the list. Only BApplication Groups are shown in the list for BA, AD/LDAP, and RADIUS User Groups.

Click on theAccess Filtedrop-down arrow and select the access filter you wish to assign for the Application Group
in the same row. The users belonging to the selected BGseup can now access the applications in the
Application Group during the time slptovided by the access filter.

ClickSubmitto create access control or cliBlesetto clear all data from the screen.

A success message confirms that the access costooéated.

'EDIT ACCESS CONTROL
In the VPN management consolelickAccess Management Access Controls

Type the access control name in tBearch Access Contriiéld. If entering multiple names, separate names with
a comma. Type*] to view all accessontrol names.

ClickShowto view the search results.
Click on the check box for tteecess controyou want to edit.
Click on theAccess Filtedrop-down arrow for the access control(s), and edit the filter data.

ClickModify to update the access comtl(s). You can modify multiple access controls at the same time.

 DELETE ACCESS CONTRO
When in theEdit Access Contracreen, click on the check box for the access control(s) you want to delete.
ClickDeleteto delete the selected access control(s).

When prompted for deletion confirmation, clidBKto delete the access control(s) or cliCknceto abort.
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ENDPOINT POLIGANAGEMENT

PropalmsVPNhasA Yy ONB | a SR LINR RdzOG A @A G @
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protection.

Host Scan policies enable scanning the endpoints for specified 3rd party products or information.

With Propalms VPNoy can creatdollowingtype of policies:

Antivirus based
Antispyware based
Firewall based

MAC Address based
IP Address based
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FT2NJ 2RI 8 Qa
virtually connecting to private netwosk But while broader access clearly enhances productivity, it also inherently
widens network exposure to uncontrolled ersiments. For Example: If a remote client machine is infected with
virus/worms/Trojans/spywares, this uavanted traffic is also sent to private network ov@curedconnection. To
effectively control these risks, it is no longer enough to manage accessdpyidentity alone. The safety of the
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These policies can be then linked with the secupityfilesdescribed in later sectio(Device ProfiléManagemet).

NB: Endpoint Security is a licensable option on top of Propalms VPN. You have to purchase a valid Endpoint License

in order to enable this feature within Propalms VPN.

Endpoint Security is disabled for Security officers and Administrators.

@ propalms

Access Macle Easy

¥ Propalms VPN Menu
[+]-4% VPN Status
@ Access Management
Em Endpeint Management

Endpoint Security

-1/ Host Scan Polides Enable Endpaint Security
-2} Device Profiles

Resources
% LAN IF Range Enable Host Scan
~|_| Remote Chain Certificate
-—=i Access Filters

-=5 Restricted Ports Submit
<,gi Host Configuration
[0 Host Maintenance

Enable Data Protection

End Point Security feature license is not available.
¥ Endpoint Security Flease contact Propalms sales team at info @propalms. com.

Enable Real Time Monitaring after every

min

CREATHOST SCAROLICY

On the VPN management conspkxpandEndpoint Managementand then chooséHost Scan PoliciesClick on

the Add button.
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A propalms

Access Made Easy

@ Propalms VPN Menu
[+]-4% VPN Status

Q Access Management
m Endpoint Management Policy Name [ <Type in policy name =
i) Endpoint Security

Create Policy

7} Host Scan Policies Policy Type Antivirus

Device Profiles Policy Description
lee) Resources
‘| LAM IP Range Sub-polides

Remote Chain Certificate

i Access Filters Add Antivirus Product Policy

5| Restricted Ports

Host Configuration

2 Host Maintenance

Submit Cancel

PolicyName: Policyidentifier.
Policy Type Select Policy Type
Policy Description Enter Policy descrigin.

b Policies To add sub policy click on the link under $uticies. Please see thdd Product Policysection that
follows for more information.

Sub Policy CopyClick on theCopyunder Subpolicies to copy Supolicyand provide name for the polioyn the
screen that followsclick Submit to add a copy of the spblicy.

Copy policy with name

Palicy name

Submit

Sub Policy EditSelecta sub-policy and clicleditto edit subpolicy.Please see th&dit Product Policgection that
follows for more information.

Sub Policy DeleteSelecta sub-policy and clicloeleteto delete subpolicy.

Remediation Checkthis box If this policy failsto show remediation information/message to user and type in the
appropriate message.

ClickSubmitto create thepolicyor clickCancelo clear all data from this screen.
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A success message confirms that ffudicyis created.

'EDIT POLICY
On the VPN management console, exp&mipointManagement> Host Scan Policies.

Type thepolicyname in theSearchPoliciesfield. If entering multiplenames, separate names with a comma. Type
[*] to view allpolicynames.

ClickShowto view the search results.
Click on'lhe check box for the poligyou want to edit and clicModify. TheModify Policyscreen appears.
Modify policydetails as needed. Reafto CreatePolicysection while making the entries.

ClickSubmitto save changes or cli€kanceto cancel the changes made.

' DELETEOLICY

In the Edit Policyscreen described above, click on the box for Badicies you want to @lete. To select all pdalies,
click on theCheck alcheck boxes below the table.

ClickDeleteto delete the selected policge

When prompted for deletion confirmation, cli€kKto delete thepoliciesor clickCancelo abort.

ADDPRODUCT POLICY

PropalmsVPN Administrator caoreatefollowing type of product Policies Antivirus, Antispyware Firewall, MAC
Address and IP Address

The link under Supolicy on Create Policy screen automatically changes on the basis of Policy Type selection.
Considering Antivirus policy type isleged. In the CreatePolicyscreen or the ModifyPolicyscreen, click on the
AddAntivirus Product Policy lindhe AddAntivirus Product Policscreen appears
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Add Antivirus Product Policy Antivirus Product Policy

Add an Antivirus Product Policy to the Host Policy

Antivirus Policy Name [Mcafee AV | Antivirus Policy Name
Antivirus Vendor McAfes, Inc. - Identifier to the Antivirus Policy.
Product name McAfee VirusScan Professional - Antivirus Vendor
Select an Antivirus Product Vendor.
Select Version 9.x - Equal to or Greater than - SIECEaN ANTTS Froduet Tendor
Product Name
Select a Product from the Antivirus product list from
Product upto date the selected Vendor.
If this rule fails Remediate A Select Version
— - Select the Version for the selected Product.
Tour Antivirus product is out of Selecting 'Any Version' will check for the any version
date. Please update vour Antivirus. for the product.
‘Equal to or Greater than' will check for the same
wersion or higher version. 'Equal to' will check for
the same version of the product.
7l vi . Product upto date
Virus definition update check Enabling this option will check for the Real-Time
virus dat file should not be older than l:l Days - binary update for the Antivirus on the Endpaint
Device,
If this rule fails Remediate - Virus definition update check
Enabling this option will check for the Real-Time
Your Antivirus definitions are out virus definition update for the Antivirus on the
of date. Please update your Device.
Antivirus definitions Specify the number of days/weeks to check for the
- —— definition age.

Last Scan date check

Enabling this aption will chedk for the Last Scan
Last Scan date check Date and Time for the Antivirus on the Device,
Last scan should happened in Days - Specify the number of days/weeks to check when

e |:| Y the last scan was done with the Antivirus on the

Device.
If this rule fails Remediate - Real Time Protection Enabled
Enabling this option will chedk the Status of the
Last scan has been performed too Antivirus on the Device. i.e., whether OnfOff.
many days ago. Please scan your
machine.

Remediate

Selecting Remediate’ for any of the above options
will remediate the Endpoint Device automatically (if
any problem occurs).

Real Time Protection Enabled Show Message to User

IF this rule fails Remediate - Selecting Show Message to User' for any of the
above options will show the message configured for
Real Time Protection of your the option on the Endpoint Device(if any problem
¥ occurs). User should make some kind of actions for
the Device to succeed the Endpoint Security Scan.

Antivirus is disabled. Please enable
it.

Submit Reset

Antivirus PolicyName: Antivirus Policydentifier.
Antivirus Vendor Select Antivirus Vator Name from the list

Product Name Select Product Name from the listhis list populates on the basis of Antivirus Vendor Name
selection.

Select Version Select versiomnd operatorfrom the list. Thissersionlist populates on the basis of Produdame
selection.

Product upto date: Check this to check if product is tgpdate or not. Enter appropriate message in the text box
that follows that you want to display to user in case user machine does not comply with this attribute.

Virus definition update check Check this to check if produetrus definitionis upto date or not.Enter number of
daygweeksthat indicates that your virus definitions should not be older then configured number of days/weeks.
Enter appropriate message in the text box tifiaitows that you want to display to user in case user machine does
not comply with this attribute.

Last scan date checkCheck this to checkldist system scan has happened in configured number of days/weeks
Enter number of days/weeks that indicatesathyourlast system scashould not bemore then configured number

of days/weeks. Enter appropriate message in the text box that follows that you want to display to user in case user
machine does not comply with this attribute.
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Real Time Protection EnabledCheck this to check Real Time Protection for thgroduct isenabledor not. Enter
appropriate message in the text box that follows that you want to display to user in case user machine does not
comply with this attribute.

ClickSubmitto save changes or cli€kanceto cancel the changes made
A success message confirms that the policy is created.

NB: Policy for the Antispyware and Firewall products can be created in the same manner as Antivirus product
policy.

Now considering MAC Adeks policy type is selected. thme Create Policy screen or the Modify Policy screen, click
on the AddMAC AddresPolicy link. The ADMAC Addres®olicy screen appears.

I Add MAC Address Policy MAC Address Policy
Add a MAC Address Policy to the Host Policy
MAC Address Policy Mame | ‘ MAC Address Policy Name
. Identifier to the MAC Address Policy.
2 Alow
Allow
& Allow if active MAC address matches 1. Allow if active MAC address matches : Selecting this option
will allow the User to Login only when the Active MAC Address
Allow if any MAC address matches (MAC Address of the Endpoint Device's network interface from
wihich the connection is made to the VPN). matches with the
@ Block configured ones in this policy.
) 2. Allow if any MAC address matches : Selecting this option will
Block if active MAC address matches allow the User to Login only when any of the MAC Addresses
matches with the configured ones in this policy.
Block if any MAC address matches
Block
MAC Addresses 1. Block if active MAC address matches : Selecting this option

wiill allow the User to Login only when the Active MAC Address
(MAC Address of the Endpoint Device's network interface from
which the connection is made to the VPN). does MOT match
with the configured ones in this policy.

2. Block if any MAC address matches : Selecting this option will
allow the User to Login only when any of the MAC Addresses
does NOT match with the configured ones in this policy.

MAC Addresses

add Dielete Add : Add the MAC Addresses in the format -
AABB:CC:DD:EE:FF|00:11:22:33:44:55
Delete : Delete the added MAC Addresses.

Submit Reset

MAC Address PolicMlame: Enter name of Policy.
Allow/Block: Select one if you wa to allow/block any of the specified MAC Address

MAC AddressesClick onAdd button to add MAC Addresses. Following screen appears.

& Add MAC Address - Windows Intemet Explorer PRSI 4 W

Add MAC Address

11:FA:12:45:99:08

MAC Address

(MAC Address format : MACI|MAC2|MAC3...)

Submit Reset
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Click onSubmit, the MAC address will appear on previous page under MAC Addresses
ClickSubmiton previous pag#o save changes or cli€esetto resetthe changes made.
MAC policy will appear on Create Policy page.

NB: Policy for thdP Addressan be created in the same manneMdAC Addrespolicy.

EDIT PRODUCT POLICY
In the Modify Policyscreen selecta Subpolicy andclick on theEdit TheEdit Product Policgcreen appears.
Modify policy details as needed. Refer to Add Product Policy section while making the entries.
ClickSubmitto save changes or cliétesetto cancel the changes med

NB: Poligesfor the AntispywareFirewall MAC Address and IP Addrégse can bemodifiedin the same manner
as Antivirus product policy.

|DEVICE PROFB.E

Device Profile is a notion to discover security trust level of a connecting device anchutigorize application
access to the device. Device profile is a set of Host Scan policies and an access control list.

DeviceProfilesoverrides(or say restrictsjhe applications access over the applications in the ApplicaBiooups
VPN Administrator gacreatethree types of SecurityProfiles

1 Mandatory Profile
1 QuarantineProfile
1 Normal Profile

VPN Administrator can create only one Quaranfirefile and Mandatory Profile and multiple Normal Profiles

MANDATORY PROFILE

This is a system profile whichrttains a subset of policies that must be satisfied by all connecting endpoints before
the user can login into VPN. Using mandatory profile, administrators can enforce that the connecting endpoint
must complywith certain requirements. An example of MandagdProfile would be enforcing login using company
laptops/desktops only from certain branch office only. Only one mandatory profile is allowed. If the endpoint
machine fails any of the policies of Mandatory Profile, the user is denied login into VPNpAater remediation
information is sent to the user.

A normal device profile policy must exist before a mandatory profile can be created. Mandatory profile does not
contain any access list as it will only enforce the selected host scan policies onadkdevi
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QUARANTINE PROFILE

This profile, when present, will be used for endpsimthich failto fall under any other profiles. This is an optional
system profile which does not contain any policies but just list of application which the user can access if the
endpoint falls in this profile. If no quarantine profile exists and the user does not satisfy any other phafile,

user is denied login into VPN.

Anormal device profile policy must exist before a quarantine profile can be created. A Quarantine ¢wesl not
contain any Host Scan policy list as it is a fallbaciscan profile.

 CREATBROFILE

On the VPN management console, expd&rdipoint Management> Device Profiles.ClickAdd to create a new
profile.

Profile Name: Profile identifier.

SecurityLevel Security Trust Level Identifier. Lower value means higher security trust level. An endpoint is always
scanned again descending order of security trust level.

Mandatory Profile To createMandatory Profilg click on the check box fdlandatory Profle. If Mandatory
Profile is already created then this field will be disabled. You can create only one Mandatory Profile.

Quarantine Profile To createQuarantine Profile click on the check box f@uarantine Profile If Quarantine
Profile is already ceed then this field will be disabled. Only one Quarantine Profile can be created. The Endpoint
machine which fails EPS scanning will fall into this profile.

Profile Description Enter Profile description.

Click on theAdd Policies to Profiléink to addpolicies to this profile (see the next section Add Policies to Profile for
more information).The Policies which are added here must be satisfied by the End Point Devices to fall in this
Device Profile.

Click on theBlock Applications to Profildink to bbck applications to this profile (see the next section Block
Applications to Profile for more informatiorBy default all the applications are allowed to users. The applications
addedherewill be blocked if the user falls into this Device Profile.
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Create Profile

Profile Name <Type in profile name > Security Level 1w
[7] Mandatory Prafile
[C] Quarantine Profile

Profile Description

Policies

Add Policies to Profile

Blocked Applications

Block Applications to Prafile

Browser Cache Settings

[ cache Cleanup

Clear Browser Cache Military standard
Clear Cookies Military standard
Clear Browsing History Military standard
Clear Typed URLs Military standard
Clear Desktop Run History Military standard
Clear Recent File History Military standard
Clear Recyde Bin Contents Military standard

Data Protection Settings

7] Block Clip Baard (Cut, Copy, Paste)

Submit Reset

Browser Cache SettingsWhen enabled VPN will cleanup cache created by browser or other components after
logout from VPN

=A =4 =4 -4 A

1
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Clear Browser Caché®elete temporary internet files created by browser

Clear CookiesDelete stored browser cookies

Clear Browsing HistorDelete history of visited links

Clear Typed URLE®elete history of URLSs typed by user

Clear Desktop Run Historpelete the command executed by user from Run menu item of start menu in
Windows.

Clear Recent File HistorDekte the history created by Windows for recently opened files

Clear Recycle Bin ContentSelete all data in recycle bin

Data Protection Settings If enabled, on a device falling under this profile, access to clipboard will be disabled to
the user and aplications running on the endpoint.

ClickSubmitto create theSecurityProfileor clickResetto clear all data from this screen.

A success message confirms that 8ezurity Profildas been created.
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ADDPOLICIEBOPROFILE
When creating &eviceProfile you can adgbolicies to it using these steps:

On the Creatdrofilescreen, click on thédd Policies tdProfile link. The AddPolicy to Profilescreen appears.

Add Policies to Profile

AntiSpyware Firewall
MAC

Add ->
Mcafee

Remove <-

Submit Cancel

Select thepoliciesin theleft table that you want to apply to thigrofile and clickAdd. The selectegolicies move
from theleft table to theright sidetable on the screen.

ClickSubmitto select the policiesor this profile, or click Cancel to abort.

The popup window will closend the name of the policiesill appear in he Policiesbox on the CreateProfile
page.

ClickSubmitto save changes or clittesetto remove all data from the screen.

NB: Changes tBrofileare not applied until after you have clicked the Submit button on the CRyatde or the
Modify Profilesaeen.

BLOCKAPPLICATIONS PBOFILE
When creating &eviceProfile you can add applications twe blockedusing these steps:

On the CreatéProfile screen, click on theBlock Applicationsto Profile link. The AddBlockApplications to/from
Profilescreen appears.

@ Add Applications - Windows Internet Explorer ‘ =N

Allow/Block applications to/from Profile

Allowed Applications Blocked Applications

Intranet server
Block »>

Allow <=

{To select multiple Applications, press and hold down the CTRL key while dicking on individual
Applications.)

Submit Cancel
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Select theapplicationsn the Applications table that you want tdockand clickAdd. The selected applications
move from the Applications tablen the left sideto the Selected Applications table on thight side of the screen.

Clik Submitto selectthe applications for thiprofile, or clickCanceto abort.

The popup window will close and the name of the applications will appear iAppécationsbox on the Create
Profile page.

ClickSubmitto save changes or cli€kanceto remove all data from the screen.

NB: Changes tBrofileare not applied until after you have clicked the Submit button on the Ckatige or the
Modify Profilescreen.

 MODIFYPROFILE

On the VPN management console, exp&mipointManagement> Device Profiles.

@ propalm 70

Access Made Easy Manual | Support

': Propalms VPN Menu Device Profiles
[+-@% VPN Status

@ Access Management
E| .ﬂ—é Endpoint Management Search Profiles

'_ Endpoint Security | | Show
# Host Scan Policies

Device Profiles E_nter comma separated Profile names or (*) for all Profiles
£soUrces List of Profiles
'| LAM IP Range # Profile Name Profile Security Level Profile Description
Remote Chain Certificate I Mandatory_Profile Mandatory Profile All Policies in this profile must be satisfied
=i Access Filters
@ Restricted Ports I Quarantine_Profile Quarantine Profile This is a failback profile providing limited access to resources
Qi Host Configuration I Trusted_Device i This is a highly trusted profile
2 Host Maintenance
FE-{] Monitoring and Reparting I™ check al
Add Modify Delete

Type the profilmame in theSearchProfilesfield. If entering multiple names, separate names with a comma. Type
[*] to view allprofile names.

ClickShowto view the search results.
Click on the check box for theofile you want to edit and clicModify. TheModify Profile screen appears.
Modify profile details as needed. Refer to Cre&mofilesection while making the entries.

ClickModify to save changes or cli€kanceto cancel the changes made.

 DELETBROFILE

In the Edit Profile screen described above, click on the box for Brefiles you want to delete. To select gtofiles
click on theCheck altheck bobelow the table.

ClickDeleteto delete the selected profiles.

When prompted for deletion confirmation, cli€kKto delete theprofiles or clickCanceko abort.
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RESOURCES

LAN IP RANGE

LAN IP Range works in conjunction with Auto Configuration of Standard Applications (see the Application
Management section earlier ithis chapter) and makes it possible to configure standard services running on the
corporate network. Propalms VPN can automatically detect and list the services running on machines within a
given subnet range. You can select a service from the list ajistee it with Propalms VPN.

CREATE IP RANGE

In the VPN management console, ciRésources 2ANIP RangeThe Create IP Range screen appears.

@ propalms ?on

Access Made Easy Manual | Support

¥ Propalms VPN Menu LAN IP Ra
: nge
[+-@% VPN Status 9

Q Access Management

-/} Endpoint Management Start IP Address I i i |
-zl Resources
i End IP Address | I I I |
(] Remote Chain Certificate subnetMask  [255  |[2s5  |[255 o |
—=i Access Filters oy
‘== Restricted Ports Description b
¢ -4 Host Configuration
[#l-J&) Host Maintenance
(- Monitoring and Reporting Submit Cancel
View/Modify/Delete IP Range
# Start IP Address End IP Address Subnet Mask Description
— 10.10.1.1 10.10.1.20 255.255.255.0 =
I checkall
Modify Delete

Type the first IP address in the range in 8tart IP Addres§eld.
Type the last IP address in the rangéhiea End IP AddresBeld.

NB: To specify single address, enter the same IP in the Start IP Address and End IP Address fields. The IP range
cannot exceed 100 hosts.

Type the subnet mask in tieubnet MaskKield.
Type the range description in th&escripton field.

ClickSubmitto include the new range in Auto Configuration of Standard Applications or@ikel to clear all
data from this screen.

The new range is added.

Important: The defined IP ranges are displayed in the Select IP Range list whagt f@muAuto Configuration of
Standard Application on Create Application screen.
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