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CHAPTER 1  

INTRODUCTION 

OVERVIEW 

 

Propalms VPN is an application-based solution providing secure remote access to your applications and private 

network resources through a secure SSL connection. Propalms VPN allows you to access applications securely over 

the Internet without re-engineering. Propalms VPN is a highly secure, clientless and client based SSL VPN 

application providing access to a wide variety of applications. Propalms VPN provides secure registration and 

enrollment for all network resources.  

This Administrator Guide provides instructions for configuring, deploying and managing the Propalms VPN Server. 

This document is intended for network and security administrators who are familiar with Ethernet and IP 

configuration. 

 

WHAT IS SSL? 

 

The Secure Socket Layer protocol was created by Netscape to ensure secure transactions between web servers and 

browsers. The protocol uses a third party, a Certificate Authority (CA). SSL uses a cryptographic system that uses 

ǘǿƻ ƪŜȅǎ ǘƻ ŜƴŎǊȅǇǘ Řŀǘŀ ҍ ŀ ǇǳōƭƛŎ ƪŜȅ ƪƴƻǿƴ ǘƻ ŜǾŜǊȅƻƴŜ ŀƴŘ ŀ ǇǊƛǾŀǘŜ ƻǊ ǎŜŎǊŜǘ ƪŜȅ ƪƴƻǿƴ ƻƴƭȅ ǘƻ ǘƘŜ ǊŜŎƛǇƛŜƴǘ 

of the message. SSL technology is embedded in all popular browsers and engages automatically when the user 

connects to a web server that is SSL-enabled. When your browser connects to an SSL server, it automatically asks 

the server for a digital Certificate of Authority (CA). This digital certificate positively authenticates the server's 

identity to ensure you will not be sending sensitive data to a hacker or imposter site. The browser also makes sure 

the domain name matches the name on the CA, and that the CA has been generated by a trusted authority and 

bears a valid digital signature. Once the handshake is completed, your browser will automatically encrypt all 

information that you send to the site, before it leaves your computer. 

 

PROPALMS VPN 

 

Propalms VPN provides a flexible and secure way to extend networking resources to virtually any remote user with 

access to the Internet and a Web browser. Remote access based on SSL VPN delivers secure access to network 

resources by establishing an encrypted tunnel across the Internet using a broadband or ISP dialup connection. SSL 

VPN does not require a client for accessing corporate LAN from remotely. The connectivity in between user and 

corporate network will happen through SSL tunnel. SSL VPN administrator can limit access of a user by using access 

controls in SSL-VPN. SSL VPN acts as an application gateway in between user and Corporate LAN. That is when a 
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user accesses an application, request will go to SSL VPN Server and server will route connectivity of user and 

requested Application. 

 

 

PRODUCT FEATURES 

 

DEPLOYMENT SCALABILITY  

¶ Scalable to 200,000 users 

¶ Active-Active N+1 cluster 

¶ Resource based VPN Load balancing with multiple 

load balancer 

¶ Session Persistence: Users do not need to re-

authenticate 

 

 

APPLICATION SUPPORT 

¶ All web based, TCP and UDP based client-server 

applications 

¶ Windows File Shares and Drive Mapping 

¶ Dynamic port based applications 

¶ Special support for RDP virtual channels 

¶ Application load balancing 

¶ Session Caching for load balanced applications 

¶ Per application based compression switch 

 

ACCESS SECURITY FEATURES 

¶ SSL 3.0 and TLS 1.0 

¶ Encryption: Strongest available: DES, 3DES, AES(256), 

RC4 

¶ Authentication: MD-5, SHA-1, RSA 1024, RSA 2048 

¶ Internet network masking and IP address/hostname 

mangling 

¶ Application level gateway and not layer 2 bridging 

¶ Hardened Gateway Operating System 

 

AUTHENTICATION FEATURES 

¶ Authentication based on user identity, endpoint 

identity, endpoint trust level 

¶ Multiple User authentication options: static 

passwords, client certificates, External two factor 

authentication solutions 

¶ Local database with full customization per user, 

password policies, password reset support 

¶ Fully integrated client-certificate based two factor 

authentication server with automatic CA and 

certificate provisioning 

¶ Email based user provisioning 

¶ Authentication method based application access 

control 

¶ Integrates with AD/LDAP/RADIUS 

¶ Automatic fetching of group information from 

AD/LDAP/RADIUS 

¶ Support for multiple Authentication Servers with 

cascading mode 

¶ Support for External Authorization Servers 

 

AUTHORIZATION FEATURES 

¶ Publish applications rather than subnet or network 

¶ Simple access control mechanism 

¶ Access control based on  

o Device identity and profile 

o User Authentication method 

o User Role 

¶ Dynamic policy evaluation based on run time 

information about device, authentication method 

and user role 

¶ Display of allowed applications and availability of the 

application server to users 

¶ Time based restriction policies 

¶ Auto-detection of applications running in corporate 

network 

¶ Scheduled account expiry 

¶ Block specific groups 

 

AUDITING FEATURES 

¶ Complete reporting of user logons and activity 

¶ Information logged includes 

o Time of access 

o Username 

o MAC Address of endpoint 

o IP address of endpoint 

o Application accessed 

o Device Profile 

¶ Logging of endpoint security scans 

¶ Detailed logging per device scans including 

o Policies evaluated for user sessions 

o Current profile of endpoint 

o List of failed policies  

o List of policies for which remediation 

information is sent to user 

¶ Extract logs in CSV format for feeding to third part 

report generation 

¶ Auto-archiving of logs 

¶ Monitor and disconnect live users 

 

ENDPOINT MANAGEMENT 

¶ Support for checking for Antivirus, Firewall and 

Antispyware products 

¶ Real time status check for 

o Virus signature DAT file version 

o Last update time 

o Last scan time 

o Real time protection check 

¶ Support for more than 1100 products 

¶ Support for checking for MAC ID and IP address 

¶ Application control based on device profile 

¶ Mandatory profile for non-avoidable policy checks 

on all endpoints 

¶ Quarantine profile for devices that fails all other 

profile 

¶ Option to block endpoints that fails to comply to 

required policies or option to allow them to login by 

putting them in quarantine profile  

¶ Real time updates about latest virus signature DAT 

file releases by AV/FW vendors are pushed to VPN 

gateway every hour to protect corporate network 

against any zero day attacks 

¶ LƴǘŜƎǊŀǘŜŘ ǿƛǘƘ ht{²!¢ϰ ŜƴŘǇƻƛƴǘ ǎŜŎǳǊƛǘȅ {5Y 

¶ Automatic remediation of endpoints 

 

ACCESS MODES 

¶ Web Portal for easy access by end users 

¶ Clientless VPN with a browser agent for seamless 

access to applications 

¶ No configuration required on end user machines 

¶ Client platforms supported 

o Windows 98/XP/Vista/Windows7 

o Windows server 2003/2008 

o Linux OS 

o MAC OS X PPC/Intel 10.4 and above 

¶ Site to Site access 

 

MANAGEMENT 

¶ Web based management console  

¶ Dashboard with graphical reporting 

¶ Menu driven console interface for system 

configuration 

¶ Wizard driven installation procedure 

¶ Self signed certificate generation 

¶ CLI 

¶ Delegated administration 

¶ Certificate based strong authentication for 

administrators 

¶ Auto checking for configuration errors 

 

GATEWAY FEATURES 

¶ Runs on hardened Linux based platform 

¶ Menu driven console interface for easy configuration 

¶ Can run on any standard or custom hardware 

¶ Runs on Virtualization platforms, VMware, 

XenServer, Hyper-V 

 

/haLbD {hhbΧ 

¶ Kiosk based application portal 

¶ Layer 2 VPN mode 

¶ Integrated 2 factor authentication feature for OTP 

and SMS based authentication 

¶ Endpoint security for Linux and MAC OS X 

¶ VPN client for WinCE and iPhone 
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CHAPTER 2 

PROPALMS VPN COMPONENTS 

PROPALMS OS 

 

Propalms OS is a Linux 2.6 kernel based hardened platform which hosts the required services for running Propalms 

VPN.  Propalms OS is a customized Fedora distribution and is maintained by Propalms Support Team. 

When installed, Propalms OS has a small menu driven interface to manage host configuration like network settings 

modifications or reinstallation of firmware. 

Propalms OS comes on an integrated installer CD or bootable USB drive. The integrated installer is a single click OS 

installer which also installs the VPN software. 

NB: Installing the Propalms OS will erase all existing data off your system without asking about details of partition. 

 

PROPALMS VPN SERVICE 

 

Propalms VPN service is a highly scalable service that provides secure access to corporate applications for incoming 

users. The VPN service is responsible for:- 

1. Encryption/Decryption of all VPN traffic 

2. Session Management 

3. Application Proxy 

4. Policy Management 

5. Audit logging 

The Propalms VPN service is highly scalable in terms of number of users it can handle. It can go from 10 to 

thousands of users utilizing minimum amounts of hardware resources. 

The VPN service uses locally installed Apache service to deliver web pages and a My SQL database to store 

configuration settings. 

 

PROPALMS VPN MANAGEMENT CONSOLE 

 

The VPN has a web based management console for easy and centralized user management, session management, 

policy management and server configuration control. The console also provides a graphical dashboard showing live 

users, license usage, resource usage and important VPN information.  Reports of user activity can be generated 

and downloaded.  The management console has built in granular administrative roles. There are two types of 
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administrators namely Security officers and Administrators. Both security officers and administrators must login 

using certificates generated from the VPN console. 

Propalms VPN management console can be accessed from Propalms VPN home page. Currently Internet Explorer 

7.0, 8.0 and Firefox 3.x are supported and tested browsers. 

 

PROPALMS VPN HOMEPAGE 

 

When the IP address or hostname of the VPN gateway is browsed, it gives the Propalms VPN home page. This 

provides access to VPN on-demand agent, VPN client installers and administration console. 

The home page can be access on URL http://vpngateway_ip_address/ or http://<vpn_hostname>/ 

 

PROPALMS VPN CLIENT 

 

There are two ways to login from your client computer to Propalms VPN. 

1. Clientless Access (Via ActiveX) called On-demand VPN Agent 

For Clientless access, you can use Internet explorer browser and automatically download Propalms VPN 

ActiveX control to your local machine and provide connectivity without using any installable application. 

2. Client Access (Via Propalms VPN Client) ς You need to install Propalms VPN client in local machine. 

Propalms VPN Client is a small footprint self upgrading VPN client that is required to login into Propalms 

VPN server.   The VPN client can be installed from Propalms VPN Home page.  

 

Propalms VPN client is currently supported on the following platforms: 

Microsoft Windows - Windows 98, 2000, XP SP3, Vista, Windows 7 and Windows 2003 platforms.  

Linux OS   - Redhat, Fedora 9,10,11, SUSE, Ubuntu, Debian 

Mac OS   - OS X 10.4, OS X 10.5 (Both PPC and Intel architecture are supported) 

NB: at time of writing Mac OS X 10.6 had not been tested but may work 

    

 

 

 

http://vpngateway_ip_address/
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CHAPTER 3 

VPN INSTALLATION 

Propalms VPN is available as a virtual appliance as well as a software only VPN. 

PROPALMS VPN VIRTUAL APPLIANCE 

 

Propalms VPN is available as a VMware Virtual Appliance that can be run on VMware Player, VMware WorkStation, 

VMware Server and VMware ESX/ESXi Servers. The Virtual Appliance is downloadable from Propalms Website 

(http://www.propalms.com).  Simply extract the image file and import directly into your VMware environment and 

you are ready to go. 

All the functionalities of the virtual appliance are the same as the software version. 

 

PROPALMS VPN AS SOFTWARE VPN 

 

Propalms VPN is also available as software VPN. It is available as a single click integrated installer CD which installs 

both Propalms OS and Propalms VPN on any custom hardware.  The VPN CD installer ISO can be downloaded from 

Propalms Website (http://www.propalms.com). 

Propalms OS is Linux 2.6.xx kernel based platform, hence any hardware that supports Linux is supported by 

Propalms OS. Currently Propalms OS supports only x86 based hardware platform. 

The functionalities of the VPN platform are same irrespective of the underlying platform. 

 

STEPS FOR INSTALLATION OF PROPALMS OS 

 

1. aŀƪŜ ȅƻǳǊ ǎȅǎǘŜƳΩǎ ŦƛǊǎǘ ōƻƻǘŀōƭŜ ŘŜǾƛŎŜ ¦{. ƻǊ /5  

2. Insert Propalms VPN OS installer CD / USB 

3. The installer screen will appear. If you are installing through usb, type usb  

4. Installation procedure starts. Next few steps will ask about OS language and keyboard layout 

5. Installation will start automatically and will take up to 10-15 minutes to complete. 

6. After completion of Installation, remove CD and restart the machine 

 

http://www.propalms.com/
http://www.propalms.com/
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CONFIGURATION OF PROPALMS OS 

 

After completion of installation and restart you will get a prompt to login to gain access to the Propalms OS 

Console ƳŜƴǳΦ ¢ƘŜ ŀŎŎƻǳƴǘ ƴŀƳŜ ƛǎ ΨconsoleadminΩ. The ŘŜŦŀǳƭǘ ǇŀǎǎǿƻǊŘ ŦƻǊ ǘƘŜ ŀŎŎƻǳƴǘ ƛǎ ΨadmiƴŎƻƴǎƻƭŜΩ. The 

administrator has option to change the password for consoleadmin user. Root access to Propalms OS is blocked 

completely. Once authenticated you will see the following Propalms OS Console screen: 

 

 

Choose a number for the configuration option you require and then type your console administrator password.  

ό5ŜŦŀǳƭǘ ǇŀǎǎǿƻǊŘ ƛǎ ΨŀŘƳƛƴŎƻƴǎƻƭŜΩύ 

NETWORK CONFIGURATION 

In this screen you can configure the Ethernet devices for your system.  Choose option 1 to configure Ethernet 

interfaces or 2 to restart the network.  Type R to return to the previous menu options. 

The most common configuration scenarios for Propalms VPN are shown below.  Depending on your chosen 

network configuration you will need to setup your network interfaces to suit. 
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NB:  Propalms VPN installs with a default static IP address of 192.168.1.100. 

The VPN virtual appliance ships with 2 Ethernet interfaces as standard setting the second NIC as DHCP enabled. 

In the Ethernet configuration screen, select the number of the NIC you wish to configure. 

For example: 

To configure the eth1 interface in the screen below simply type 1 then hit return. 

 

Select 1 to manually configure NIC or 2 to configure DHCP option. 

 

Enter the relevant IP information when prompted and choose y to apply the configuration.  The network service 

will restart and you will be prompted to press a key to continue when it is finished. 
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NB: Configuring VPN with static IP is always good practice. 

 

SYSTEM CONFIGURATION 

In this screen the administrator can configure the VPN hostname and name resolution configuration.   

 

1. Set Hostname 

Set Propalms VPN Server hostname.  To configure the hostname choose option 1 then type the fully qualified 

domain name that users will use to access this VPN server and press Enter.  Press any key to continue. 

 

Important: Propalms VPN resolves requests only through hostname. VPN hostname should set before starting 

VPN configuration. If you are changing hostname after configuration of VPN box, this will affect your whole 

VPN set up and need to re-configure existing VPN setup. 

 

2. Manage Hosts File 

Modify VPN Server local host file for name resolution in case a DNS Server is not available.  Type 2 to manage 

hosts file, then 1 to Add hosts entry or 2 to remove hosts entry.   
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 Enter the IP Address <space> FQDN <space> Hostname and press Enter.  Type y to confirm. 

 

 
 

 To remove Host entries simply type the line number you wish to delete and confirm. 

 

3. Configure DNS 

If your DNS servers have not been picked up by DHCP you can add them here.  Type 1 to Add DNS server and 2 

to delete a DNS server.  To add type the IP address of the DNS server and press Enter.  To remove a DNS 

server, choose the line number for the DNS server entry you wish to remove and press Enter. 
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PROPALMS ADMINISTRATION 

In this section the administrator can perform certain system/account recovery options for Propalms VPN. 

 

 

1. Reset Administrator Account 

This feature resets the Security Officer / Administrators certificate on VPN management console and sends a 

new passphrase to the registered email ID of the account.  This feature can be used in case where 

administrator certificate is lost or a user forgets their password. 

 

 

2. Change Console Administration Password 

tǊƻǇŀƭƳǎ ±tb ǎƘƛǇǎ ǿƛǘƘ ŀ ŘŜŦŀǳƭǘ ŎƻƴǎƻƭŜ ŀŎŎƻǳƴǘ ƻŦ ΨconsoleadminΩ ŀƴŘ ǇŀǎǎǿƻǊŘ ΨadminconsoleΩΦ  ¢ƘŜ 

administrator is strongly advised to change this generic password to something secure. 

 

3. Re-install Firmware 

Choose this option to reset your Propalms VPN installation to factory defaults. 

 

 

OTHER CONSOLE OPTIONS 

4. Restart Appliance 

Choose this option to restart the Propalms VPN server. 

 

5. Shutdown Appliance 

Choose this option to shutdown the Propalms VPN server. 

 

0. Go to Shell 

Go to Linux shell for advanced administration or troubleshooting.   

 

Important: Propalms VPN does not require the administrator to have root access to the underlying operating 

system. All installation and configuration can be performed using both the Propalms OS Console (shown above) 

or through the web based management console.  Propalms Support team may require shell access for 

advanced troubleshooting but this is not common. 
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CHAPTER 4 

CONFIGURATION 

VPN SERVICE STATES 

 

The VPN service has three states:- 

1. Boot strap 

2. Configuration 

3. Run 

 

BOOT STRAP STATE 

 

On a freshly installed VPN installation, the VPN service is in System Configuration state, also known as boot-strap 

state. During this stage, admin configures the system settings, including network, license and certificate settings.  

During this stage the first security officer account is created. 

 

CONFIGURATION STATE 

 

In this state, the VPN service is in configuration mode. VPN service will not accept connections from any user other 

than Security Officers and Administrators. 

Once bootstrap state is complete, the VPN service automatically moves to Configuration state. 

Administrators can bring the VPN service from run state to configuration state from administrator console for 

doing system wide changes. 

 

RUN STATE 

 

In this state, the VPN service is fully functional. No critical system wide changes can be performed on VPN system 

during run state.   
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VPN service does not move automatically from configuration state to run state after a fresh configuration. For VPN 

service to go from Configuration state to Run state, you should go to VPN Status > VPN Server State page in the 

management console and switch to Run State. 

 

NEW VPN INSTALLATION 

BOOTSTRAP STATE 

 

After a new installation of Propalms VPN, the VPN service is running in bootstrap mode. The first screen you see in 

this mode is the System Configuration page where you can configure network and license settings.  Follow these 

steps to complete bootstrap stage. 

1. Launch the web browser and go to URL http://vpn_gateway_ip_address/ or http://<vpn_hostname>/ 

 

2. Click on link Administrators link under section VPN Management console 

 

 

 
 

 

3. Read and click the box to accept the Software License Agreement. 

 

4. The Propalms VPN ς System Configuration screen appears where you can specify network and license 

settings. 

 

5. In the Host Configuration section, enter the following information to configure the host settings. 

a. Type the server name in the Host Name field. 

http://vpn_gateway_ip_address/
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b. Type the default gateway in the Default Gateway field. 

c. Type the primary DNS address in the Primary DNS field. 

d. Type the secondary DNS address in the Secondary DNS field. 

 

 

6. In the Interface Configuration section, enter the following information to configure the interface settings. 

a. The interface name will be displayed by default in the Interface Name field, based on the number 

of network cards in the system. For example, if there is only one network card in the system, the 

ƛƴǘŜǊŦŀŎŜ ƴŀƳŜ ǿƛƭƭ ōŜ ŘƛǎǇƭŀȅŜŘ ŀǎ άŜǘƘлέΣ ƛŦ ǘƘŜǊŜ ŀǊŜ ǘǿƻ network cards, the interface name 

ǿƛƭƭ ōŜ ŘƛǎǇƭŀȅŜŘ ŀǎ άŜǘƘмέ ŀƴŘ ǎƻ ƻƴΦ 

b. Type the IP address in the IP Address field. 

c. Type the subnet mask in the Subnet Mask field. 

d. Type the gateway in the Gateway field. 

NB:  If the IP address and gateway is set at the time of installation of Linux in the system before the VPN 

installation, these values will be displayed in the Host name, Default Gateway, Primary DNS, Secondary DNS, IP 

Address, Subnet Mask and Gateway fields by default. You can edit the values if required. 

7. In the Date and Time setting section, enter the following information to configure the date and time 

settings. 

a. To set the date, click on the drop-down arrows and select the Date, Month, and Year from the 

list, corresponding to the Date field. 

b. To set the time, click on the drop-down arrows and select the Hours and Minutes from the list, 

corresponding to the Time field. 

c. Click on the drop-down arrow corresponding to the Time Zone field and select the applicable 

time zone from the list. 



20 

 

8. Configure VPN License. 

 

 
 

a. Type your company name in the Company Name field. 

b. Use System Default License. This is an evaluation license which allows 5 users for 30 days. 

c. Use New License Key.  Choose this option if you have purchased a license for your VPN Server.  

You are required to email the generated product key to info@propalms.com in order to receive 

your license key. 

 

 

9. Click Submit to save the configuration details or click cancel to go back. 

 

10. On clicking the Submit button, the following confirmation screen appears, displaying the entered values. 

 

 

 

11. At this stage you can either Create a New VPN Instance for when you are installing a new VPN server or if 

you have a previous system backup from which you wish to recover then select Restore complete 

configuration from Backup file then Click Continue. 

 

mailto:info@propalms.com
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On completion of System Configuration, the VPN continues through Bootstrap stage, and is ready for a one-time 

registration process. In Bootstrap State, first Security Officer Registration, SMTP Server configuration, Database 

User configuration, and several others tasks are completed, including: 

¶ Register first Security Officer  

¶ Create Root Certificate Authority (CA) Certificate  

¶ Register SSL Certificate for VPN 

¶ Create Signer Certificate  

¶ Create Verifier Certificate  

¶ Create VPN database and database tables  

¶ Register VPN Ports and Apache Ports (port 80/443, 4001, and 4002) 

¶ Create Configuration files  

¶ Enter Configuration State (this change occurs automatically after the Bootstrap process is complete) 

The tasks such as creating CA certificate, Signer Certificate, Verifier Certificate, and many others take place 

internally when you register the necessary details with VPN during server Bootstrap. 

 

 

 

1. Once all of the internal tasks have been completed you will be redirected to the Certificate Authority 

screen. 

 

  

2. In the Certificate Authority Mode section, the Default Propalms Internal CA field is chosen by default. 

This enables the VPN internal Certificate Authority and the VPN server becomes the Certificate Authority. 

Choose External CA if you wish to use a 3
rd

 Party Certificate Authority.   

 

3. Click the Submit button to save the changes made. On clicking the Submit button, the Certificate 

Authority page appears as shown below depending on which option you selected. 
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a. For External CA provide CA Certificate path, CA Private Key path and CA Private Key Password. 

 

b. For Propalms Internal CA fill out the required fields 

 

 
4. You also need to create the Security Officer account on the VPN.  This account provides administrator 

access to the VPN management console where further accounts can be created.  See table below for 

description of each field. 
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FIELD VALUE DESCRIPTION 

Certificate Authority Information 

Company Name <Company Name> Name of the company to which Certificate will be issued. 

Country <Country Name> Name of the country where Certificate will be issued. 

State <State Name> Name of the state where Certificate will be issued. 

City <City Name> Name of the city where Certificate will be issued. 

Validity (days) <No. of Days> Validity period for the Certificate. 

Security Officer Account 

Name < First Security Officer Name> Full name of First Security Officer. 

Email <Username@domain name> Email ID of First Security Officer. 

User ID <User Name> Basic Authentication Login ID for First Security Officer. 

Password <Password> Temporary password for this account.  Security Officer will 

specify their own password on enrollment. 

Biometric data 

required 

 Check this field to enable biometric authentication for the 

First Security Officer. 

SMTP server <SMTP Server Name> SMTP server address to route emails generated by VPN. It 

should be FQDN. 

SMTP port 25 Port number on which SMTP service is configured to listen. 

 

5. On clicking the Submit button, the following screen confirming the registration will appear after a short 

while.  Propalms VPN Server emails Root Certificate (cacert.cer) and a Passphrase to the first Security 

hŦŦƛŎŜǊΩǎ Ŝ-mail address.  You can also copy the passphrase from the registration screen shown below. 
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CONFIGURATION STATE 

Upon successful completion of Bootstrap State, VPN automatically moves into Configuration State. The following 

tasks are completed in Configuration State: 

ω Enroll First Security Officer  

ω Move VPN from Configuration State to Run State 

NB: User Registration and User Enrollment are two different processes. During the User Registration process, the 

User Name and User E-mail Address are registered with VPN and a Passphrase is generated. During the User 

Enrollment process, the Passphrase and a Password, supplied by the User, are registered with VPN, and a user 

Certificate file (.cer) is generated. 

Applications can be added to the server when VPN is in Configuration State. However, users cannot access 

applications until VPN is in Run State. 

VPN sends an email to the first Security Officer account, as registered on the Enterprise Server page, containing a 

Root Certificate, Passphrase, and a link to the VPN home page. The Security Officer can save the Root Certificate 

file (cacert.cer) in a local folder and import it to the list of Trusted Root Certification Authorities in the browser to 

avoid seeing warnings when authenticating. 

 

IMPORT VPN CERTIFICATE (TRUSTED ROOT CERTIFICATION AUTHORITIES) 

 

The Root Certificate (cacert.cer) file can be downloaded by either of the two methods: 

1. Download and open the file included in the e-mail , or  

2. Launch your web browser and type the URL http://<vpn_hostname>/ to access the VPN landing page. 

Click Server Certificate from the Ψ¢ƻ 5ƻǿƴƭƻŀŘΩ section of the VPN page and open the root certificate. 

/ƭƛŎƪ άInstall Certificateέ .ǳǘǘƻƴ ŀƴŘ Ŧƻƭƭƻǿ ƛƴǎǘǊǳŎǘƛƻƴǎ ƳŀƪƛƴƎ ǎǳǊŜ ǘƻ ƛƴǎǘŀƭƭ ǘƘŜ /ŜǊǘƛŦƛŎŀǘŜ ƛƴ άTrusted root 

Certificateέ ǎǘƻǊŜ ƭƻŎŀǘƛƻƴΦ 

If the Certificate is properly installed, you can see installed Certificate in the Trusted Root Certification Authorities 

list in IE.  To view go to Tools menu, click Internet Options. Click on the Content tab, click Certificates, and then 

click on the Trusted Root Certification Authorities tab. 

 

ENROLL FIRST SECURITY OFFICER 

The first Security Officer, whom you registered in the VPN Bootstrap State section earlier, must now be enrolled 

using the Passphrase available in the e-mail generated automatically and sent to the first Security Officer account. 

The password required must be supplied by the first Security Officer. When the Security Officer is successfully 

enrolled, a user Certificate is imported to the local personal certificate store. 

1. Open your web browser and browse to http://<vpn_hostname> 
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2. In order to enroll a user you must install the VPN client or login using ǘƘŜ Ψhƴ-5ŜƳŀƴŘ ±tb !ƎŜƴǘΩ ό/ƭƛŜƴǘƭŜǎǎ 

ActiveX control). 

To download and install the VPN client, click on the link άInstall Propalms VPN client for desktopέ.  You will 

need to download and run the Windows Client to login using certificate based authentication for 

Administrator access. 

 

/ƭƛŎƪ άRunέ ƻƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŎǊŜŜƴ ŀƴŘ ŎƻƳǇƭŜǘŜ ǘƘŜ ƛƴǎǘŀƭƭŀǘƛƻƴ ƻŦ ŎƭƛŜƴǘΦ 

 

3. Double click the desktop icon for Propalms VPN Client and start the client.  In the Server box type the name of 

your VPN server and choose άCertificate Userέ. 

LŦ ȅƻǳ ŀǊŜ ǳǎƛƴƎ ǘƘŜ Ψhƴ-ŘŜƳŀƴŘ ±tb ŀƎŜƴǘΩ ǘƘŜ ǎŜǊǾŜǊ ǾŀƭǳŜ ŘƻŜǎ ƴƻǘ ŀǇǇŜŀǊΦ 
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4. On the Action menu choose Enrollment. 

 

 

5. In the Pass Phrase field, type the Passphrase you received in the e-mail (if you prefer copy and paste the 

Passphrase from the e-mail to this field). 

 

In the Password field, type a password for your Security Officer Account 

In the Confirm Password field, retype the password for confirmation. 

Click on Submit to submit the enrollment information and click on Abort to exit from this screen without 

saving the changes. 

 

NB: you may see a security warning if you are you using the Internal CA and have not imported the Root Certificate 

into the Trusted Root Certificate store on this machine. You can proceed and login without doing this. 

 

LOGIN TO VPN 

Propalms VPN supports two types of Authentication Mechanisms to access services over the network: 

¶ Basic Authentication: This is a weaker authentication mechanism. Users log on using User ID and 

Password. The Low Security Users are authenticated with this mechanism. 
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¶ Certificate Authentication: This is a stronger authentication mechanism. Users log on with Certificate and 

Password. Security officers and Administrators are also authenticated with this mechanism. 

To login as a Security Officer, choose άCertificate Userέ and use the dropdown list under certificates to choose the 

certificate imported during the Enrollment phase. 

Type the password for the Security Officer Account and click login. 

 

The details of the applications and the activities available for this certificate user will be displayed in the 

Applications and Activity tab screens respectively, and the VPN moves to the system tray as an icon. 

 

 

CHANGE PASSWORD 

You are recommended to change your password. 

Your password must be between six and 15 characters long and can contain alphanumerical characters 

¸ƻǳ Ŏŀƴ ŎƘŀƴƎŜ ǇŀǎǎǿƻǊŘ ŜȄǇƛǊȅ ǎŜǘǘƛƴƎǎ ŦǊƻƳ !ŘƳƛƴƛǎǘǊŀǘƻǊ ǇƻǊǘŀƭΦ όCƻǊ ƳƻǊŜ ŘŜǘŀƛƭǎ tƭŜŀǎŜ ǊŜŦŜǊ ά¦ǎŜǊ 

ƳŀƴŀƎŜƳŜƴǘέ ŎƘŀǇǘŜǊύ  

Return to the VPN login screen.  On the Action menu, click Change Password. The Change Password screen 

appears. 
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Click on OK to save the changes made and click cancel to exit the screen without making any changes in the 

password. The following screen will appear after you have changed the password. 

 

Click the OK button and the user needs to login again using the new password, to continue using VPN. 

Important:  If you accidentally lose your password, contact your VPN Administrator. 

 

You can now access the VPN Management Console by browsing to http://<vpn_hostname> 

Choose the άAdministratorsέ link under VPN Management Console to administer the VPN. 

 

 

ENROLL SECOND SECURITY OFFICER AND ADMINISTRATORS 

 

After the first Security Officer is successfully enrolled, he or she can register a second Security Officer and any 

Administrator accounts. 

Once registered, the second Security Officer and the Administrators must enroll themselves, following the steps 

above, substituting the second Security Officer and Administrator data accordingly.  
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CHAPTER 5 

VPN MANAGEMENT 

OVERVIEW 

To perform VPN management function, first login to the VPN as an Administrator or Security Officer then click on 

Administrators from the VPN Management Console section of the VPN page 

NB: A Security Officer or an Administrator logged onto VPN with Basic Authentication will not have access to VPN 

Administration commands. 

The VPN Management Console will appear as shown below.  The console is organized into a navigation tree on the 

left hand side which is logically grouped into the following management sections: 

¶ VPN Status  - Displays real-time information about the VPN 

¶ Access Management - Provides User, Group and Authentication configuration options 

¶ Endpoint Management - Configure Endpoint Security control and enforcement 

¶ Resources  - Miscellaneous settings for use with other admin tasks  

¶ Host Configuration - Server specific settings and configuration 

¶ Host Maintenance - VPN backup, upgrade and licensing options 

¶ Monitoring and Reporting - Reports on User, Admin and Endpoint activities 

 

 

Throughout the console, administrators can use the in-line help feature to assist them with their configuration. 
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VPN Management tasks can only be performed by Administrators and Security Officers. Some of the administrative 

functions include: 

ω Creating/Adding Users 

ω Creating User Groups and organizing Users into User Groups 

ω Creating Applications 

ω Creating Application Groups and organizing registered Applications into Application Groups 

ω Creating Endpoint Security Host Scan Policies and Device Profiles 

ω Assigning Endpoint Security Host Scan Policies to Device Profiles  

ω Organizing registered Applications into Security Profiles  

ω Specifying time-based access restrictions (Access Filters)  

ω Assigning Application Groups to User Groups from (Access Control Lists) 

 

User Groups and Application Groups make it easier to administer access controls. It is much more efficient to 

create User Groups and Application Groups, and then specify privileges for entire groups instead of specifying for 

individual users or applications. 

NB: When a user logs on, the Access Control Lists specified for the subscribed User Groups are activated. This 

enables the user to securely access applications in the assigned Application Groups. 

Other administrative functions include updating selected configuration parameters registered during Bootstrap 

State (such as Network settings, Database password, SMTP, and Proxy server details), specifying authentication 

settings, setting client logout time, and specifying IP ranges for auto configuration of applications. These and other 

functions are explained in more detail within this chapter. 

 

VPN STATUS 

The VPN status section of the console is provided to deliver real-time, relevant information to the administrator to 

assist them to monitor the VPN and user activity on the server as well as force user logout and change system 

configuration state. 

DASHBOARD 

The dashboard serves as the default homepage when launching the VPN Management Console.  It displays the 

following information about Propalms VPN server: 

Live Users    No. of users currently logged into VPN.  

Maximum Allowed   Maximum concurrent users allowed as per license.  

VPN Version    VPN Gateway Software Version.  
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OS Version    VPN Gateway OS Version.  

Endpoint Security Last update  Time when Endpoint Security Product signatures were updated from live 

update server.  

License Information   License details. Pie chart shows license usage  

Resource Usage  Chart shows hardware resource usage. The chart is updated every 5 seconds. 

Latest data is on the right side.  

Latest 5 Important Messages Last 5 administrative changes occurring on the VPN gateway. 

VPN Information  A summary of VPN configuration including hyperlinks to specific areas of the 

system. 

System Information   System time and time since last reboot. 

 

ACTIVE USERS 

From the Active Users window, you can see all concurrent users on the VPN. An Administrator has the power to 

forcefully log out a user from existing session. 

 

 

VPN SERVER STATE 

Propalms VPN server has two running states: Run state and Configuration state.   

When the system is in configuration state, you can do system wide changes like changing database password, 

upgrading license, etc.  When the server is in configuration state, users cannot log into the server and all active 

users are disconnected. 

In Run state, the VPN server is running in normal mode and users can login into the system.  System wide changes 

cannot be done in Run state.   

In the VPN management console, click VPN Status > VPN Server State. The Server State screen appears. 



32 

 

 

Toggle the server state from Run State to Configuration State by clicking on the desired link. 

A success message confirms the Server State change. (It may take a few seconds to change the server state.) 

After changing the server state, the user has to logout from VPN and then login again to continue with the VPN 

activities. 

 

 

ACCESS MANAGEMENT 

The Access Management section is focused on configuring user authentication and application access through the 

VPN gateway.     

LOCAL USERS 

An Administrator must register the users who need to access applications securely over the network. VPN supports 

multiple user roles and permission grouping. The security privilege of users depends on the role they perform. The 

different user roles are: 

ω Security Officer (SO): The most privileged of all VPN users. A Security Officer can create, delete, and 

modify other SOs, Administrators, High Security, and Low Security Users. An SO can also manage the 

Access Control Lists (ACL) for User Groups, as well as manage applications. Only a Security Officer can 

change the Server State, Database Password, and Basic Authentication Method and Enable/Disable SSH. 

ω Administrator (Admin): Administrator can create, delete, and modify other Administrators, High Security, 

and Low Security Users. They can also administer Applications, User Groups, and Application Groups, and 

manage the Access Control Lists ό!/[Ωǎύ ŦƻǊ ¦ǎŜǊ DǊƻǳǇǎΦ !ŘƳƛƴ ǳǎŜǊǎ Ŏŀƴƴƻǘ ŎǊŜŀǘŜΣ ƳƻŘƛŦȅΣ ƻǊ ŘŜƭŜǘŜ ŀ 

Security Officer 

ω High Security Users: High Security Users are Power Users who are authenticated with the stronger 

Certificate-based authentication mechanism. Security Officers and Administrators are Power Users by 

default.  

ω Low Security Users: Low Security Users can be Native, LDAP/ ADS, or RADIUS users who are authenticated 

with the weaker Basic Authentication mechanism.  If you wish to have users login with their Active 

Directory credentials then you do not have to create them an account on the VPN.  See configuring 

Authentication Servers for more information. 

ω Machine Class Users: Machine Class Users are created only in the context of configuring chained VPN. 
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NB: Security Officers, Administrators, and High Security Users can also log on to VPN with Basic Authentication but 

they will NOT have the Power User privileges when they log on with Login ID and Password. 

You can integrate VPN with LDAP, ADS or RADIUS authentication servers. This allows the users registered with 

these servers to log on to VPN with their LDAP, ADS, or RADIUS user accounts. There is no need to create user 

accounts in the VPN server (Native Database) for these users. However, the LDAP, ADS, or RADIUS users have only 

Low Security User privileges. For High Security User privileges, you must create an account for the user in the VPN 

database. 

ADD USERS 

In the Administration menu on the left side of the VPN console, click to expand Access Management, and then 

click Local Users and Add. 

 

 

Username: Enter userΩǎ full name. 

User E-mail Address:  9ƴǘŜǊ ǳǎŜǊΩǎ Ŝ-mail address. 

Administrator E-mail Address:  Enter AdministratorΩǎ 9-mail Address. 

Class:  From the Class drop-down menu select ǘƘŜ ǳǎŜǊΩǎ Ŏƭŀǎǎ ŦǊƻƳ ǘƘŜ ƭƛǎǘΦ Select User, if creating a user. Machine 

Class is relevant only for Chained VPN. 

Role:  On the Role drop-down menu selecǘ ǘƘŜ ǳǎŜǊΩǎ ǊƻƭŜ ŦǊƻƳ ǘƘŜ ƭƛǎǘΦ /ƘƻƻǎŜ ŦǊƻƳ Security Officer, 

Administrator, High Security User, or Low Security User. The default role is Low Security User. 
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Hostname:  The Hostname field is editable only if the Class selected is Machine. A default value 127.0.0.1 is 

displayed for this field otherwise. 

User must change password In next logon:  Check if users wants to change password at login, otherwise keep it 

unchecked. 

Password never expires:  Set for password to not expire. 

Account is disabled:  Administrators can keep an account in disabled state for a time period. Check or uncheck the 

box and change the account status as necessary. 

Account expires on:  Administrator can set a date when the account will automatically expire. After the given date 

the uǎŜǊ ŀŎŎƻǳƴǘ ƛǎ ǎŜǘ ǘƻ άŘƛǎŀōƭŜŘέ.  This option is applicable only for basic authentication and certificate users. 

This option is not applicable to security officers and administrators. 

User ID:  Enter username (this will be used by the user to login as Basic Authenticated User). This field is available 

to all types of users except Machine Class User. 

Password:  ¢ȅǇŜ ǘƘŜ ǳǎŜǊΩǎ ǇŀǎǎǿƻǊŘ ƛƴ the Password field. 

Subscribed User Groups: Subscribe user to a User Group. (Refer Add User to User Group section for more 

information). 

Click Submit to create user or click Reset to clear the data entered in the fields.  

A success message confirms that the user has been created. 

NB: All High Security Users must enroll in order to access VPN. All users must download the root certificate 

(cacert.cer) and import it to the browser, in the list of Trusted Root Certification Authorities. 

EDIT/MODIFY USERS 

In the VPN management console, click Access Management and choose Local Users.  

Type the user name you want to edit in the Search Users field. If entering multiple names, separate names with a 

comma. 

Click Show to display the search results. 

Click on the check box for the user you want to edit and click Modify. The Modify User screen appears. Modify 

values you want to edit and click submit button to save the changes. 

 

DELETE USER 

On the Local Users screen, check the boxes for the user(s) you want to delete. To select all users in the table, click 

on the Check all box below the table. 

Click Delete to delete the selected user(s).  

When prompted for deletion confirmation, click OK to delete user(s) or click Cancel to abort. 
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NB: Security Officers and Administrators cannot delete their own accounts. 

 

RESET PASSPHRASE 

This option allows the administrator to reissue a certificate passphrase to users. The new passphrase will be sent 

ǘƻ ǳǎŜǊΩǎ ǊŜƎƛǎǘŜǊŜŘ ŜƳŀƛƭ L5Φ 

NB: Passphrase recovery is available only for Certificate users. 

On the Local Users screen, click on the check box for the user who needs passphrase recovery. 

Click Reset Passphrase 

The following confirmation screen will appear. 

 

Click OK in the confirmation window to reset the passphrase, or click Cancel to exit.  

A success message confirms that a new Passphrase has been emailed to the specified user.  

While re-enrolling into VPN the user must use the newly e-mailed Passphrase and enter a new password to 

generate a new Certificate.  

The User can now login into VPN, using the new certificate and password. 

 

LOCAL GROUPS 

User Groups allow you to organize Users on the basis of function, logistics or any criteria that suits your 

organization. 

Propalms VPN has three default User Groups: 

¶ SYSTEM 

¶ DEFAULT_USER_GROUP 

¶ DEFAULT_BA_USER_GROUP 

The Security Officers and Administrators belong to SYSTEM group. The other Certificate-based (High Security 

Users) users belong to DEFAULT_USER_GROUP. And the Native Basic Authentication Users (Low Security Users) 

belong to DEFAULT_BA_USER_GROUP. 

Propalms VPN Administrator can create other User Groups of the following types: 
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¶ HS User Group 

¶ BA User Group 

The Native Basic Authentication Users can be subscribed to BA User Group while the High Security Users can be 

subscribed to both HS and BA User Groups. 

NB: The User Groups for the LDAP/ADS users are obtained from the LDAP/ADS servers. The RADIUS users belong to 

DEFAULT_RADIUS_USER_GROUP group. 

 

CREATE USER GROUP 

In the Administration menu on the left side of the VPN console, click Access Management > Local Groups.  Choose 

to Add Local Group. 

 

Type the group name in the User Group Name field. 

Type the group description in the User Group Description field. 

To create a HS User Group, click on the check box for High Security. To create a BA User Group, leave it empty. 

Click Submit to create the User Group or click Reset to clear all data in this screen. 

A success message confirms that the User Group has been created. 

DELETE USER GROUP 

In the Local Groups screen, click on the box for the User Group(s) you want to delete. To select all groups, click on 

the Check all box below the table.  

Click Delete to delete the selected group(s).  

When prompted for deletion confirmation, click OK to delete the group(s) or click Cancel to abort. 
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ADD USER TO USER GROUP 

Low Security Users belong to DEFAULT_BA_USER_GROUP by default, and High Security Users to 

DEFAULT_USER_GROUP.  

Security Officers and Administrators belong to SYSTEM group by default.  

Propalms VPN Administrator can create other User Groups of type HS (High Security) User Group or BA (Basic 

Authentication) User Group, and add the registered users to these groups.  

A Low Security User can belong to multiple BA User Groups while a High Security User can belong to multiple HS 

and BA User Groups. Users can access the Applications in the Application Groups assigned to the Users Groups to 

which they belong. 

ADD LOW SECURITY USERS TO USER GROUPS 

While in the Create User screen or Modify User screen, click on the Subscribe User to User Group link. The 

Add/Delete user group screen appears. 

 

 

Select the User group(s) in the BA User Groups table to which this user should be subscribed, and click Add. The 

selected user group(s) move from BA User groups table to the User Groups table on the opposite side of the 

screen. 

Click Submit to subscribe the user to the selected user groups or click Cancel to abort. 

The group name(s) will be listed in the Subscribed User Group list ƻƴ ǘƘŜ ǳǎŜǊΩǎ ŀŎŎƻǳƴǘ ǎŎǊŜŜƴΦ 

 

 



38 

 

 

ADD HIGH SECURITY USERS TO USER GROUPS 

While in the Create User screen or Modify User screen, click on the Subscribe User to User Group link. The 

Add/Delete user group screen appears. 

 

 

Select the High Security User Group(s) in the HS User Groups table to which this user should be subscribed, and 

click Add. The selected user group(s) move from HS User groups table to the User Groups table on the opposite 

side of the screen. 

Select the BA User Group(s) in the BA User Groups table to which this user should be subscribed, and click Add. 

The selected user group(s) move from BA User Groups table to the User Groups table on the opposite side of the 

screen. 

Click Submit to subscribe the user to the selected user groups or click Cancel to abort. 

The group name(s) will be listed in the Subscribed User Group list ƻƴ ǘƘŜ ǳǎŜǊΩǎ ŀŎŎƻǳƴǘ ǎŎǊŜŜƴΦ 

 

NB: Subscription to user groups is not applied until after you have completely saved Create User/Edit User data. 

 

MODIFY SUBSCRIPTION TO USER GROUP  

In the Modify User screen, click on the Subscribe User to User Group link. The Add/Delete user group screen 

appears (this screen varies, depending on the user type).  
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To remove the user from any User Groups, select the subscribed User group(s) from which the user should be 

removed in the User Groups table and click Delete. The selected group(s) move from the User groups table to the 

BA User Groups or HS User Groups table on the opposite side of the screen.   

Click Submit to update the list of selected user groups or click Cancel to abort.   

The group name(s) will be listed in the Subscribed User Group list ƻƴ ǘƘƛǎ ǳǎŜǊΩǎ aƻŘƛŦȅ ¦ǎŜǊ ǎŎǊŜŜƴΦ 

 

AUTHENTICATION SERVERS 

As well as having a local database of users who can authenticate to the VPN, you can configure authentication 

servers which will allow integration with LDAP based directories such as Active Directory or RADIUS based 

authentication systems.  Once configured, these Authentication Servers become active in the VPN Domains and 

Access Control pages. 

ADD AUTHENTICATION SERVER 

In the Administration menu on the left side of the VPN console, click to expand Access Management, and then 

click Authentication Servers.  Click Add to specify a new Authentication Server. 

 

AD/LDAP:   

 

Type an identifier of the External AD/LDAP Authentication Server in Server Name field. 

Type the IP address, host name, or FQDN of the AD/LDAP server, in the Host Name field.  
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The default LDAP port number is displayed in the Port field. Please note that you can change this port number as 

needed. 

Type the admin bind DN in the Admin Bind DN field e.g. cn=administrator,cn=Users,dc=propalms,dc=com 

Type your password in the Admin Password field.  

Type the base DN in the Base DN field e.g. dc=propalms,dc=com  

User search attribute is given in the User Search Attribute field, e.g. Samaccountname. 

User Group search attribute for the server is displayed in User Group Search Attribute field, e.g. MemberOf. 

NB:  The User Group Search Attribute is used to obtain the User Groups from AD/LDAP server. 

Click Submit to save the configuration data or Reset to clear all data from this screen.   

AD/LDAP Configuration info updated successfully message will be displayed. 

 

RADIUS: 

 

Type an identifier of the External RADIUS Authentication Server in Server Name field. 

Type the host name, or FQDN of the RADIUS server, in the Host Name field.  

The default RADIUS port number (1812) is displayed in the Port field. Please note that you can change this port 

number as needed.  

Type the administration password of the RADIUS server in the Shared Secret field.  

Click Submit to save the configuration data or Reset to clear all data in this screen. Radius configuration info 

updated successfully message will be displayed. 

NB: The AD/LDAP and RADIUS users must download the root certificate (cacert.cer) and import it to the list of 

Trusted Root Certification Authorities. 
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VPN DOMAIN 

The VPN Domain page in the management console provides allows the administrator to define the authentication 

and authorization scheme for the VPN, termed as VPN domain. In future versions, it will be possible to add 

multiple VPN domains each with own AAA scheme. 

 

AUTHENTICATION SERVERS 

An administrator can add and use more than one external authentication server. A maximum of five 

Authentication Servers can be configured in cascading manner using the priority. This means, if user can not be 

found in highest priority server, the user is will searched in the lower priority servers also. 

To configure the VPN Authentication priority, open the VPN Management Console and expand Access 

Management.  Select VPN Domain from the submenu. 

 

Simply use the drop down list in the Authentication Servers box to specify the priority order for authenticating 

users to the VPN. 

You can delete servers from the priority list by using the Delete Server option. 

NB: Deleting servers from this list does NOT remove the authentication servers from the system. 

 

AUTHORIZATION SERVERS 

In case the authentication server cannot provide role/group information for an incoming user, a separate 

authorization server can be specified which will be used to provide user role information. Authentication servers 

like OTP tokens or RSA SecureID servers may not provide role information to VPN gateway. VPN gateway requires 

ǳǎŜǊΩǎ ǊƻƭŜ ǘƻ ŀǎǎƛƎƴ ŀǇǇƭƛŎŀǘƛƻƴǎ ǘƻ ǘƘŜ ǳǎŜǊΦ ²ƛǘƘ ǎǳŎƘ ǎŜǊǾŜǊǎ ŀƴ additional external authentication server or 

native groups can be used to decide the role of the user. 

The authentication is done with the external authentication server and then the username is searched in the 

configured external authorization server. 

Authorization servers can also be configured in cascading manner using the priority. A maximum of two 

authorization servers can be configured. Selecting the option 'Same as Authentication Server' will cause the 

authorization to happen with the authentication server through which the user is authenticated. 
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Simply add your chosen Authentication server which is to be used for Authorization search on login.  

 

LOCAL GROUPS 

The Administrator can specify a list of native/local groups that are not allowed to login into the VPN gateway. This 

feature can be used when the external authentication server cannot provide any role information and VPN local 

groups need to be used to put users into particular roles. In that case specific local groups can be blocked to login 

into VPN. 

 

APPLICATIONS 

Propalms VPN supports services for a wide range of multi-port TCP/UDP applications. For a list of some supported 

services, please see Appendix E: Supported Applications. You can register the services manually or with Auto 

Configuration of Standard Applications. Propalms VPN can automatically detect standard services running on 

machines within a given subnet range and list them for service configuration.  

While creating new applications, it is common to set a hostname for Application server or the URL which is not 

resolvable from VPN gateway. This can happen either the hostname typed is not correct or the DNS server is not 

configured correctly or there is no DNS server at all. In v3.5 when creating applications, the VPN will check if the 

hostname specified as Application Server hostname and the hostname/domain name in the Web URL is resolvable 

from VPN gateway or not. An error is displayed if the name cannot be resolved. The Administrator can fix the 

hostname or they can create host file entry for the hostname. 

CREATE APPLICATION 

In the VPN management console, click Access Management > Applications and then click Add. The Create 

Application screen appears. 

Select Auto Configuration of Standard Applications to automatically scan the LAN and configure available 

applications. This option requires LAN range configuration under RESOURCES > LAN IP RANGE. 

Application Name:  Application Identifier. 

Application Description:  Application description. 

Application Type:  Type of application. This is used to categorize the application under different section when 

displaying the application list to users. It is advised to set the correct application type for the coming up VPN Portal 

feature. 

Application Address:  Hostname of IP address of the application server. Make sure VPN gateway can resolve the 

hostname of the application server. Specify a comma separated list if multiple application servers exists for same 

application, along with clustered application option as described below.  
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Application Port:  TCP/IP port on which application server is listening for connections. 

 

 

Web URL:  Full URL of the target web server in case the application is a web application. If the URL is specified, the 

application will be listed on application portal opened on user's machine.  

IMPORTANT: The hostname in the URL must be same as application server address specified above or it should 

match the application name without spaces. 

Clustered Server:  Select this option if there are multiple application servers present in LAN to serve remote users 

and VPN should do round robin based load balancing among the application servers for this application. Multiple 

application servers can be specified as a comma separated list in "Application Server Address" field.  

Enable Session Caching: Select this option to enable sticky session feature when the application is running in 

clustered mode. 

Uses Compression:  Enable compression for this application. 

Uses Dynamic TCP Port:  If the application client requires connecting to random TCP ports on application server, 

select this option to allow all reserved and ephemeral ports to be opened for the specified application server. The 

port range can be restricted by creating a restricted port range list under RESOURCES->RESTRICTED PORT RANGE. 

Uses Dynamic UDP Port: If the application client requires connecting to random UDP ports on application server, 

select this option to allow all reserved and ephemeral ports to be opened for the specified application server. The 

port range can be restricted by creating a restricted port range list under RESOURCES->RESTRICTED PORT RANGE. 
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Protocol:  Select application protocol TCP or UDP from the list. 

Chained Application:  Select if the application exists behind a remote VPN gateway and is available over a site-to-

site connection. 

Remote Chained Server Name:  In case of chained application, enter hostname/IP address of remote VPN 

gateway.  

You can add this application to an Application Group by clicking on the Add Application to Application Group link.  

Please see the Add Application to Application Group section that follows for more information. 

Click Submit to create the application or click Reset to clear all data from this screen. 

A success message confirms that the application is created. 

NB:  If the applications are created by putting the host name (FQDN) or the IP address of the server in Application 

Address and if one of the applications requires a dynamic port, then access of the applications may give erroneous 

results. Thus while registering the applications, either use the host name (FQDN) or the IP address in Application 

Address consistently. (It is recommended to register the applications, using the host name). 

APPLICATION TYPES 

APPLICATION TYPE DESCRIPTION 

FILESHARE File Share services - Provides secure access to shared remote folder to the users. 

FTP File Transfer Protocol services ς Allows users to exchange files and perform various 
file management operations 

SSH 
Secure Socket Shell services ς Allows users to execute commands/programs in a 
remote machine. SSH provides strong authentication and secure channel for 
remote access.  

TELNET Terminal Emulation services ς Allows users to log on to a remote computer and 
execute programs/commands. 

VNC Virtual Network Computing services ς Allows users to access the remote desktop. 
At any given point of time, there can be only one active VNC session. 

WEB Web services ς Provides secure access to Intranet and Outlook Web Access 

WTS 
Windows Terminal Server ς Provides Windows desktop interface on the terminals 
ǘƘŀǘ ŘƻƴΩǘ ƘŀǾŜ ǘƘŜǎŜ ŎŀǇŀōƛƭƛǘƛŜǎΦ ¢ƘŜ ǳǎŜǊǎ Ŏŀƴ ŀŎŎŜǎǎ ²ƛƴŘƻǿǎ-based 
applications through this interface. Unlike VNC, any number of WTS clients can be 
active at a given point of time. 

OTHERS Any supported service not of the types described above 

 

 

AUTO CONFIGURATION OF STANDARD APPLICATIONS 

On the Create Application screen, click on Auto Configuration of Standard Applications link. The defined IP ranges 

appear on the screen in the Select IP Range list. Please see the RESOURCES - LAN IP RANGE section later in this 

manual for additional information on defining IP ranges. 

Click on a range in the list. The available IP addresses in the selected range appear in the Select IP Address list on 

the opposite side of the screen. 
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Click on an IP Address in the list. The standard applications running on the machine appear on the screen. 

 

 

Click on the radio button for the application you want to configure and click Select or click Cancel to abort. The 

applications that have been already configured are not available for selection. 

The Create Application screen appears. 

Type the application name in the Application Name field. 

Update the other details as required. Please see the Create Application section above for additional information. 

Click Submit to create the application or click Reset to clear all data from this screen. 

A success message confirms that the application is created. 

NB: It may take few seconds to locate and list the IP addresses and applications. 
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MODIFY APPLICATIONS 

In the VPN management console, click Access Management > Applications.  

Click on the check box for the application you want to edit and click Modify. The Modify Application screen 

appears. 

Modify application details as needed. Refer to Create Application section while making the entries. 

Modify Application Groups by clicking on the Add/Delete Application Group to Application (please see the Add 

Application to Application Group section that follows). 

Click Submit to save changes or click Reset to cancel the changes made. 

 

DELETE APPLICATION 

In the Applications screen described above, click on the box for the Application(s) you want to delete. To select all 

applications, click on the Check all check boxes below the table.  

Click Delete to delete the selected application(s).  

When prompted for deletion confirmation, click OK to delete the application(s) or click Cancel to abort. 

 

ADD APPLICATION TO APPLICATION GROUP 

An administrator can organize applications into Application Groups. Please see the next section for more 

information on defining Application Groups. The Application Groups must be created before you can add 

Applications to Application Groups.  

In either the Create Application screen or the Modify Application screen, click on the Add/Delete Application 

Group to Application link. The Add/Delete Application Group to Application screen appears 
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To add the Application to HS Application Groups, select the HS Application Group(s) in the HS Application Groups 

table to which this application should belong, and click Add. The selected Application Group(s) move from HS 

Application Groups table to the Application Groups table on the opposite side of the screen. 

To add the Application to BA Application Groups, select the BA Application Group(s) in the BA Application Groups 

table to which this application should belong, and click Add. The selected Application Group(s) move from BA 

Application Groups table to the Application Groups table on the opposite side of the screen. 

Click Submit to update the list of selected Application Groups or click Cancel to abort.   

The Application Group name(s) will be listed in the Selected Application Groups list ƻƴ ǘƘƛǎ ŀǇǇƭƛŎŀǘƛƻƴΩǎ /ǊŜŀǘŜ 

Application and Modify Application screens. 

NB:  Subscription to Application Groups is not applied until after you have clicked the Submit button on the Create 

Application or the Modify Application screen. 

 

 

APPLICATION GROUPS 

Application Groups allow you to organize applications on the basis of function, logistics or any criteria that suits 

your organization. VPN Administrator can create two types of Application Groups: 

¶ HS Application Group 

¶ BA Application Group 

The registered applications can be added to multiple Application Groups of any type. The User Groups and 

Application Groups make it easier to administer access controls. When creating Access Control Lists, the BA User 

Groups can be assigned only BA Application Groups whereas the HS User Groups can be assigned both BA and HS 

Application Groups. 
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 CREATE APPLICATION GROUP 

In the VPN management console, click Access Management > Application Groups. The Create Application Group 

screen appears. Click Add. 

 

Type the group name in the Application Group Name field.  

To create a HS Application Group, click on the check box for HS. To create a BA Application Group, leave it empty. 

Click on the Select Applications link to add applications to this group (see the next section Add Applications to 

Group for more information). 

Click Submit to create the Application group or click Reset to clear all data from this screen.  

A success message confirms that the Application Group has been created. 

 

ADD APPLICATIONS TO GROUP 

When creating an Application Group, you can add applications to it using these steps: 

On the Create Application Group screen, click on the Select Applications link.  The Add/Delete Applications 

to/from Application Group screen appears. 
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Select the applications in the Applications table that you want to apply to this group and click Add.  The selected 

applications move from the Applications table to the Selected Applications table on the opposite side of the 

screen. 

Click Submit to select the applications for this group, or click Cancel to abort. 

The popup window will close and the name of the applications will appear in the Selected Applications box on the 

Create Application Group page. 

Click Submit to save changes or click Reset to remove all data from the screen. 

NB: Changes to Application Groups are not applied until after you have clicked the Submit button on the Create 

Application Group or the Modify Application Group screen. 

 

MODIFY APPLICATION GROUP 

In the VPN management console, expand Access Management > Application Groups. The Modify Application 

Group screen appears. 

 

Type the Application Group name in the Search Applications field. If entering multiple names, separate names 

with a comma. Type [* ] to view all Application Group names. 

Click Show to view the search results.  

Click on the check box for the Application Group you want to edit and click Modify. The Modify Application Group 

screen appears. 
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To add application(s) to the group, select names from the Applications table and click Add. Added applications will 

be listed in the Selected Applications table.   

To delete applications from the Application Group, select applications from the Selected Applications table and 

click Delete. The applications will return to the Applications table on the opposite side of the screen. 

Click Submit to update the list of applications for this group or click Cancel to abort. 

 

DELETE APPLICATION GROUP 

When in the Application Group screen, click on the checkbox for the Application Group(s) you want to delete. To 

select all Application Groups, click on the Check all checkbox below the table.  

Click Delete to delete the selected Application Group(s).  

When prompted for deletion confirmation, click OK to delete the group(s) or click Cancel to abort. 

 

 

ACCESS CONTROL 

Access Controls manage the availability of services to users in accordance with corporate policies. Access Controls 

are specified for User Groups. A User Group is assigned one or more Application Groups as needed. This gives the 

Users in the User Groups access to Applications in the assigned Application Groups. When creating Access Control 

Lists, Access Filters can be applied for imposing time-restrictions on access to applications. 

Access Controls can be created for Native, LDAP/ADS, and RADIUS User Groups. The Native User Groups include 

the default User Groups, and all other HS and BA User Groups created by VPN Administrator. Please see the User 

Group section for more information on User Groups. 

The Access Control Lists for BA User Groups, LDAP/ADS User Groups, and DEFAULT_RADIUS_USER_GROUP can 

include only BA Application Groups. The Access Control Lists of HS User Group can include both BA and HS 

Application Groups.  
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When a user logs on, the Access Control Lists specified for the User Groups to which he belongs are activated so 

that the user can have access to permitted applications. 

 

 

 

 

 

 

 

 

 

 

NB: When a High Security User logs on with Certificate and Password, the Access Control Lists specified for the 

subscribed HS Users Groups are activated. And when he/she logs on with Login ID and Password, the Access Control 

Lists specified for the subscribed BA User Groups are activated. 

 

CREATE ACCESS CONTROL  

In the VPN management console, click Access Management and then choose Access Controls. Click on the Add 

button. 

The following default groups can be used for authorization when using local database (Native):  

DEFAULT_USER_GROUP: All users and groups  

SYSTEM: All Security Officers and administrators. 

DEFAULT_BA_USER_GROUP: All users authenticating with basic username/password/token. 

The following default group can be used for authorization when using AD/LDAP server:  

All Groups: All groups exiting on Ad/LDAP server. In this case the application group would be available to any user 

authorized by AD/LDAP server. 

The following default group is used for authorization when using RADIUS server:  

DEFAULT_RADIUS_USER_GROUP: All users authenticated and authorized by RADIUS server. 

Select the authorization server to fetch the group list. Select "Native" to use the VPN local database groups or 

dropdown the list to select a previously configured authentication server. 

Click on the Select User Group drop-down arrow and select the User Group from the list.  

Local 

VPN User 

Active Directory 

VPN User 

 Local Group  AD Group 

 
Application 

Groups 
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Click in the check box for the Application Group (Application Group column) to which you want to apply access 

control (you may select multiple groups at one time). The Application Groups already assigned to a User Group are 

not shown in the list. Only BA Application Groups are shown in the list for BA, AD/LDAP, and RADIUS User Groups.  

Click on the Access Filter drop-down arrow and select the access filter you wish to assign for the Application Group 

in the same row. The users belonging to the selected User Group can now access the applications in the 

Application Group during the time slot provided by the access filter. 

Click Submit to create access control or click Reset to clear all data from the screen. 

A success message confirms that the access control is created. 

 

EDIT ACCESS CONTROL  

In the VPN management console, click Access Management > Access Controls. 

Type the access control name in the Search Access Control field. If entering multiple names, separate names with 

a comma. Type [* ] to view all access control names. 

Click Show to view the search results. 

Click on the check box for the access control you want to edit.  

Click on the Access Filter drop-down arrow for the access control(s), and edit the filter data.  

Click Modify to update the access control(s). You can modify multiple access controls at the same time. 

 

DELETE ACCESS CONTROL  

When in the Edit Access Control screen, click on the check box for the access control(s) you want to delete.  

Click Delete to delete the selected access control(s). 

When prompted for deletion confirmation, click OK to delete the access control(s) or click Cancel to abort. 
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ENDPOINT POLICY MANAGEMENT 

 

Propalms VPN has ƛƴŎǊŜŀǎŜŘ ǇǊƻŘǳŎǘƛǾƛǘȅ ŦƻǊ ǘƻŘŀȅΩǎ ŜƴǘŜǊǇǊƛǎŜ ōȅ ŜƴŀōƭƛƴƎ ƳƻǊŜ ǳǎŜǊǎ ǘƻ Ǝŀƛƴ ǿƛŘŜǊ ŀŎŎŜǎǎ ōȅ 

virtually connecting to private networks. But while broader access clearly enhances productivity, it also inherently 

widens network exposure to uncontrolled environments. For Example: If a remote client machine is infected with 

virus/worms/Trojans/spy-wares, this un-wanted traffic is also sent to private network over secured connection. To 

effectively control these risks, it is no longer enough to manage access by user identity alone. The safety of the 

ǳǎŜǊΩǎ ŜƴŘ Ǉƻƛƴǘ ŜƴǾƛǊƻƴƳŜƴǘ Ƴǳǎǘ ŀƭǎƻ ōŜ ŜƴǎǳǊŜŘΣ ŀƴŘ ŜƴŦƻǊŎŜ ŀŎŎŜǎǎ ǇƻƭƛŎȅ ōŀǎŜŘ ǳǇƻƴ ǎƻƭƛŘ ŜƴŘ Ǉƻƛƴǘ 

protection.  

Host Scan policies enable scanning the endpoints for specified 3rd party products or information. 

With Propalms VPN you can create following type of policies: 

¶ Antivirus based 

¶ Antispyware based 

¶ Firewall based 

¶ MAC Address based 

¶ IP Address based 

These policies can be then linked with the security profiles described in later section (Device Profile Management). 

NB:  Endpoint Security is a licensable option on top of Propalms VPN.  You have to purchase a valid Endpoint License 

in order to enable this feature within Propalms VPN.  

Endpoint Security is disabled for Security officers and Administrators. 

 

 

 

CREATE HOST SCAN POLICY 

On the VPN management console, expand Endpoint Management and then choose Host Scan Policies.  Click on 

the Add button. 
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Policy Name:  Policy identifier. 

Policy Type:  Select Policy Type. 

Policy Description:  Enter Policy description. 

Sub Policies: To add sub policy click on the link under Sub-policies. Please see the Add Product Policy section that 

follows for more information. 

Sub Policy Copy:  Click on the Copy under Sub-policies to copy Sub-policy and provide name for the policy on the 

screen that follows; click Submit to add a copy of the sub-policy. 

 

Sub Policy Edit:  Select a sub-policy and click Edit to edit sub-policy. Please see the Edit Product Policy section that 

follows for more information. 

Sub Policy Delete:  Select a sub-policy and click Delete to delete sub-policy. 

Remediation:  Check this box If this policy fails to show remediation information/message to user and type in the 

appropriate message. 

Click Submit to create the policy or click Cancel to clear all data from this screen. 
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A success message confirms that the policy is created. 

 

EDIT POLICY 

On the VPN management console, expand Endpoint Management > Host Scan Policies. 

Type the policy name in the Search Policies field. If entering multiple names, separate names with a comma. Type 

[* ] to view all policy names. 

Click Show to view the search results.  

Click on the check box for the policy you want to edit and click Modify. The Modify Policy screen appears. 

Modify policy details as needed. Refer to Create Policy section while making the entries. 

Click Submit to save changes or click Cancel to cancel the changes made. 

 

DELETE POLICY 

In the Edit Policy screen described above, click on the box for the Policies you want to delete. To select all policies, 

click on the Check all check boxes below the table.  

Click Delete to delete the selected policies.  

When prompted for deletion confirmation, click OK to delete the policies or click Cancel to abort. 

 

ADD PRODUCT POLICY 

Propalms VPN Administrator can create following type of product Policies: Antivirus, Antispyware, Firewall, MAC 

Address and IP Address.  

The link under Sub-policy on Create Policy screen automatically changes on the basis of Policy Type selection. 

Considering Antivirus policy type is selected. In the Create Policy screen or the Modify Policy screen, click on the 

Add Antivirus Product Policy link. The Add Antivirus Product Policy screen appears. 
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Antivirus Policy Name:  Antivirus Policy identifier. 

Antivirus Vendor:  Select Antivirus Vendor Name from the list. 

Product Name:  Select Product Name from the list. This list populates on the basis of Antivirus Vendor Name 

selection. 

Select Version:  Select version and operator from the list. This version list populates on the basis of Product Name 

selection. 

Product up to date:  Check this to check if product is up to date or not. Enter appropriate message in the text box 

that follows that you want to display to user in case user machine does not comply with this attribute. 

Virus definition update check:  Check this to check if product virus definition is up to date or not. Enter number of 

days/weeks that indicates that your virus definitions should not be older then configured number of days/weeks. 

Enter appropriate message in the text box that follows that you want to display to user in case user machine does 

not comply with this attribute. 

Last scan date check:  Check this to check if last system scan has happened in configured number of days/weeks. 

Enter number of days/weeks that indicates that your last system scan should not be more then configured number 

of days/weeks. Enter appropriate message in the text box that follows that you want to display to user in case user 

machine does not comply with this attribute. 
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Real Time Protection Enabled:  Check this to check if Real Time Protection for the product is enabled or not. Enter 

appropriate message in the text box that follows that you want to display to user in case user machine does not 

comply with this attribute. 

Click Submit to save changes or click Cancel to cancel the changes made. 

A success message confirms that the policy is created. 

NB:  Policy for the Antispyware and Firewall products can be created in the same manner as Antivirus product 

policy. 

Now considering MAC Address policy type is selected. In the Create Policy screen or the Modify Policy screen, click 

on the Add MAC Address Policy link. The Add MAC Address Policy screen appears. 

 

MAC Address Policy Name:  Enter name of Policy. 

Allow/Block:  Select one if you want to allow/block any of the specified MAC Address. 

MAC Addresses:  Click on Add button to add MAC Addresses. Following screen appears. 
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Click on Submit, the MAC address will appear on previous page under MAC Addresses. 

Click Submit on previous page to save changes or click Reset to reset the changes made.  

MAC policy will appear on Create Policy page. 

NB:  Policy for the IP Address can be created in the same manner as MAC Address policy. 

 

EDIT PRODUCT POLICY   

In the Modify Policy screen, select a Sub-policy and click on the Edit. The Edit Product Policy screen appears. 

Modify policy details as needed. Refer to Add Product Policy section while making the entries. 

Click Submit to save changes or click Reset to cancel the changes made. 

NB:  Policies for the Antispyware, Firewall, MAC Address and IP Address type can be modified in the same manner 

as Antivirus product policy. 

 

DEVICE PROFILES 

 

Device Profile is a notion to discover security trust level of a connecting device and then authorize application 

access to the device. Device profile is a set of Host Scan policies and an access control list. 

Device Profiles overrides (or say restricts) the applications access over the applications in the Application Groups. 

VPN Administrator can create three types of Security Profiles: 

¶ Mandatory Profile 

¶ Quarantine Profile 

¶ Normal Profile 

VPN Administrator can create only one Quarantine Profile and Mandatory Profile and multiple Normal Profiles.  

MANDATORY PROFILE 

This is a system profile which contains a subset of policies that must be satisfied by all connecting endpoints before 

the user can login into VPN. Using mandatory profile, administrators can enforce that the connecting endpoint 

must comply with certain requirements. An example of Mandatory Profile would be enforcing login using company 

laptops/desktops only from certain branch office only.  Only one mandatory profile is allowed. If the endpoint 

machine fails any of the policies of Mandatory Profile, the user is denied login into VPN. Appropriate remediation 

information is sent to the user. 

A normal device profile policy must exist before a mandatory profile can be created. Mandatory profile does not 

contain any access list as it will only enforce the selected host scan policies on all devices. 
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QUARANTINE PROFILE 

This profile, when present, will be used for endpoints which fail to fall under any other profiles. This is an optional 

system profile which does not contain any policies but just list of application which the user can access if the 

endpoint falls in this profile. If no quarantine profile exists and the user does not satisfy any other profile, then 

user is denied login into VPN. 

A normal device profile policy must exist before a quarantine profile can be created.  A Quarantine profile does not 

contain any Host Scan policy list as it is a fallback, no-scan profile. 

CREATE PROFILE 

On the VPN management console, expand Endpoint Management > Device Profiles.  Click Add to create a new 

profile. 

Profile Name:  Profile identifier. 

Security Level:  Security Trust Level Identifier. Lower value means higher security trust level. An endpoint is always 

scanned again descending order of security trust level. 

Mandatory Profile:  To create Mandatory Profile, click on the check box for Mandatory Profile. If Mandatory 

Profile is already created then this field will be disabled. You can create only one Mandatory Profile. 

Quarantine Profile:  To create Quarantine Profile, click on the check box for Quarantine Profile. If Quarantine 

Profile is already created then this field will be disabled. Only one Quarantine Profile can be created. The Endpoint 

machine which fails EPS scanning will fall into this profile. 

Profile Description:  Enter Profile description. 

Click on the Add Policies to Profile link to add policies to this profile (see the next section Add Policies to Profile for 

more information). The Policies which are added here must be satisfied by the End Point Devices to fall in this 

Device Profile. 

Click on the Block Applications to Profile link to block applications to this profile (see the next section Block 

Applications to Profile for more information). By default all the applications are allowed to users. The applications 

added here will be blocked if the user falls into this Device Profile. 
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Browser Cache Settings:  When enabled VPN will cleanup cache created by browser or other components after 

logout from VPN. 

¶ Clear Browser Cache - Delete temporary internet files created by browser  

¶ Clear Cookies - Delete stored browser cookies  

¶ Clear Browsing History - Delete history of visited links  

¶ Clear Typed URLs - Delete history of URLs typed by user  

¶ Clear Desktop Run History - Delete the command executed by user from Run menu item of start menu in 

Windows.  

¶ Clear Recent File History - Delete the history created by Windows for recently opened files  

¶ Clear Recycle Bin Contents - Delete all data in recycle bin 

Data Protection Settings:  If enabled, on a device falling under this profile, access to clipboard will be disabled to 

the user and applications running on the endpoint. 

Click Submit to create the Security Profile or click Reset to clear all data from this screen.  

A success message confirms that the Security Profile has been created. 
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ADD POLICIES TO PROFILE 

When creating a Device Profile, you can add policies to it using these steps: 

On the Create Profile screen, click on the Add Policies to Profile link.  The Add Policy to Profile screen appears. 

 

Select the policies in the left table that you want to apply to this profile and click Add.  The selected policies move 

from the left table to the right side table on the screen. 

Click Submit to select the policies for this profile, or click Cancel to abort. 

The popup window will close and the name of the policies will appear in the Policies box on the Create Profile 

page. 

Click Submit to save changes or click Reset to remove all data from the screen. 

NB: Changes to Profile are not applied until after you have clicked the Submit button on the Create Profile or the 

Modify Profile screen. 

BLOCK APPLICATIONS TO PROFILE 

When creating a Device Profile, you can add applications to be blocked using these steps: 

On the Create Profile screen, click on the Block Applications to Profile link.  The Add/Block Applications to/from 

Profile screen appears. 
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Select the applications in the Applications table that you want to block and click Add.  The selected applications 

move from the Applications table on the left side to the Selected Applications table on the right side of the screen. 

Click Submit to select the applications for this profile, or click Cancel to abort. 

The popup window will close and the name of the applications will appear in the Applications box on the Create 

Profile page. 

Click Submit to save changes or click Cancel to remove all data from the screen. 

NB: Changes to Profile are not applied until after you have clicked the Submit button on the Create Profile or the 

Modify Profile screen. 

MODIFY PROFILE 

On the VPN management console, expand Endpoint Management > Device Profiles.   

 

Type the profile name in the Search Profiles field. If entering multiple names, separate names with a comma. Type 

[* ] to view all profile names. 

Click Show to view the search results.  

Click on the check box for the profile you want to edit and click Modify. The Modify Profile screen appears. 

Modify profile details as needed. Refer to Create Profile section while making the entries. 

Click Modify to save changes or click Cancel to cancel the changes made. 

DELETE PROFILE 

In the Edit Profile screen described above, click on the box for the Profiles you want to delete. To select all profiles, 

click on the Check all check box below the table.  

Click Delete to delete the selected profiles.  

When prompted for deletion confirmation, click OK to delete the profiles or click Cancel to abort. 
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RESOURCES 

LAN IP RANGE 

LAN IP Range works in conjunction with Auto Configuration of Standard Applications (see the Application 

Management section earlier in this chapter) and makes it possible to configure standard services running on the 

corporate network. Propalms VPN can automatically detect and list the services running on machines within a 

given subnet range. You can select a service from the list and register it with Propalms VPN. 

CREATE IP RANGE 

In the VPN management console, click Resources > LAN IP Range. The Create IP Range screen appears. 

 

Type the first IP address in the range in the Start IP Address field. 

Type the last IP address in the range in the End IP Address field. 

NB:  To specify single address, enter the same IP in the Start IP Address and End IP Address fields. The IP range 

cannot exceed 100 hosts. 

Type the subnet mask in the Subnet Mask field. 

Type the range description in the Description field. 

Click Submit to include the new range in Auto Configuration of Standard Applications or click Cancel to clear all 

data from this screen. 

The new range is added. 

Important: The defined IP ranges are displayed in the Select IP Range list when you opt for Auto Configuration of 

Standard Application on Create Application screen. 

 










































