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CHAPTER 1  

INTRODUCTION 

OVERVIEW 

 

Propalms VPN is an application-based solution providing secure remote access to your applications and private 

network resources through a secure SSL connection. Propalms VPN allows you to access applications securely over 

the Internet without re-engineering. Propalms VPN is a highly secure, clientless and client based SSL VPN 

application providing access to a wide variety of applications. Propalms VPN provides secure registration and 

enrollment for all network resources.  

This Administrator Guide provides instructions for configuring, deploying and managing the Propalms VPN Server. 

This document is intended for network and security administrators who are familiar with Ethernet and IP 

configuration. 

 

WHAT IS SSL? 

 

The Secure Socket Layer protocol was created by Netscape to ensure secure transactions between web servers and 

browsers. The protocol uses a third party, a Certificate Authority (CA). SSL uses a cryptographic system that uses 

ǘǿƻ ƪŜȅǎ ǘƻ ŜƴŎǊȅǇǘ Řŀǘŀ ҍ ŀ ǇǳōƭƛŎ ƪŜȅ ƪƴƻǿƴ ǘƻ ŜǾŜǊȅƻƴŜ ŀƴŘ ŀ ǇǊƛǾŀǘŜ ƻǊ ǎŜŎǊŜǘ ƪŜȅ ƪƴƻǿƴ ƻƴƭȅ ǘƻ ǘƘŜ ǊŜŎƛǇƛŜƴǘ 

of the message. SSL technology is embedded in all popular browsers and engages automatically when the user 

connects to a web server that is SSL-enabled. When your browser connects to an SSL server, it automatically asks 

the server for a digital Certificate of Authority (CA). This digital certificate positively authenticates the server's 

identity to ensure you will not be sending sensitive data to a hacker or imposter site. The browser also makes sure 

the domain name matches the name on the CA, and that the CA has been generated by a trusted authority and 

bears a valid digital signature. Once the handshake is completed, your browser will automatically encrypt all 

information that you send to the site, before it leaves your computer. 

 

PROPALMS VPN 

 

Propalms VPN provides a flexible and secure way to extend networking resources to virtually any remote user with 

access to the Internet and a Web browser. Remote access based on SSL VPN delivers secure access to network 

resources by establishing an encrypted tunnel across the Internet using a broadband or ISP dialup connection. SSL 

VPN does not require a client for accessing corporate LAN from remotely. The connectivity in between user and 

corporate network will happen through SSL tunnel. SSL VPN administrator can limit access of a user by using access 

controls in SSL-VPN. SSL VPN acts as an application gateway in between user and Corporate LAN. That is when a 
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user accesses an application, request will go to SSL VPN Server and server will route connectivity of user and 

requested Application. 

 

 

PRODUCT FEATURES 

 

DEPLOYMENT SCALABILITY  

¶ Scalable to 200,000 users 

¶ Active-Active N+1 cluster 

¶ Resource based VPN Load balancing with multiple 

load balancer 

¶ Session Persistence: Users do not need to re-

authenticate 

 

 

APPLICATION SUPPORT 

¶ All web based, TCP and UDP based client-server 

applications 

¶ Windows File Shares and Drive Mapping 

¶ Dynamic port based applications 

¶ Special support for RDP virtual channels 

¶ Application load balancing 

¶ Session Caching for load balanced applications 

¶ Per application based compression switch 

 

ACCESS SECURITY FEATURES 

¶ SSL 3.0 and TLS 1.0 

¶ Encryption: Strongest available: DES, 3DES, AES(256), 

RC4 

¶ Authentication: MD-5, SHA-1, RSA 1024, RSA 2048 

¶ Internet network masking and IP address/hostname 

mangling 

¶ Application level gateway and not layer 2 bridging 

¶ Hardened Gateway Operating System 

 

AUTHENTICATION FEATURES 

¶ Authentication based on user identity, endpoint 

identity, endpoint trust level 

¶ Multiple User authentication options: static 

passwords, client certificates, External two factor 

authentication solutions 

¶ Local database with full customization per user, 

password policies, password reset support 

¶ Fully integrated client-certificate based two factor 

authentication server with automatic CA and 

certificate provisioning 

¶ Email based user provisioning 

¶ Authentication method based application access 

control 

¶ Integrates with AD/LDAP/RADIUS 

¶ Automatic fetching of group information from 

AD/LDAP/RADIUS 

¶ Support for multiple Authentication Servers with 

cascading mode 

¶ Support for External Authorization Servers 

 

AUTHORIZATION FEATURES 

¶ Publish applications rather than subnet or network 

¶ Simple access control mechanism 

¶ Access control based on  

o Device identity and profile 

o User Authentication method 

o User Role 

¶ Dynamic policy evaluation based on run time 

information about device, authentication method 

and user role 

¶ Display of allowed applications and availability of the 

application server to users 

¶ Time based restriction policies 

¶ Auto-detection of applications running in corporate 

network 

¶ Scheduled account expiry 

¶ Block specific groups 

 

AUDITING FEATURES 

¶ Complete reporting of user logons and activity 

¶ Information logged includes 

o Time of access 

o Username 

o MAC Address of endpoint 

o IP address of endpoint 

o Application accessed 

o Device Profile 

¶ Logging of endpoint security scans 

¶ Detailed logging per device scans including 

o Policies evaluated for user sessions 

o Current profile of endpoint 

o List of failed policies  

o List of policies for which remediation 

information is sent to user 

¶ Extract logs in CSV format for feeding to third part 

report generation 

¶ Auto-archiving of logs 

¶ Monitor and disconnect live users 

 

ENDPOINT MANAGEMENT 

¶ Support for checking for Antivirus, Firewall and 

Antispyware products 

¶ Real time status check for 

o Virus signature DAT file version 

o Last update time 

o Last scan time 

o Real time protection check 

¶ Support for more than 1100 products 

¶ Support for checking for MAC ID and IP address 

¶ Application control based on device profile 

¶ Mandatory profile for non-avoidable policy checks 

on all endpoints 

¶ Quarantine profile for devices that fails all other 

profile 

¶ Option to block endpoints that fails to comply to 

required policies or option to allow them to login by 

putting them in quarantine profile  

¶ Real time updates about latest virus signature DAT 

file releases by AV/FW vendors are pushed to VPN 

gateway every hour to protect corporate network 

against any zero day attacks 

¶ LƴǘŜƎǊŀǘŜŘ ǿƛǘƘ ht{²!¢ϰ ŜƴŘǇƻƛƴǘ ǎŜŎǳǊƛǘȅ {5Y 

¶ Automatic remediation of endpoints 

 

ACCESS MODES 

¶ Web Portal for easy access by end users 

¶ Clientless VPN with a browser agent for seamless 

access to applications 

¶ No configuration required on end user machines 

¶ Client platforms supported 

o Windows 98/XP/Vista/Windows7 

o Windows server 2003/2008 

o Linux OS 

o MAC OS X PPC/Intel 10.4 and above 

¶ Site to Site access 

 

MANAGEMENT 

¶ Web based management console  

¶ Dashboard with graphical reporting 

¶ Menu driven console interface for system 

configuration 

¶ Wizard driven installation procedure 

¶ Self signed certificate generation 

¶ CLI 

¶ Delegated administration 

¶ Certificate based strong authentication for 

administrators 

¶ Auto checking for configuration errors 

 

GATEWAY FEATURES 

¶ Runs on hardened Linux based platform 

¶ Menu driven console interface for easy configuration 

¶ Can run on any standard or custom hardware 

¶ Runs on Virtualization platforms, VMware, 

XenServer, Hyper-V 

 

/haLbD {hhbΧ 

¶ Kiosk based application portal 

¶ Layer 2 VPN mode 

¶ Integrated 2 factor authentication feature for OTP 

and SMS based authentication 

¶ Endpoint security for Linux and MAC OS X 

¶ VPN client for WinCE and iPhone 
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CHAPTER 2 

PROPALMS VPN COMPONENTS 

PROPALMS OS 

 

Propalms OS is a Linux 2.6 kernel based hardened platform which hosts the required services for running Propalms 

VPN.  Propalms OS is a customized Fedora distribution and is maintained by Propalms Support Team. 

When installed, Propalms OS has a small menu driven interface to manage host configuration like network settings 

modifications or reinstallation of firmware. 

Propalms OS comes on an integrated installer CD or bootable USB drive. The integrated installer is a single click OS 

installer which also installs the VPN software. 

NB: Installing the Propalms OS will erase all existing data off your system without asking about details of partition. 

 

PROPALMS VPN SERVICE 

 

Propalms VPN service is a highly scalable service that provides secure access to corporate applications for incoming 

users. The VPN service is responsible for:- 

1. Encryption/Decryption of all VPN traffic 

2. Session Management 

3. Application Proxy 

4. Policy Management 

5. Audit logging 

The Propalms VPN service is highly scalable in terms of number of users it can handle. It can go from 10 to 

thousands of users utilizing minimum amounts of hardware resources. 

The VPN service uses locally installed Apache service to deliver web pages and a My SQL database to store 

configuration settings. 

 

PROPALMS VPN MANAGEMENT CONSOLE 

 

The VPN has a web based management console for easy and centralized user management, session management, 

policy management and server configuration control. The console also provides a graphical dashboard showing live 

users, license usage, resource usage and important VPN information.  Reports of user activity can be generated 

and downloaded.  The management console has built in granular administrative roles. There are two types of 
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administrators namely Security officers and Administrators. Both security officers and administrators must login 

using certificates generated from the VPN console. 

Propalms VPN management console can be accessed from Propalms VPN home page. Currently Internet Explorer 

7.0, 8.0 and Firefox 3.x are supported and tested browsers. 

 

PROPALMS VPN HOMEPAGE 

 

When the IP address or hostname of the VPN gateway is browsed, it gives the Propalms VPN home page. This 

provides access to VPN on-demand agent, VPN client installers and administration console. 

The home page can be access on URL http://vpngateway_ip_address/ or http://<vpn_hostname>/ 

 

PROPALMS VPN CLIENT 

 

There are two ways to login from your client computer to Propalms VPN. 

1. Clientless Access (Via ActiveX) called On-demand VPN Agent 

For Clientless access, you can use Internet explorer browser and automatically download Propalms VPN 

ActiveX control to your local machine and provide connectivity without using any installable application. 

2. Client Access (Via Propalms VPN Client) ς You need to install Propalms VPN client in local machine. 

Propalms VPN Client is a small footprint self upgrading VPN client that is required to login into Propalms 

VPN server.   The VPN client can be installed from Propalms VPN Home page.  

 

Propalms VPN client is currently supported on the following platforms: 

Microsoft Windows - Windows 98, 2000, XP SP3, Vista, Windows 7 and Windows 2003 platforms.  

Linux OS   - Redhat, Fedora 9,10,11, SUSE, Ubuntu, Debian 

Mac OS   - OS X 10.4, OS X 10.5 (Both PPC and Intel architecture are supported) 

NB: at time of writing Mac OS X 10.6 had not been tested but may work 

    

 

 

 

http://vpngateway_ip_address/
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CHAPTER 3 

VPN INSTALLATION 

Propalms VPN is available as a virtual appliance as well as a software only VPN. 

PROPALMS VPN VIRTUAL APPLIANCE 

 

Propalms VPN is available as a VMware Virtual Appliance that can be run on VMware Player, VMware WorkStation, 

VMware Server and VMware ESX/ESXi Servers. The Virtual Appliance is downloadable from Propalms Website 

(http://www.propalms.com).  Simply extract the image file and import directly into your VMware environment and 

you are ready to go. 

All the functionalities of the virtual appliance are the same as the software version. 

 

PROPALMS VPN AS SOFTWARE VPN 

 

Propalms VPN is also available as software VPN. It is available as a single click integrated installer CD which installs 

both Propalms OS and Propalms VPN on any custom hardware.  The VPN CD installer ISO can be downloaded from 

Propalms Website (http://www.propalms.com). 

Propalms OS is Linux 2.6.xx kernel based platform, hence any hardware that supports Linux is supported by 

Propalms OS. Currently Propalms OS supports only x86 based hardware platform. 

The functionalities of the VPN platform are same irrespective of the underlying platform. 

 

STEPS FOR INSTALLATION OF PROPALMS OS 

 

1. aŀƪŜ ȅƻǳǊ ǎȅǎǘŜƳΩǎ ŦƛǊǎǘ ōƻƻǘŀōƭŜ ŘŜǾƛŎŜ ¦{. ƻǊ /5  

2. Insert Propalms VPN OS installer CD / USB 

3. The installer screen will appear. If you are installing through usb, type usb  

4. Installation procedure starts. Next few steps will ask about OS language and keyboard layout 

5. Installation will start automatically and will take up to 10-15 minutes to complete. 

6. After completion of Installation, remove CD and restart the machine 

 

http://www.propalms.com/
http://www.propalms.com/
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CONFIGURATION OF PROPALMS OS 

 

After completion of installation and restart you will get a prompt to login to gain access to the Propalms OS 

Console ƳŜƴǳΦ ¢ƘŜ ŀŎŎƻǳƴǘ ƴŀƳŜ ƛǎ ΨconsoleadminΩ. The ŘŜŦŀǳƭǘ ǇŀǎǎǿƻǊŘ ŦƻǊ ǘƘŜ ŀŎŎƻǳƴǘ ƛǎ ΨadmiƴŎƻƴǎƻƭŜΩ. The 

administrator has option to change the password for consoleadmin user. Root access to Propalms OS is blocked 

completely. Once authenticated you will see the following Propalms OS Console screen: 

 

 

Choose a number for the configuration option you require and then type your console administrator password.  

ό5ŜŦŀǳƭǘ ǇŀǎǎǿƻǊŘ ƛǎ ΨŀŘƳƛƴŎƻƴǎƻƭŜΩύ 

NETWORK CONFIGURATION 

In this screen you can configure the Ethernet devices for your system.  Choose option 1 to configure Ethernet 

interfaces or 2 to restart the network.  Type R to return to the previous menu options. 

The most common configuration scenarios for Propalms VPN are shown below.  Depending on your chosen 

network configuration you will need to setup your network interfaces to suit. 
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NB:  Propalms VPN installs with a default static IP address of 192.168.1.100. 

The VPN virtual appliance ships with 2 Ethernet interfaces as standard setting the second NIC as DHCP enabled. 

In the Ethernet configuration screen, select the number of the NIC you wish to configure. 

For example: 

To configure the eth1 interface in the screen below simply type 1 then hit return. 

 

Select 1 to manually configure NIC or 2 to configure DHCP option. 

 

Enter the relevant IP information when prompted and choose y to apply the configuration.  The network service 

will restart and you will be prompted to press a key to continue when it is finished. 
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NB: Configuring VPN with static IP is always good practice. 

 

SYSTEM CONFIGURATION 

In this screen the administrator can configure the VPN hostname and name resolution configuration.   

 

1. Set Hostname 

Set Propalms VPN Server hostname.  To configure the hostname choose option 1 then type the fully qualified 

domain name that users will use to access this VPN server and press Enter.  Press any key to continue. 

 

Important: Propalms VPN resolves requests only through hostname. VPN hostname should set before starting 

VPN configuration. If you are changing hostname after configuration of VPN box, this will affect your whole 

VPN set up and need to re-configure existing VPN setup. 

 

2. Manage Hosts File 

Modify VPN Server local host file for name resolution in case a DNS Server is not available.  Type 2 to manage 

hosts file, then 1 to Add hosts entry or 2 to remove hosts entry.   
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 Enter the IP Address <space> FQDN <space> Hostname and press Enter.  Type y to confirm. 

 

 
 

 To remove Host entries simply type the line number you wish to delete and confirm. 

 

3. Configure DNS 

If your DNS servers have not been picked up by DHCP you can add them here.  Type 1 to Add DNS server and 2 

to delete a DNS server.  To add type the IP address of the DNS server and press Enter.  To remove a DNS 

server, choose the line number for the DNS server entry you wish to remove and press Enter. 
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PROPALMS ADMINISTRATION 

In this section the administrator can perform certain system/account recovery options for Propalms VPN. 

 

 

1. Reset Administrator Account 

This feature resets the Security Officer / Administrators certificate on VPN management console and sends a 

new passphrase to the registered email ID of the account.  This feature can be used in case where 

administrator certificate is lost or a user forgets their password. 

 

 

2. Change Console Administration Password 

tǊƻǇŀƭƳǎ ±tb ǎƘƛǇǎ ǿƛǘƘ ŀ ŘŜŦŀǳƭǘ ŎƻƴǎƻƭŜ ŀŎŎƻǳƴǘ ƻŦ ΨconsoleadminΩ ŀƴŘ ǇŀǎǎǿƻǊŘ ΨadminconsoleΩΦ  ¢ƘŜ 

administrator is strongly advised to change this generic password to something secure. 

 

3. Re-install Firmware 

Choose this option to reset your Propalms VPN installation to factory defaults. 

 

 

OTHER CONSOLE OPTIONS 

4. Restart Appliance 

Choose this option to restart the Propalms VPN server. 

 

5. Shutdown Appliance 

Choose this option to shutdown the Propalms VPN server. 

 

0. Go to Shell 

Go to Linux shell for advanced administration or troubleshooting.   

 

Important: Propalms VPN does not require the administrator to have root access to the underlying operating 

system. All installation and configuration can be performed using both the Propalms OS Console (shown above) 

or through the web based management console.  Propalms Support team may require shell access for 

advanced troubleshooting but this is not common. 
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CHAPTER 4 

CONFIGURATION 

VPN SERVICE STATES 

 

The VPN service has three states:- 

1. Boot strap 

2. Configuration 

3. Run 

 

BOOT STRAP STATE 

 

On a freshly installed VPN installation, the VPN service is in System Configuration state, also known as boot-strap 

state. During this stage, admin configures the system settings, including network, license and certificate settings.  

During this stage the first security officer account is created. 

 

CONFIGURATION STATE 

 

In this state, the VPN service is in configuration mode. VPN service will not accept connections from any user other 

than Security Officers and Administrators. 

Once bootstrap state is complete, the VPN service automatically moves to Configuration state. 

Administrators can bring the VPN service from run state to configuration state from administrator console for 

doing system wide changes. 

 

RUN STATE 

 

In this state, the VPN service is fully functional. No critical system wide changes can be performed on VPN system 

during run state.   
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VPN service does not move automatically from configuration state to run state after a fresh configuration. For VPN 

service to go from Configuration state to Run state, you should go to VPN Status > VPN Server State page in the 

management console and switch to Run State. 

 

NEW VPN INSTALLATION 

BOOTSTRAP STATE 

 

After a new installation of Propalms VPN, the VPN service is running in bootstrap mode. The first screen you see in 

this mode is the System Configuration page where you can configure network and license settings.  Follow these 

steps to complete bootstrap stage. 

1. Launch the web browser and go to URL http://vpn_gateway_ip_address/ or http://<vpn_hostname>/ 

 

2. Click on link Administrators link under section VPN Management console 

 

 

 
 

 

3. Read and click the box to accept the Software License Agreement. 

 

4. The Propalms VPN ς System Configuration screen appears where you can specify network and license 

settings. 

 

5. In the Host Configuration section, enter the following information to configure the host settings. 

a. Type the server name in the Host Name field. 

http://vpn_gateway_ip_address/
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b. Type the default gateway in the Default Gateway field. 

c. Type the primary DNS address in the Primary DNS field. 

d. Type the secondary DNS address in the Secondary DNS field. 

 

 

6. In the Interface Configuration section, enter the following information to configure the interface settings. 

a. The interface name will be displayed by default in the Interface Name field, based on the number 

of network cards in the system. For example, if there is only one network card in the system, the 

ƛƴǘŜǊŦŀŎŜ ƴŀƳŜ ǿƛƭƭ ōŜ ŘƛǎǇƭŀȅŜŘ ŀǎ άŜǘƘлέΣ ƛŦ ǘƘŜǊŜ ŀǊŜ ǘǿƻ network cards, the interface name 

ǿƛƭƭ ōŜ ŘƛǎǇƭŀȅŜŘ ŀǎ άŜǘƘмέ ŀƴŘ ǎƻ ƻƴΦ 

b. Type the IP address in the IP Address field. 

c. Type the subnet mask in the Subnet Mask field. 

d. Type the gateway in the Gateway field. 

NB:  If the IP address and gateway is set at the time of installation of Linux in the system before the VPN 

installation, these values will be displayed in the Host name, Default Gateway, Primary DNS, Secondary DNS, IP 

Address, Subnet Mask and Gateway fields by default. You can edit the values if required. 

7. In the Date and Time setting section, enter the following information to configure the date and time 

settings. 

a. To set the date, click on the drop-down arrows and select the Date, Month, and Year from the 

list, corresponding to the Date field. 

b. To set the time, click on the drop-down arrows and select the Hours and Minutes from the list, 

corresponding to the Time field. 

c. Click on the drop-down arrow corresponding to the Time Zone field and select the applicable 

time zone from the list. 
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8. Configure VPN License. 

 

 
 

a. Type your company name in the Company Name field. 

b. Use System Default License. This is an evaluation license which allows 5 users for 30 days. 

c. Use New License Key.  Choose this option if you have purchased a license for your VPN Server.  

You are required to email the generated product key to info@propalms.com in order to receive 

your license key. 

 

 

9. Click Submit to save the configuration details or click cancel to go back. 

 

10. On clicking the Submit button, the following confirmation screen appears, displaying the entered values. 

 

 

 

11. At this stage you can either Create a New VPN Instance for when you are installing a new VPN server or if 

you have a previous system backup from which you wish to recover then select Restore complete 

configuration from Backup file then Click Continue. 

 

mailto:info@propalms.com































































































































