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CHAPTER

PROPALMY/PNINSTALLATION

PROPALM®S

Propalms OS is a Linux 2.6 kernel based hardened platform which hostgjthedeservices for running Propalms
VPN. Proglms OS is a customized Feddistribution and is maintained by Propalms Support Team.

When installed, Propalms OS has a small menu driven interface to manage host configuration like network settings
modificaions or reinstallation of firmware.

It is available as a single click integrated installer CD which installs both Propalms OS and Propalms VPN on any
custom hardware. The VPN CD installé8O can be downloaded from Propalms Website
(http://www.propalms.conj.

NB:Installing the Propalms Qfll erase all existing data byour system without asking about details of partition.

Propalms VPN is available agidual appliance as well assoftwareonly VPN

PROPALMS VPN VIRTWRPLIANCE

Propalms VPN is available agMwareVirtual Appliarce that can be rumn VMware Player, VMware WorkStation,
VMware Server and VMware HERXiServers. Thé/irtual Applianceis downloadable from Propalms Website
(http://www.propalms.conj. Simply extract the image filend import directly into your VMware environment and
you are ready to go.

All the functionalities of the virtual applianege the same as the software version.


http://www.propalms.com/
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ESTEPS FOR INSTALONTOF PROPALMS OS

WELCOME TO PROPALMS 0S5 3.5.8.6 INSTALLATION

[Harning]
THIS CDROM-USB WILL FORMAT ALL DATA ON YOUR HARD DRIVE AND INSTALL PROPALMS 0S.

Inztallation over serial comsole

To install using a CDROM, enter following command and press enter key:
cdrom console=tty38, {baudrate>

To install using bootable USB, enter following command and press enter key:
usb console=tty5@, {baudrate>

(Baudrate depends upon bios configuration. (2488 to 921G6H8))
Note: If you are installing from a USB drive; Make sure USB drive is detected
as =db i.e. plug the drive in first USB port.

Inztallation over connected Honitor

To install using a CDROM, just press "enter” key to start installation.
To install using a USB drive, enter "ush” and press "enter” key.

Default tiveout iz GBA second=s after which CDROM installation isz started.

1. al 1S &2dzNJ agadsSyQa FANRG o022i0l0fS RSOAOS | {. 2NJ/5

2. Insert Propalms VPN OS installer CD / USB

3. The installer screen will appear. If you are installing through usb, type usb

4, Installation procedure starts. Next few steps will ask about OS langueikegboard layout

5. Installation will start automatically and will tekapproximately 10 minutes to complete, depending on
hardware.

6. After completion of Installation, remove CD and restart the machine

CONFIGURATION OF PROMS OS

After completion ofinstallation and restart you will get prompt to login to gain access to theropalms OS

ConsoleY Sy dzd ¢ KS | OcdasdisadmiyTheRS T A dzf @ LI & & 6 2 NRImY DRI ATRE SR OO 2 dz
administrator has option to change the password for coleadmin user. Root access to Propalms OS is blocked
completely.Once authenticated you will see the following Propalms OS Console screen:



Propalms 0S5 3.5.8.6
Propalms UPN 3.5.8.6

Ethernet Devices:
eth@ [STATIC] 192 .168.1.188
ethil [DHCP1 .18.1.34

Network Configuration
System Configuration
Propalms Administration
Restart Appliance
Shutdown Appliance

Go to Shell

Select one of options above (Numerics onlyd:

Choose a number for the configuration option you require and then type your console administrator password.
(Defad G LI aad62NR Aa WIRYAyO2yaz2tSQo

NETWORK CONFIGURAIO

In this screen yo can configure the Ethernet devices for your system. Choose ofitionconfigure Ethernet
interfaces o2 to restart the network. Typ&to return to the previous menu options.

The most common configuration scenarios for Propalms VPN are shown below. Depending on your chosen
network configuration you will need to setup your network interfaces to suit.

DMZ

¥ ethi ethQ \9)

'/J\‘ eth0 \/
WAN \J LAN WAN Q LAN

RK CONFIGURATION

Ethernet Devices:
ethd [STATIC] 192.168.1.168
ethl [DHCP1] 18.18.1.34

1) Configure Ethernet Device
2) Restart Network
R) Return to main menu

Select one of options abowve:




In the Ethernet configuration screen, select the number of the NIC you wish to configure.
For example:

To configure theethl interface in the screen below simply tyfig¢hen hit return.

ETHERNET CONFIGURATION

Following Ethernet devices found on the system.

ethd [STATIC 192.164.1.1688

Enter the device number to configure it (R to returnl): _

Selectl to manually configure NIC @rto configure DHCP option.

ETH1 DETAILS:

PROTOCOL: DHCP
IPADDR: 18.18.1.34
NETMASK: 255.255.255.8

DEFAULT GATEWAY: 18.18.1.254

1) Manually configure ETH1
Z) Configure DHCP for ETH1
R) Return to previous menu

Select one of options above: _

Enter the relevant IP information when prompted and chogge apply the configuration. The network service
will restart and yowvill be prompted to press a key to continue when it is finished.



ETH1 DETAILS:

PROTOCOL : DHCP
IPADDR: 18.18.1.34
NETMASK: 255.255.255.8

DEFAULT GATEWAY: 18.18.1.254

11 Manuwally configure ETH1
2) Configure DHCP for ETH1
R) Return to previous menu

Select one of options abowve: 1
ethl ifcfg-ethl

Enter IP addres=: 1A.18.1.186R

Enter Netmask: 255.255.8.8

Enter Gateway: 18.18.1.254

Save and apply this configuration? (Y-N): _

SYSTEM CONFIGURATION

In this screen the administrator can configure the VPN hostname and name resolution configuration.

EM CONFIGURATION

Hostname: propalmswvpn

1) Set Hostname

2 Manage Hosts File
3) Configure DNS

R)Y Return to main menu

Select one of options above:

1. SetHostname
Set Propalms VPN Server hostnamieo configure the hostname choose optibthen type the fully qualified
domain name that users will use to access this VPN server andgntess Press any key to continue.

2. ManageHosts File
Modify VPN Server local hoskffior name resolution in case a DIS8rveris not available Type2 to manage
hosts file, thenl to Add hosts entry o2 to remove hosts entry.
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Current HO3STS FILE:

# Do not remove the following line, or wvarious programs
# that require network functionality will fail.
127.8.8.1 propalmsvpn localhost.localdomain

1 localhost6. localdomaind localhostb

1) Add Hosts
Z) Remowve Hosts
R) Return to previous menu

Select one of options above: _

Enter thelP AddressspaceFQDN<space>Hostnameand pres€Enter. Typey to confirm.

Select one of options above: 1

<IP> <FQDN> <HOSTHAME>
Enter Hosts entry in above format (B to returw): 18.18.1.188 webvpn.propalms.com
webwpn_

To remove Host entries simply type the line number you wish to delete and confirm.

Configure DNS

If your DNS servers have nmten picked up by DHCP you can add them h&ggmel to Add DNS server arid
to delete a DNS server. Hald type thelP addressof the DNS server and preEsiter. To remove a DNS
server, choose the line number for the DNS server entry you wish to remove andgmtess

DNS CONFIGURATION

Current DNS C iguration:

1) Add DN3 Servers
21 Remove DN3 Server
R) Return to previous menu

Select one of options above:




PROPALMS ADMINISTRaNI

In this section the administrator can perforcertain system/account recovery options for Propalms VPN.

1) Reset Administrator Account

Z) Change Console fidministration Password
3) Reinstall Firmware

R) Return to main menu

Select one of options above: _

Reset Administrator Account

This feature resets the Security Officer / Administrators certificate on VPN management console and sends a
new passphrase to the registered email ID of the accouthis feature can be used in case where
administrator certificate is lost or a user forgets their password

Change Console Administration Password
Propalms VPN ships with a default console accouritafisoleadmi) I Yy R LAkd@&idconBaRd W ¢ K S
administrator is strongly advised to change this generic password to something secure.

Reinstall Firmware
Choose this option toeset your Propalms VPN installation to factory defaults.

. OTHER CONSOLE OPTIONS

4,

11

RestartAppliance
Choose this option toestart the Propalms VPNerver.

Shutdown Appliance
Choose this option to shutdown the Propalms VPN server.

Go to Shell
Go to Linux shell for advanced administratmmtroubleshooting.
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CHAPTER

PROPALMYPNCONFIGURATION

VPNSERVICE STATES

The VPN service has three states:

1. Boot strap
2. Configuration
3. Run

BOOT STRAP STATE

On a freshly installed VPN installation, the VPN serviceSgstem Configuration state, also knownbet-strap
state. During this stage, admin configures the system settings, including network, license and certificate settings.

During this stagéhe first security office account is created.

CONFIGURATION STATE

In this state, the VPN service is in configuration mode. VPN service will not accept corsfeatioany user other
than Security Officers and Administrators.

Once bootstrap state is complete, the VPN service automatically moves to Configuration state.

Administrators can bring the VPN service from run state to configuration state from administrator console for
doing system wide changes.

[RUN STATE

In this state, the VPN service is fully functional. No critical system wide changes can be performed on VPN system
during run state.
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VPN service does not move automatically from configuration state to run state after a fresh configuration. For VPN
servie to go from Configuration state to Run staymu should go to/PN Status VPNServer Statgpage in the
management consoland switch to Run State.

NEWVPN NSTALLATION

BOOTSTRAP STATE

After anew installation ofPropalmsvPN, the VPN service is runnindpootstrapmode. The first screen you see in
this mode is the System Configuration page where you can configure network and license sétbliga. these
steps to complete bootstrap stage.

1. Launch the web browser and go URLhttp://vpn_gateway ip_addressér http://<vpn_hostname>/

2. Click on linkdAdministratorslink under sectiolvPNManagement console

€ Propaims VPN Home

€ ! g, http://webvpn.propalms.com/

< Favorites | (@ Propalms VPN Home Page fir v v ] dE v Page Sefetyv Toolsv @

@propaims

loads... LOGIN INTO VPN

Login inta VPN using configured authentication method to access published applications.
® 550 Server CA Certificate You may use the on-demand VPN agent or choose to download the VPN dient and launch from your desktop.

« Propalms VPN Client Setup for
Windows 98 @ Launch On-Demand VPN Agent...

6 Install Propalms VPN Client for Desktop

!

VPN MANAGEMENT CONSOLE (Only for Adminstrators)

WPN Management Console is available only to VPN Security Officers and VPN Administrators when logged-in using their SSL
Certificates.

g Administrators

/" Trusted sites | Protected Mode: Off o v ®100% -

3. Read and click the box axceptthe Software License Agrment.

4. ThePropalms VPN, System Configuratioscreen appears where you can specistwork and license
settings.

5. In the Host Configuration section, enter the following information to configure the host settings.
a. Type theserver namein the Host Name field.

14
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b. Type thedefault gatewayin the Default Gateway field.
c. Type theprimary DNS address the Primary DNS field.
d. Type thesecondary DNS addregs the Secondary DNS field.

(o] e ]
? 3 g, http://webvpn.propalms.com/fes-bin/preboot.cgi - | & |42 | X | ©© Bing P -
7 Favorites |§ System Configuration - v [ #= ~ Pagev Safety~ Tools~ @~ 7

@ propalms 7| §
Acce Help | Support
Propalms VPN: System Configuration

Host Configuration

Host name Please enter proper hostname. You'll not be sble to edit after the installation.
Default Gateway 10.10.1.254

Primary DNS

Secondary DNS
Interface Configuration

Interface Name IP Address Subnet Mask Gateway
eth 192,168.1.100 255,255,255.0 | [nomE |
eth1 10.10.1.34 255.255,255.0 | [10.10.1.254 =

Date and Time settings
Date 23 ¥ 03 v 2010 ¥
Time B v 14 v
Time Zone (GMT-05:00) Eastern Time =
VPN License

Conpany Nane

@ Use System Default License Provides evaluation license for 5 concurrent users for 20 days

) Use New Licznse Key

Submit Cancel

©2010, Propalms Ltd. All Rights Reserved. =
+ Trusted sites | Protected Mode: Off 45 v ®100% -

In the Interface Configuration section, enter the followinéprmation to configure the interface settings.
a. The interface name will be displayed by default in the Interface Name field, based on the number
of network cards in the system. For example, if there is only one network card in the system, the

interfacet YS gAff 0S8 RAALI &SR a 4a4SGKnézx AT (GKSNSB

gAfft 0S RAALX ISR Fa aSGKmé YR a2 2y o
Type thelP addressn the IP Address field.
. Type thesubnet maskin the Subnet Mask field
d. Type thegatewayin the Gateway field

If the IP address and gateway is set at the time of installation of Linux in the system before the VPN

installation, these values will be displayed in the Host name, Default Gateway, Primary DNS, Secondary DNS, IP
Address, Subnet Mask and Gateway fidgslefault. You can edit the values if required.

In the Date and Time setting section, enter the following information to configure the date and time
settings.
a. To set the date, click on the dragpwn arrows and select thBate, Month, and Yeafrom the
list, corresponding to the Date field.
b. To set the time, click on the dregiown arrows and select thElours and Minutesfrom the list,
corresponding to the Time field.
c. Click on the droglown arrow corresponding to the Time Zone field and select the applicable
time zonefrom the list.



8. Configure VPN License

VPN License

Company Mame

0 Use System Default License Provides avaluation licensa for 5 concurrent usars for 20 days

@ Use New License Key If you need a New License Key, please send this Product ID "24286509289856322" to info@propalms.com

a. Type yourrompany namedn the Company Name field.
Use System Default License. This is an evaluation license whichallsess for 30 days

Use New License Keyhoose this ajion if you havepurchaseda licensefor your VPN Server.

You are required to email the generated produbtto info@propalms.conin order to receive
your license key.

9. ClickSubmitto save the configuration details or clickncelto go back

10. On clicking the Submit button, the following confirmation screen appears, displaying the entered values

System Configuration - Windows Internet Explorer

=1 eI
£

@ propalms
System Configuration
Host Configuration
(l
Host name webvpn.propalms.com
Default Gateway 10.10.1.254 L
Primary DNS 10.10.1.1 [l
Secondary DNS
-
e |
Interface Configuration
Hame 1 3 o Press Continue to update your system cenfiguration and
Ef EATCHRTS B\ Concel to edit system configuration information.
ethl 10.10.1.34

Server License

License issued to company Propalms

Number of valid concurrent users 5

VPN Installation

@ Create a new VPN Instance

() Restore complete configuration from Backup file

Continue Cancel

Done /" Trusted sites | Protected Mode: Off v ®10% - E

11. At this stage you can eith&@reate a New VPN Instander when you are installing a new VPN serveif

you have a previous system backup frammich you wish to recover then sele&estore complete
configuration from Backup filehen ClickContinue.
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On completion of System Configuratiche VPNcontinuesthrough Bootstrapstage and is ready for a oreéme
registration process. In Bootstraptate, first Security Officer Registration, SMTP Server configuration, Database
User configuration, and several others tasks are completed, including:

Register first Security Officer

Create Root Certificate Authority (CA) Certificate

Register SSL Certdite for VPN

Create Signer Certificate

Create Verifier Certificate

Create VPN database and database tables

Register VPN Ports and Apache Ports (port 80/443, 4001, and 4002)

Create Configuration files

Enter Configuration State (this change occausomatically after the Bootstrap process is complete)

=A =4 =4 4 -4 4 -4 -4 -4

The tasks such as creating CA certificate, Signer Certificate, Verifier Certificate, and many others take place
internally when you register the necessary details with VPN during server Bootstrap.

1. One all of the internal tasks have been completgau will be redirectedto the Certificate Authority
screen.

2. In the rtificate Authority Mode section, theDefault Propalmsinternal CAfield is chosen by default.
This enables the VPN internal Certifea#uthority and the VPN server becomes the Certificate Authority.
ChooseExternal CAf you wish to use a3Party Certificate Authority.

3. Click the Submit button to save the changes mad@n clicking the Submit button, th€ertificate
Authority page apears as shown below depending on which option you selected.
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